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Abstract— With the rapid development of the Internet, the 

antivirus software of the network is always emerging and 

constantly changing. Traditional detection methods can’t 

effectively kill the new viruses and malicious software, the 

complexity of which also makes itself easy to be attacked by 

malicious software. The emergence of cloud computing has 

changed the status quo. Therefore, the architecture model of 

virus malware detection based on cloud computing is 

proposed in this paper.  
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I. INTRODUCTION 

With the development and popularization of Internet 

application technology, network security has been paid more 

and more attentions. Much antivirus software has been 

developed. Antivirus software is mainly to perform real-time 

monitoring and scanning disk. However, the effectiveness of 

traditional detection methods has been widely questioned. 

Due to the traditional detection methods can’t effectively kill 

the new viruses and malicious software, and the complexity 

of which also makes itself easy to be attacked by malicious 

software. The emergence of cloud computing has changed the 

status quo. Cloud computing is a product of the integration of 

distributed computing, grid computing, utility computing, 

virtualization technology and other computer technology and 

network technology. It gathers a large number of computer 

resources, and provides users with a variety of IT services 

through the Internet, and then the users pay a fee in 

accordance with the amount of the use. 

II. RESEARCH STATUSES 

At present, the antivirus software has been popularized, 

however, the virus software has not been effectively curbed, 

and on the contrary, the virus infection rate has been rising. 

In view of the limitation of traditional virus detection 

methods, many scholars have put forward the methods of 

virus detection based on cloud computing. The development 

of foreign related technology is more mature. A new idea was 

put forward firstly, the strong distributed parallel processing 

capability of cloud computing was used to transplant the work 

of virus detection and analysis into the cloud computing to 

carry on, the analysis and testing of the executable files were 

carried out in the cloud (Jon Oberheide Et al. 2008). Intel 

company further expanded the method, a complete model of 

cloud virus detection was proposed, it added an archive 

feature to save the virus malware related features in the 

document  

III. KEY TECHNOLOGY 

A. Phase 1:-Cloud Technology 

Cloud technology refers to a hosting technology that the 

hardware, software, network and other resources are unified 

to achieve the calculation, storage, processing and sharing of 

the data in the wide area network (WAN) or local area 

network (LAN). It is a product of the development of grid 

computing, distributed computing, utility computing, 

virtualization technology and service oriented technology. 

Cloud computing makes full use of Internet to gather a large 

number of software and hardware resources to form a huge 

pool of resources, the ordinary users can enjoy the IT service 

provided by Internet. Cloud computing services are divided 

into IaaS, PaaS, and SaaS three types. This paper colligates 

the solutions of different manufacturers, and constructs a 

cloud computing architecture. Cloud computing system is a 

four layers structure, including: SOA component layer, the 

middle layer of management, resource pool layer, physical 

resource layer. 

B. Phase 2:-Eucalyptus 

Eucalyptus is the open source software research framework, 

it uses the modular design, and the components of which can 

be upgraded and replaced, so as to provide a good research 

platform for related researchers. Eucalyptus relies on Xen for 

virtualization. Eucalyptus provides access to computing 

resources and data through a variety of interfaces. The biggest 

innovation of Eucalyptus is that the IaaS can be achieved in 

the research environment for installation and maintenance, so 

as to facilitate the experimental modification and expansion. 

Completely based on IaaS, the calculation and storage 

facilities of which can be used by academic organizations, it 

provides a modular experimental platform, and allows 

researchers to test and research the scalability, security, and 

resource scheduling of the cloud computing. 

C. Phase 1:-PIF Algorithm  

Distributed PIF algorithm system is undirected graph S= (V, 

E), V is a collection of nodes, it refers to the process of the 

collection in this paper, E is the channel of nodes, it refers to 

the process of communication among the channels of 

communication messages in this paper [11]. Process state 

information is a collection of all relevant variables state in the 

process. System configuration is a collection of related state 

of all processes in the system 

D. Phase 1:-CFO Algorithm 

CFO algorithm refer to search for the optimal value in the 

objective function f(x1,x2...xNd), region Ω：min(xk)≤xk 

≤max(xk ) 1≤k≤Nd. XK is a variable of Nd dimension search 

space, and Nd is the dimension of the decision space of the 

algorithm, min(XK) and max(XK) represent the minimum 

and maximum values of the algorithm in the K dimension 

IV. VIRUS DETECTION SYSTEM BASED ON CLOUD 

COMPUTING 

This paper presents the architecture of the cloud detection, 

including the following components: First is the light host 

agent software. It can be run on the terminal system, such as 
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the desktop system and mobile devices, this program can 

identify the new suspicious files, and send these files to the 

cloud for analysis. Followed is the network service 

component, the component can accept the suspicious files 

from the proxy host program, the different commercial 

antivirus engines are installed to parallel analyze the 

suspicious files, so as to find virus malware. At the same time, 

the behavior analysis engine is used to analyze the reported 

suspicious files, and then the results are reported to the host 

agent, so as to determine whether these suspicious files are 

safe. 

V. MASTER PATIENT INDEX (MPI) 

It is a database that carries details about every patient 

registered at any healthcare centre. It may also include 

information about the physicians as well as patient name, 

their contact details, birth place, date and also their medical 

history. It helps to give a clear picture of an individual patient 

and his details. MPI helps in efficient and accurate collection 

of data. And MPI also makes sure that every data is presented 

just once and also completely. They are many times easily 

accessible from PHR. MPI details are available in the 

hospitals where the patient has registered himself. And can be 

accessed by their personal doctors or the specialist they are 

taken care of under.  

An EMPI i.e. Enterprise Master Patient Index is a 

larger network that connects several MPI’s to each other and 

cover all rehabilitation facilities and outpatient clinics and 

also includes all medical hospitals. EMPI has the capacity to 

merge (aggregate) information stored in separate sections in 

the same healthcare centre. 

VI. EXPERIMENTAL ANALYSIS.  

RPM in general implementation faces some big issues in 

India. Senior citizen might not be well acquainted with use of 

modern technology. The devices used for collecting data from 

patient about their health issues are not standardized properly 

as IT still has a long way to go before we get a basic protocol-

following system that manages health electronic records 

easily. 

Another technical aspect is how the monitoring team 

actually puts to use the health data collected and make an 

observation that actually nails the issue that they suffer from. 

Alerts and benchmarks are supposed to be put on good use as 

any change in their values may put the patient and his life in 

great risk. Timely warning messages are also supposed to be 

on time. 

VII. CONCLUSION 

 With the rapid development of Internet technology, the virus 

malicious software spreads through the developed network. 

Traditional detection methods can’t effectively kill the new 

viruses and malicious software. However, the powerful 

distributed computing capabilities of cloud computing are 

used to carry on the effective monitoring of virus malware 

and its variants has become a trend.  

In view of this situation, this paper proposes a model 

of virus detection architecture based on cloud computing. 

This model mainly consists of three parts: the distributed 

parallel detection mechanism, the dynamic behavior analysis 

and detection mechanism, the static behavior analysis and 

detection mechanism of virus malware. In the cloud 

computing environment, the CFO algorithm is applied to 

neural network training to classify suspicious files, and 

monitor the static behavior of malicious software. 
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