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Abstract— Now a day’s people stared adapting to the new 

change in the technologies or updated technologies with the 

increased need in our day-to-day lives. Currently, adoption of 

blockchain technology is being globally felt as its presence 

and capabilities are said to change the way a person perceives 

the internet. Blockchain technology is becoming a part of 

financial institutions around the world, but what would be its 

adoption in India and how would such technology benefit the 

Indian economy, remains of uttermost curiosity. Almost each 

work process is going under the process of digitization and 

hence more generate to threat. In successfully securing data 

& information and to protect and secure it from further 

change technology named as “Block Chain” emerges in 2009. 

Although it is introduced in early 90’s but rarely used back 

then. Block Chain is a specified series of block like structure 

in which every block stores some data and information. Every 

block in a block chain is linked to his earlier block 

cryptography using hashing. Each block has some very 

sensitive information which need not to be changed such as 

transaction data or land ownership information. The main 

purpose of Block Chain is to make sure that a data once stored 

in a block cannot be changed and if someone tries to change 

the data inside a block results in construction of a new block. 
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I. INTRODUCTION 

Convenient and comfortable. Blockchain is the new 

development and growth of internet as stated in. The principle 

of blockchain is to distribute the data and information among 

the users without creating a duplicate one. It is believes that 

increased growth in blockchain will be improving everyone’s 

lifestyle. The Reserve Bank of India (RBI) has successfully 

analyzed the blockchain technology for application of trade. 

A pilot study is conducted by the RBI on domestic banks and 

other financial institutions. However, blockchain technology 

is being adopted in stock exchanges and trade platforms in 

India. 

The blockchain technology is unique and used in 

different domains into many industries. Using blockchain 

technology in these industries will result in huge industrial 

disruptions in 2018 and beyond. It allows for meaningful 

collaborations will create lasting impacts in these industries. 

Therefore, its use in the banking will without doubt result to 

better banking transactions and systems and it will create 

efficient and effective banking systems for better service 

delivery. Today, blockchain is considered as the heartbeat of 

the banking and financial sector by the World Economic 

Forum. This indicates that this blockchain technology will 

play significant roles in the banking and financial sector. 

Blockchain development and growth is make up of 

several unique technologies. These blockchain technologies 

work collectively to create well-organized ledger records 

called blocks. These blocks via encryption link together to 

deliver frameworks for safe and secured online banking 

transactions. The customers are in exchange can carry out 

transactions over the internet without fear of fraud. The 

blockchain technology has seen heavy investment running 

into billions of dollars. This will grow and developed due to 

the heavy support this technology has across countries around 

the globe. 

A. Statement of the Problem 

This study will describe the challenges faced by the financial 

institutions in India while adopting blockchain technology. 

Financial institute should understand the needs of the 

blockchain technology so that transactions are easier and 

secured when transfer from one party to another party. 

B. Objectives of the Study 

1) The main and primary objective of this paper is to 

provide the overview of block chain technology with its 

benefits emphasizing on adoption of the technology in 

the Financial Sector. 

2) To study and analysis the challenges faced by financial 

sector while adopting blockchain technology. 

II. LITERATURE REVIEW 

Even though blockchain technology is believe to 

revolutionize the ways of doing business, the change from the 

way business is done today to a blockchain-based system will 

take time. A widespread use of the technology is believed to 

take at least up to ten years. In addition, today’s utilization of 

the technology is very limited compared to the use in a few 

years. It is possible that if this technology would be 

implemented worldwide with millions of users, it could not 

support all the services securely for all. The blockchain 

technology confronts both technical and legislative barriers. 

The creation of new blocks to the blockchain have a negative 

impact on the environment. The mining process consumes 

vast amounts of electricity and mining equipment every time 

a new block is created or a transaction verified.  

Even all the trillions of efforts to solve the difficult 

puzzles waste energy .The more people use blockchain-based 

programs, the more energy is consumed. In October 2015, 

The Economist 2015 pointed out that if miners use the most 

efficient technology, the electricity usage could take up to 

two terawatt-hours per annum. This corresponds to the 

electricity usage of a little more than 150.000 inhabitants in 

California .Therefore, a secondary use for the wasted energy 

and a more environmentally friendly mining process are 

required. There is in fact another alternative to the mining 

process. Virtual mining can replace the process of solving 

mathematical puzzles by hand, which also reduces the need 

of equipment .This is argued to decrease the “environmental 

footprint” caused by the mining process and even more 

importantly, to ensure that the mining is performed by those 

stake-holders who have the system’s best interest at heart. 
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Moreover, the blockchain technology can also be 

used improperly. One way to abuse the system is a so-called 

51 percent attack. This means that someone controls over half 

of the network, thus 51 percent, so that transactions cannot be 

verified as they should be and as a result false information 

can be added to the block-chain (The Economist, 2015). This 

is extremely unlikely due to the massive size of the network. 

However, there is another way to mislead the system. 

Whether the very first piece of information added to the 

block-chain is false, it can make the system believe that it is 

legitimate. 

There are also legislative barriers of which one is 

regulation. Stricter regulations can hinder the development of 

the blockchain technology. Thus, before we know the 

potential of the technology, it would be a mistake to 

strengthen the regulations too tight of institutions where the 

technology can be applied. Another issue that the technology 

encounters is people who are reluctant to change. Industries 

that rely on trust, such as financial institutions, are affected 

the most by this technology. Even though several financial 

institutions are working on ways to adapt this technology, 

others will surely fight against it. It may not be appealing to 

suddenly change from a system where a company or a bank 

maintains personal and confidential information to a system 

based on proof that is controlled by no one. The statistics 

shows that 80% of the research is only on Bitcoin as 

compared to other blockchain applications. Most of the 

studies are focusing on benefits of blockchain technology. 

III. THE APPLICATIONS OF BLOCKCHAIN IN FINANCE 

INDUSTRY 

Several applications of the technology have been established 

by now. These applications include smart con-tracts, 

blockchain-based securities trading and blockchain-based 

land registries, to mention but a few. This thesis will further 

explain how to utilize the blockchain technology in these 

specific areas. In addition to these three applications, the 

technology can be adapted to several purposes only within the 

financial sector,  

A. Smart Contracts  

This application is believed to be the most ambitious. The key 

idea of smart contracts is that terms and information can be 

put in to a contract and if the terms realize, the contract 

executes automatically. However, if the terms are not 

fulfilled, the contract does not come into effect. The 

possibility to embed information into blockchains enables 

making secure contracts between individuals that do not need 

confirmation by a third party. Additionally, neither party is 

able to violate the terms of agreement in a smart contract 

.Smart contracts can be adapted in all sorts of contracts; 

bitcoins can be executed within the right circumstances and 

organizations can program into their contracts that they 

automatically pay dividends to their stakeholders if and when 

a certain level of profit is reached. These smart contracts 

revolutionize the way contracts are made today by making 

them cheaper when the need of an intermediary to verify the 

contracts is eliminated and more reliable. The reliability is 

enhanced by one of the blockchain’s key features, namely the 

fact that it is tamperproof.   

B. Blockchain-based Securities Trading  

This study explains how the blockchain technology can be 

utilized in designing and structuring the securities markets. 

They have listed the features of the blockchain technology 

that enable designing the markets in a new way, compared to 

today’s securities trading. The feature is the “electronic 

nature of blockchain securities” The blockchain securities are 

technically based on smart contracts. The technology allows 

the investors to put information and trading rules in to their 

blockchain securities. These trading rules can include certain 

conditions, such as price requests, which if fulfilled, the trade 

executes automatically. If the terms do not realize, the 

security does not change owners.  

Another feature of the blockchain securities is that 

they enable investors to contact each other directly in the 

securities markets, without going through an intermediary. In 

the current securities market, most of the trad-ing happens via 

a third party. However, it is still unclear how the blockchain 

technology will affect the trading markets in the long run.  

C. Blockchain-based Land Registries  

The blockchain technology can be utilized to implement a 

public and tamperproof database for land registries. This 

could especially benefit corrupted countries where land 

registries are badly kept. Land registries consist of 

information about property rights, such as registered estates 

and interests in land. They increase security in many ways. 

On one hand a blockchain-based land registry increases 

security, because it makes it impossible to illegally change 

ownerships of property rights, which is usual in corrupted 

countries. On the other hand, properties can be used as 

collateral. A worthy collateral enhances the chance of 

receiving a loan, which increases the possibility to invest. 

This is essential for a functioning economy.  

Besides property rights, the blockchains can contain 

information about ownership of artworks and luxury items. 

The company Everledger began to use the blockchain 

technology to prevent theft of diamonds by putting data about 

diamonds’ characteristic attributes in the blockchains. In fact, 

any piece of information of value can be stored in these 

trustworthy ledgers. 

It is just the beginning and yet early signs do indicate 

the budding usage and adoption of the technology in India. 

When the most central banks like, Bank of Canada, People’s 

Bank of China and Monetary Authority of Singapore have 

begun testing digital currency applications, the India Central 

Bank has chosen to take a cares that has made them wait and 

watch the blockchain development through several case 

studies.  

It is no wonder that the banking world is excited 

about this relatively new technology, since it has the ability 

to enhance efficiency and cut down on expenses. The 

blockchain technology is from an economic perspective all 

about minimizing waste and increasing assets in companies. 

The Spanish banking concern Santander has even claimed 

that by the year 2022, the blockchain technology can save up 

to $20 billion a year in the banking industry. Even so, the 

excitement of the blockchain technology is a bit ironic, 

because it was the failures of the financial sector that inspired 

Nakamoto to invent an optional currency in the first place.  
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Nakamoto (2008) argues that the traditional banking 

system limits the access of information to only those involved 

and the intermediary, thereby achieving its privacy level. The 

traditional system plays thus a great part in securing all 

parties and holding on to information. The intermediary 

increases the transaction costs, which on the other hand limits 

the smallest possible size of a transaction and makes casual 

transactions less attractive (Nakamoto, 2008). The possibility 

to transfer transactions in blockchains without a trusted inter-

mediary reduces the transaction costs and thereby does not 

limit the smallest possible transaction sizes.  

Financial institutions should implement the 

blockchain technology to automate international payments 

and securities trading to begin with. In the banking system of 

today international payments can take up to several days to 

reach their destinations and furthermore, they can be costly 

procedures. With the help of blockchains, these kinds of 

payments can be transferred instantly or in a few minutes with 

minimized transaction costs. However, these payments 

cannot be anonymous like in bitcoin transactions, since they 

have to be traceable. Thus another type of a blockchain is 

required to be used in similar transactions to increase 

transparency.  

Blockchain-based securities market could be more 

effi-cient when securities are traded without unnecessary 

intermediaries. Then less capital is bound in transac-tions and 

thereby the amount of risk is reduced. The current trade-and-

settlement process is in fact rather dated as well. It is a 

complicated procedure, where the money changes owners 

faster than the ownerships of the securities do. In blockchains, 

securities can be traded every hour of the day and securities 

change owners instantly, which improves the trade-and-

settlement process. Malinova and Park claim that blockchain-

based trading should be seen as an enhancement, which 

increases the efficiency and reduces costs of the trade-and-

settlement process.  

Another area where the blockchain technology is 

applicable is the double-entry book-keeping between fi-

nancial firms. Instead of having own records of assets, the 

banks would have a decentralized database, which would 

increase the synchronization between all involved. As a 

result, banks do not need to monitor their assets separately in 

different databases, as they do today, but everything would 

be recorded in one. A blockchain-based shared database does 

not tie up as much capital as internal ledgers do, since 

coordinating the banks’ internal ledgers can take up to several 

days and therefore reduces risks. In a decentralized database 

information is up to date, which improves efficiency when 

capital is no longer unnecessarily tied up and can be utilized 

more efficiently. However, it is certainly not a problem free 

solution. If there would be a shared ledger, who would have 

the right to observe and update the ledger and how would the 

banks ensure that the information in the ledger is correct? 

These are questions that need to be answered before a shared 

ledger can be implemented.  

As previously stated, smart contracts can be applied 

in various types of contracts. Many of today’s contracts made 

e.g. between a financial institution and a customer can be 

updated to private contracts between those involved. For 

instance, a loan agreement can be put in to and confirmed in 

a block-chain. When certain conditions are fulfilled, the 

customer receives the loan and neither party can violate the 

agreements made in the contract. Smart contracts can be 

applied to automatic transactions as well. Assets can be 

transferred from one account to another and coupon payments 

as well as dividends can be payed automatically. Pinna and 

Ruttenberg state that the smart contracts can especially 

disrupt the post-trade market, since they could replace several 

functions that are at present time maintained by necessary 

post-trade institutions.  

IV. CHALLENGES IN ADOPTION 

Blockchain technology has its benefits in terms of adoption 

given its proposed features but there are some barriers along 

the road as well which need to be addressed for banking and 

financial institutions to increase towards with blockchain 

technology. 

A. Interoperability: 

The blockchain technology is not restricted by any 

international rules and regulations that place a standard to it. 

With the increasing need for interoperability among large 

industries like banks, the technology needs to be compatible 

with different systems and should hold the potential to get 

adopted by the masses. The integration of existing systems 

with a blockchain technology based model is a big challenge 

today as the current systems and processes cannot be entirely 

eliminated. If the actual adoption of blockchain technology 

allows multiple systems to work together smoothly, 

operational feasibility can be achieved. 

B. Privacy: 

The financial institutions is the entity that are trusted by 

people for storing their funds. In order for blockchain to take 

their place, it is important to ensure that the data and 

information stored on the blockchain technology is kept 

securely and would not basket the identity of any individual. 

As per the banking transactions made on a public blockchain 

technology is publicly available, the need of exploring the 

potential of private blockchains for data-critical sectors is 

needed along with the purpose of issues or problems like 

interoperability. 

C. Encryption: 

Private keys are the essential elements of a blockchain 

technology as they play an important role in securing the data 

of an individual on the blockchain. However, a private key 

created once has to be kept very securely as once it is 

misplaced or lost, there’s no way to get it back. The 

encryption used to store data and information can be 

compromised by finding gaps in the network which in turn, 

makes the blockchain capable to hacker attacks. 

D. Security: 

The blockchain technology network is secure and powerful 

as it is embedded with cryptography techniques. When a 

blockchain technology network is applied to any financial 

and banking institution, it has to be secured with multiple 

security protocols. Depending upon the requirement, the 

blockchain technology involved in such systems or 

organisations could be permissioned or permissionless. 

People in banking and financial institutes need to be handled 
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with different levels of access permissions in order to save the 

overall network from malicious insiders and cyber-attacks. 

E. Scalability: 

Development and Growth of existing databases is 

indisputable. The number of tasks will keep on increasing as 

the number of people or customer will continue to grow too. 

Scalability is a big challenge to the application of blockchain 

technology network. The network is created through a 

blockchain technology should be able to handle the growing 

traffic while maintaining the speed of accessibility for the 

network participants. If the blockchain technology is applied 

to the current banking systems and financial institutions, it 

has to ensure the capacity of handling large volumes of data 

too. 

F. Energy Consumption: 

The current successfully running blockchain technology 

networks run on the concept of proof-of-work mechanism in 

which the network participants are rewarded based on how 

quickly they solve the equation to add a new block to the 

network. While network working smoothly and speedy, it 

also increases the consumption of energy in extensive 

amounts in the form of computational work. This kind of 

computing power leaves huge carbon footprints which affect 

the environment. Before adopting Blockchain in an industry 

like banking, this issue needs to be resolved through alternate 

rewarding mechanisms. 

G. Legal Regulations: 

If blockchain technology is applied in the banking sector, the 

need for international and national regulations around it will 

become mandatory. Currently, blockchain technology is the 

most popular application, do not have any regulations around 

them which makes them susceptible to both profits and 

losses. However, if and when blockchain technology finds its 

place in the banking sector or finance sector, the regulations 

need to be in place so as to avoid chaos among people in case 

of any losses. 

V. LIMITATIONS  

 This study and analysis is based on the secondary data.  

 The research study data is restricted to Banks and 

Financial sectors to India only. 

VI. CONCLUSION 

 The blockchain technology is going to bring a major 

transformation in the Banking Sector and Financial 

Sector. Blockchain technology has the potential to distort 

the traditional business models and make the existing 

systems obsolete. A secured, distributed database of 

client’s data should be developed and shared by different 

banks which will help in reducing time, effort and cost in 

interbank transactions.  

 In the years to come, blockchain technology will evolve 

as a disruptive force in transforming Indian Banking 

Sector by making banking transactions more secure, 

faster, transparent and cost-effective. We can strongly 

recommend that time is ripe for adoption of blockchain 

technology in India. 
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