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Abstract— In this research paper our motive was to see what 

lies in the deep web, to know what we can find in the deep 

part of the web and to know whether it is legal or illegal to 

access it. Almost all us now uses internet for various purpose, 

to collect information, for shopping and many more. 

Generally we surf on the surface web means the web that we 

use is called surface web. All websites on the surface web are 

indexed in the search engines. There are actually two parts of 

the web. One is surface web and other is deep web which also 

contains the dark web which is by far the most anonymous 

part of the web. Certainly there are almost 130 trillion web 

pages on the internet seems huge but it only makes around 

4% of the total content on the internet means remaining 96% 

lies in the deep web. Surface web is actually smaller than we 

usually think. The web sites on the deep web is not indexed 

by the normal search engines which makes it more 

anonymous. The deep web requires special software or 

Authorization to access. Software such as TOR, Freenet, I2P. 

TOR (the onion router) is most famous among them for 

accessing dark web. TOR avails you anonymous access to the 

internet. This browsers helps you to hide your IP address by 

bouncing the packet in the distributed network. This browsers 

provides more privacy while surfing through web.  
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I. INTRODUCTION 

The deep is the hidden part of the web world wide web.   The 

content on the deep web cannot be accessed by the traditional 

browsers or search engines because the sites on the deep web 

is not indexed. Mainly all the content on the web that we see 

is indexed on the search engines.  The deep web needs special 

software or Authorization for accessing it. 

Deep web provides high security because of this it   

contains many sensitive information such as banking 

information, databases such as iCloud, Gmail etc. Many 

companies stores data in deep web to hide it form the normal 

users.  Not only companies many individuals such as 

journalist, politicians uses deep to keep their sensitive 

information safe. 

You can imagine deep as iceberg whose part above 

the sea level is surface web and remaining is deep web. Deep 

Web also consist dark web which is deepest part of the web 

(fig 1.1)          

 
Above figure gives the idea about web contents. The 

surface web is usually what we surf using and normal search 

engines. As oppose to the surface web you can see how big 

the deep web is nearly 96% of the web lies in the deep web.  

Deep web also comprises dark web which is usually 

associated with illegal activities. It needs software such as 

Tor to access it which hides the information of the users by 

jumping their packets form various nodes in the network. 

Data here is highly encrypted which makes superior in terms 

of security as compare to the surface web and avoids the 

censorship and protects the privacy. 

II. SURFACE WEB 

It also called as the visible web. Normally what we use to get 

information on the web lies under surface web.  It contains 

normal web HTML pages. It contains almost 130 trillion web 

pages.  But it only around 4% of the total web. The content 

here is indexed on the search engines. Activities here are 

generally traced by the third parties and other browsers. 

Individual which have knowledge of computers and 

networking can easily track the activities of other individuals 

on the surface web. 

III. DEEP WEB 

It is also known as hidden web as the content on the deep web 

cannot be accessed by the normal browsers. It gets confused 

with the dark web where the dark web is small part of the 

deep web.  It needs authorizations or special credentials for 

accessing it.  Many companies store their databases and 

sensitive information here to hide from the other users apart 

from the databases many journalists uses deep web to share 

their sensitive information.  Here the security is superior to 

the surface web.   

 Deep web contains nearly 96% of the web. So it is worth 

noticing deep web and its content. 
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IV. DARK WEB 

It is small part of the deep web.  It is where the all illegal 

activities happens.  It home for many illegal activities, 

hackers.  It cannot be accessed by the normal browser needs 

special browser such as Tor, I2P etc. Users can access internet 

using Tor anonymously.  It hides the information of the users 

from the censorship. Data here is highly encrypted.  

Accessing dark web is not illegal but the content on the dark 

web makes it illegal.  It home for many dark markets such as 

Silk road (which was shut down in 2013) but there is more 

than that as most of the dark web is still to be discover.  

Data moves from many intermediate nodes in the 

network. Which makes hard to trace the path of the user. Tor 

provides high anonymity and privacy 

V. CONTENT ON THE DARK WEB 

Because of its high anonymity.  It is home for many illegal 

activities.  The overlay networks which hide the user 

information which led to many illegal things, markets such as 

“silk road”, Atlantis etc.  

You can find weapons such as guns other 

ammunitions, drugs, illegal sexual content, stolen credit card 

numbers, child pornography, cannibalism apart from these 

you can also hire a contract killer and other bit coin services 

Web pages on the dark web are of .onion(TLD) 

extension which is only be accessed by the Tor browser.   

Below table shows the onion services in January 2015 

Category Percentage 

Gambling  0.4 

Guns  1.4 

Chat  2.2 

New 

(not yet indexed) 
2.2 

Abuse  2.2 

Books 2.5 

Directory 2.5 

Blog 2.75 

Porn 2.75 

Hosting  3.5 

Hacking  4.25 

Search  4.25 

Anonymity  4.5 

Forum 4.75 

Counterfeit  5.2 

Whistleblower  5.2 

Wiki  5.2 

Mail 5.7 

Bitcoin 6.2 

Fraud  9 

Market  9 

Drugs  15.4 

   Onion based service in February 2016 

Category % of total % of active 

Violence 0.3 0.6 

Arms 0.8 1.5 

Illicit Social 1.2 2.4 

Hacking 1.8 3.5 

Illicit links 2.3 4.3 

pornography 2.3 4.5 

Extremism 2.7 5.1 

Illicit Other 3.8 7.3 

Illicit Finance 6.3 12 

Illicit Drugs 8.1 15.5 

Non-illicit Unknown 22.6 43.2 

Illicit total 29.7 56.8 

Source Wikipedia  

VI. TOR BROWSER 

For accessing dark web we need special software such as Tor, 

free net, I2P etc. the most famous among these is the Tor 

which stands for the onion router.  

It actually developed by the U.S Naval Laboratory 

to maintain the privacy and protection of the government 

communication and for sharing of sensitive documents. But 

because of its high anonymity. It becomes very famous and 

slowly turned in to the illegal activity hub. It contains the 

.onion extension web pages which can only be seen in the tor 

browser and can only be accessed by the Tor browser. When 

web users runs Tor for instance the sites they visit cannot 

easily see their IP address. But if the website itself runs a Tor 

then it is part of Tor hidden services. It is only can be visited 

by the Tor users. In this type of cases where user using Tor 

hidden services it takes hops to a randomly chosen meet up 

point in the network generally the Tor URL ends in “.onion” 

TLD( top level domain). Tor directs the traffic through many 

nodes in the overlay network to protect the users IP address 

from network surveillance.  It encrypts the data and the IP 

address and sends through random nodes in the network.  

Every nodes in the network decrypts a layer and passes on to 

the next node and the final node decrypts the last layer and 

sending the original data to the destination.  Here all nodes 

does not know the source IP address.   

 

VII. CONCLUSION 

Accessing dark web is not illegal. It depends on the user how 

they uses it.  Accessing internet anonymously is illegal in 

many countries.  Tor in their FAQ answering “Doesn’t Tor 

enable criminals to do bad things?” 

“Criminals can already do bad things. Since they're 

willing to break laws, they already have lots of options 

available that provide better privacy than Tor provides.... 

Tor aims to provide protection for ordinary people 

who want to follow the law. Only criminals have privacy right 

now, and we need to fix that.... 

So yes, criminals could in theory use Tor, but they 

already have better options, and it seems unlikely that taking 
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Tor away from the world will stop them from doing their bad 

things. At the same time, Tor and other privacy measures can 

fight identity theft, physical crimes like stalking, and so on.” 

Thus using Tor browser is not illegal. But accessing it for 

illegal things makes it illegal. 
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