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Abstract— The purpose of this research paper is to make 

people aware about the concept of cloud cryptography. Cloud 

computing is the practice of using a network of remote 

servers hosted on the internet to store, manage and process 

data, rather than a local servers or a personal computer. But 

cloud computing has various security issues and challenges, 

it includes lack of visibility of data, inability to control data, 

or theft of data in the cloud, most issues come back to data 

costumers put in the cloud. This research make us aware 

about other cloud services that are capable of encrypting data 

upon receipt, ensuring that any data they are storing or 

transmitting is protected by encryption by default. In this 

paper, we will also focus upon the reviewing and 

understanding cloud security issues by authentication, 

managing user access, data backup and recovery policy, 

analyzing user activities.  
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I. INTRODUCTION 

Cloud computing is one of the popular topics of current 

world. Cloud computing is the on-demand availability for 

computer system resources, especially data storage and 

computing power, without direct active management by the 

user. This term is generally used to describe data centers 

availability many users over the internet. Cloud computing 

also has the concept of cryptography, which defines 

cryptography in the cloud employs encryption techniques to 

secure data that will be used and stored by the cloud users. It 

allows to conveniently and securely access shared cloud 

services, as any data that is hosted by cloud providers is 

protected with encryption. Cryptography in the cloud 

computing protects sensitive data without delaying 

information exchange.  

Cryptography in the cloud allows users for securing 

critical data beyond your corporate IT environment, where 

that data is no longer under your control. Cryptography 

experts Ralph Spencer Poore explains about cloud “That 

information in motion and information at rest are best 

protected by cryptographic security measures. In the cloud, 

we don’t have the luxury of having actual, physical control 

over the storage of information, so the only way we can 

ensure that the information is protected for it to be stored 

cryptographically, is with us maintaining control of the 

cryptographic key”.  

II. LITERATURE REVIEW   

Various types of cloud security service are available.   

1) In 2010 S Subashini and V Kavitha proposes the security 

framework by different method provided dynamically. 

One of the component of this framework prefers to 

provide data security by storage and access to data by on 

metadata.  

2) In 2014 Swarnalata bollavarapu and Bharat Gupta 

proposes data security storage system in cloud 

computing. This storages system uses algorithm like 

RSA, ECC and RC4 for encryption decryption 

technique.  

3) In 2019 Andrew Bunyi keeps track of security reports. 

Leveraging IT process automation, tools like Microsoft 

Secure Score, and creating efficient and automated 

review workflows allow faster responses to cloud 

security threats.  

III. CLOUD CRYPTOGRAPHY AND SECURITY  

The benefits of cloud computing is being realized by more 

companies and organizations every day. Cloud computing 

enables for clients a virtual computing infrastructure on 

which they can store data and run applications. But cloud 

computing has various security challenges because cloud 

operators store and handle client data outside of the reach of 

clients existing security measures. Various companies are 

designing cryptographic protocols tailored to cloud 

computing in an attempt to efficiently solve and balance 

security and performances.  

A. Encryption Techniques used by Cloud Cryptography 

Many encryption methods have been implemented in the 

cloud computing, and some of them are here. 

 Cryptography is the most widely used method by which the 

users can get authenticated as well as the communication 

system may also get authenticated. 

1) Identity-Based Encryption  

This technique mainly helps in certificate management and 

also of public key for the public key infrastructure. Every 

computation here is put to the identity-based encryption and 

the same scheme for the server has also been proposed. The 

operation of the key generation is given to the Key Update 

Cloud Service Provider and then the left out operations are 

very simple. This scheme uses the public key cryptography 

where the server of some third party uses the simple identifier 

like the e-mail addresses for the generation of the public key 

which can then be helpful in the decryption and encryption of 

the electronic messages. Such type of encryption technique 

reduce the complexity of whole encryption method and ease 

is provided for in fact the administrators and the users. For 

the searching, the symmetric encryption algorithm by large is 

used for the encryption of the plain text. The Identity-based 

signature technique actually would be deterministic only if 

the signature on the message through the same user remains 

same always. 

B. Attribute-Based Encryption  

This encryption, in general, has numerous forms. The 

common one among them is cipher text attribute based and 

key attribute based encryption. Some researchers have also 

suggested a new attribute based encryption technique with the 

hierarchical name attribute based encryption (Kaur, 2012). 

This one is compared by the researcher with the two previous 

types of attribute-based encryption techniques which were 

only cipher text and key policy.  The Cipher text gets attached 

to the access policy getting decrypted with the attributes 

satisfaction. All the techniques were numerically tests by 
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using the NIST Statistical Test, and the result was that the 

multi-authority hierarchical attribute based encryption 

ensures more data security (R. Ramachandran, 2014). The 

modified version of the CP-ABE is the CP-ASBE (Cipher 

Text Policy Attribute Set Based Encryption) (Wan Z, 2012). 

This scheme develops the hierarchical structure which then 

provides more flexibility and scalability. This would then 

enable authority to the party who manages the master keys in 

the distribution as well as domain authorities who are 

responsible for the encryption and decryption of the owner’s 

data. Data is also stored on storage which is also provided by 

the cloud services provider. This scheme has similar security 

rate as was found in CP-ABE (Bobba R, 2009). 

1) Fully Homomorphic Encryption 

This technique ensures the security of the data used while 

communication or the storage or also which are used with the 

tools similar with the conventional cryptography. This 

technique also adds some extra attributes of the computing on 

the encrypted data and the searching of the encrypted data and 

much more. One big disadvantage connected with the 

traditional encrypted techniques is that if the data is to be 

manipulated, so it required getting coded first. The 

homomorphism encryption performs the computation with 

the encrypted data which is then sent. For this, some 

particular scheme was prepared where the calculations was 

performed securely in the cloud without the server having any 

knowledge of the contents of data sent or without having any 

knowledge what functions were performed. For designing of 

this homomorphism encryption, a similar design was used as 

employed in the symmetric homomorphism encryption in 

order to ensure the data security and privacy which helps in 

calculations to get performed on the encrypted data having no 

need to use client’s any secret key (Gountia, 2013). Here the 

encryption is symmetric which also reduces the rate of MIPS 

accordingly. Some other researchers also used the fully 

homology 

IV. ENCRYPTION AND KEY MANAGEMENT  

The security of sensitive information being processed and 

stored in a cloud environment is one the major points of 

concern to cloud providers, users, and potential users. Some 

specific issues are as follows:  

 Confidence in satisfying compliances and regulatory 

requirements.  

 Uncertainty to the geographic location of cloud 

platforms and stored data.  

 Effectiveness and reliability of access control and 

authentication mechanisms.  

 Exposure caused by cloud multitenancy.  

 Quality of recovery mechanisms and customer support.  

 Effectiveness and duration of SLAs.  

 Encryption level based on data location, criticality of 

data, and state of data.  

 Concentration of large amounts of sensitive information 

in a single, cloud environment  

 The strength of encryption protection can be enhanced 

by the proper use of VM architectures, appropriate 

countermeasures, and hardware and software 

protections.  

  

V. OBJECTIVES 

Major security objectives for cloud technology is as follows:  

A. Confidentiality   

Confidentiality refers to the prevention of intentional or 

unintentional authorized disclosure of information. 

Confidentiality in a cloud system is related to the areas of 

intellectual property rights, covert channels, traffic analysis 

and encryption and interference.  

1) Intellectual Property Rights  

Intellectual property (IP) includes inventions, designs and 

artistic, musical and literary works. Rights to intellectual 

property are covered by copyright laws, which protect 

creation of the mind and patents which are granted for new 

inventions.  

2) Traffic Analysis  

Traffic analysis is form of confidentiality breach that can be 

accomplished by analyzing the volume, rate, sources, and 

destination of message traffic, even if it is encrypted. 

Increased message activities and high message burst of traffic 

can indicate a major event of occurring.  

3) Encryption  

It involves scrambling messages so that they can be read by 

unauthorized entity, even if they are intercepted. The amount 

of effort are required to decrypt the message is a function of 

the strength of the encryption key and the robustness and the 

quality of encryption algorithm.  

B. Integrity  

The concept of cloud information integrity requires that the 

following three principles are met:  

1) Modifications are not made to data by unauthorized 

personnel or processes.  

2) Unauthorized modifications are not made to data by 

authorized personnel or processes.  

3) The data is internally and externally consistent- in other 

words, the internal information is consistent both among 

all sub entities and with the real-world, external situation.  

C. Availability   

Availability ensures the reliable and timely access to cloud 

data or cloud computing resources by the appropriate 

personnel. It guarantees that the systems are functioning 

properly when needed. In addition, this concept guarantees 

that the s urity services of the cloud system are in working 

order. A denial of service attack is an example of a threat 

against availability. The reverse of confidentiality, integrity, 

and availability is disclose, alteration, and destruction 

(DAD).   

VI. CONCLUSION  

The concept to encrypt everything, through the whole 

increasing application related with chain and IOT, generates 

an enlarge number of keys to conduct. An adaptable, 

centralized, endeavor key management system should be 

found before the problem gets far away from us and our 

ability to safe keys rightly and correctly.  

For application which are used by organizations 

demand a very high level security assurances. HSMs are the 

better option in today’s world and will become increasing 

important in coming future years. The data remains in control, 
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and the data can hardly be seen only if the third party is not 

trusted completely. On the other hand, the infrastructure of 

the cloud is managed and owned by the service provider and 

normally this type of cloud is located off the premise which 

means the cloud is in the control of the service provider. So 

the customer data is by large out of the control of his own 

hands and relied on the trust of the service provider, and the 

providers can grant access to the public cloud to even the 

untrusted third parties. Though public cloud provides many 

benefits than private clouds but it also introduces more 

security threats as well as privacy risks than the private cloud. 

So this is the major reason the cloud computing is gaining 

fame very slowly, and people still don’t trust the cloud 

infrastructure completely as they trust their own data centers 

at their own premises. This fear of users’ needs to be 

eliminated by introducing proper security and privacy 

mechanism within the cloud so that user data remain safe, and 

the level of confidentiality of the users’ data stays high. 

Cryptography is considered the best mechanism to provide 

this security and numerous encryption techniques have also 

been devised to provide the said purpose. In this research, 

some of those techniques have been analyzed, and it is found 

that every encryption technique is good at some specific 

domain. 
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