
IJSRD - International Journal for Scientific Research & Development| Vol. 7, Issue 07, 2019 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 372 

A Review and Analysis of Cloud Computing Information Security 

Vivek Anjan Shrivastva  

M. Tech Scholar 

Vindhya Institute of Technology and Science Satna, Madhya Pradesh, India      

Abstract— Cloud computing is a whole new model that offers 

a non-traditional computing model for IT Industry to accept 

Information Technology and related functions and aspects 

without open investment and with lower Cost of Ownership 

(TCO). The security problem becomes amplified under the 

cloud model as new dimensions enter into the problem scope 

related to the architecture, multi-tenancy, layer dependency, 

and elasticity. This paper introduces a detailed analysis of the 

cloud security problem. It investigates the problem of security 

from the cloud architecture perspective, the cloud 

characteristics perspective, cloud delivery model perspective, 

and the cloud stakeholder perspective. The paper investigates 

some of the key research challenges of implementing cloud-

aware security solutions which can plausibly secure the ever-

changing and dynamic cloud model. Based on this analysis it 

presents a derived detailed specification of the cloud security 

problem and key features that should be covered by any 

proposed security solution for cloud computing. 

Keywords: Cloud Computing, Data Security, Data 

Classification, File Splitting Security 

I. INTRODUCTION 

Now a day’s Cloud Computing Technology is the most 

promising technology comes in the real world. Users are 

more aware of the advantages of the cloud computing and 

they start using it. Cloud Computing is the next generation 

system which provides an easy and customizable way of 

managing data in the Internet. It provides the user various 

services of accessing and work with the application of Cloud. 

Users can upload their data in the Cloud Storage and can 

access through anywhere through any devices like laptop, 

mobile, desktop etc. Whenever the discussion of data comes 

some of the properties of data emerges and some of them are 

as follows Accuracy, Completeness and Consistency.  

In cloud computing data is mainly deal with 3 

security issues Confidentiality, Integrity and Availability. 

Data Confidentiality means data should be confidential to 

others, no unauthorized access to the data is allowed. Data 

Integrity means content of the data should not be violated. 

Availability means whenever the user wants to access their 

data the data is available to them.  

 
Fig. 1: Cloud Computing 

After the user upload the data in the cloud 

environment, it is the responsibility of the CSP (Cloud 

Service Providers) for the protection of the data in the cloud.  

II. LITERATURE REVIEW 

We all know that cloud storage provides various advantages 

like better accessibility means make data to access from 

anywhere using internet. No need for the users to depends 

upon the physical storage for carry and retrieving of data.  

Ji Hu, Andreas Klein 1, focus on the security of the 

data in the place of use of data. Here they make a Benchmark 

which analyze the basic requirement of applications in the 

cloud for the security of the e-commerce data. In this different 

approach of the encryption is discussed for securing the data 

during transactions as the data in the transaction is critical.  

In Cloud computing preserving integrity of the data 

is the most important challenge, method for checking the 

integrity of the data without download the data. In normal the 

user has to download the data and check after that they get the 

doubt of the illegally modification of the data. But they 

doesn’t have any evidence to proof for the same. An approach 

is made which know the integrity of the data without 

downloading the data2.  

Ashish Singh, Kakali Chatterjee3, according to the 

characteristics of the cloud, the user should not to know the 

location of the data and which security is used for securing 

the data. Not only the outer attacks, insider attacks are also be 

taken care. For avoiding the insider attack, CSP uses 

authentication scheme. Here in this paper new Two-Tier 

Authentication is made which is more secure and provide 

advancement in the security in cloud.  

We all know that encryption is the basic security 

mechanism in networking and AES-512 is the most secured 

algorithm which can provide high security but due to its time 

consumption and more computations, it is not in use in 

everywhere, but Abidalrahman Moh’d, Yaser Jararweh, 

Lo’ai Tawalbeh4, proposed a new Advanced AES-512 

Encrytion algorithm which makes the data more secure to 

attacks. In these, they use 512 key size as well as 512 bit block 

size. Using their new algorithm, AES-512 can easily be used 

anywhere where high security to data is required.  

Cloud Security Alliance (CSA) prepared a 

document in 2010, 5 in which they discuss the threats which 

are harmful to the data present in the cloud. Some of the 

issues they figure out are Corrupt and Abuse use of Cloud 

Computing, Insecure Programming Interface, Insider 

Attacks, Vulnerabilities in shared environment, Data Loss 

and Leakage and so on. In the Cloud Storage environment, all 

the data present in the cloud storage are get encrypted with 

single security algorithms without considering the whether it 

requires or not. So Rizwana Shaikh, Dr. M. Sasikumar, 7 

proposed a technology which classifies the data into different 

category based upon the properties of the data like Access 

Control, Content, Storage etc. After the classification they 
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provide the security accordingly, by using permissions to data 

like Restricted, Moderate and Mandatory.  

While implementing the Cloud environment, the 

Service providers faces many issues regarding the security 

and other aspects. R. Velumadhava Raoa, K. Selvamani 
8,shows the major security challenges which the services 

providers has to face during the implementation of the cloud 

computing platform are Integrity of Data, Security, Locality, 

Access, Breaches, Segregation and also some solutions for 

the issues like Encryption, Calculation of Hash Value etc.  

Microsoft Trustworthy Computing, Frank Simorjay 
9, the document which declared only for the information 

regarding Cloud computing. In this document it is discussed 

that the data in the cloud exists in 3 states: at Rest, at Process 

and at Transmit. And according to the document the data 

should remain status in all three states. Security to the data 

also depends on the states of data.  

In cloud computing there are many challenges the 

providers face, 2 important challenges are Confidentiality and 

Privacy. In 10, the author provide the solution for the above 

two problems, a framework proposed by the author where 

different tasks are executing before the actual use of the data 

by the user. Task like Key Management, Encryption 

Mechanism, Verification Mechanism at client side and at 

server side tasks are Authorization Mechanism and Integrity 

Mechanism.  

Efficient Cloud Storage Confidentiality to Ensure 

Data Security: L. Arockiam et al11, we know, for the 

protection of the data in the cloud Encryption is used but 

sometimes only encryption doesn’t provide high security so, 

author proposed new technique for providing more security. 

Here in this paper, two technique used Encryption and 

Obfuscation. Encryption converts the readable text to 

unreadable form while Obfuscation makes the numeric 

content confusing.  

High-Throughput Encryption for Cloud Computing 

Storage System: Yaser Jararweh et al12, various methods and 

algorithms were proposed to make the data secure efficiently. 

In this paper a Symmetric Block Algorithm (CHiS-256) 

proposed which encrypt the which encrypt the cloud data 

efficiently and metadata based Cloud Storage which stores 

the data into small parts. There are various security algorithm 

presents but only few are used for the high security. Some of 

the security algorithms are as follow 13 RSA, SHA1 and MD5. 

In cloud computing data first get encrypted with security 

algorithms and then uploaded in the cloud storage. In cloud 

storage the encrypted data is stored and here author compares 

three algorithms in terms of security, efficiency and other 

factors like using different key size to judge the performance 

of the algorithm in best key size.  

A Secure Cloud Computing Model based on Data 

Classification: Lo’ai Tawalbeh et al14, here they find out the 

problem that treating all the data in the same manner and 

providing same level of security. As a solution for the above 

problem they proposed a framework which classify the data 

into different categories like Basic, Confidential and High 

Confidential and providing the different security techniques 

according the requirement they provide that type of security 

to that category.  

Security Issues in Cloud Computing: A Survey, 

Rizwana Shaikh et al15, this paper is the survey paper which 

surveyed the security issues in cloud computing. They 

proposed the different security concerns, what are the security 

issues the Client and the Providers facing in the Cloud 

Computing. For some of the issues they also focus on the 

solutions to be taken.  

Anup Mathew 16, proposes a survey paper focus on 

the various Security, Data Privacy and Data Confidentiality 

Issues. Here in the safety and privacy concern covers like 

Location Independent Services, Communication and 

Infrastructure etc. also classify the security issues into two 

category: Access Security and Service Security.  

Trust Model for Measuring Security of Cloud 

Computing Service: Dr. M. Sasikumar et al17, due to increase 

in the Cloud Computing Technology, now a day’s there are 

various CSP’s in the market. There are some of the tools and 

measurements presents which the providers are using for 

measuring the security of their services. This paper presents 

a measurement for cloud service. This measurement is based 

on the trust model. The trust model calculates a value called 

Trust Value and this value comprises of many parameters like 

Identity, Management, Authentication, Authorization etc.     

III. PROPOSED WORK  

In the cloud computing there is a problem of treating all the 

data in same manner which is infeasible. The infeasibility of 

encrypting all the data with single security algorithm without 

considering whether that data actually required high security 

or not. Let us consider an example, suppose we have 10gb of 

total data and using old mechanism of encrypting with single 

method it is encrypted. Now let’s examine, out of 10gb only 

2gb of data require high level security other 8gb can be 

secured with moderate or less security. Using old mechanism, 

unnecessary 8gb data encrypted with high security which is 

not feasible wasting of time and memory.  

So as a solution for above problem we have 

proposed a framework which work on Data Classification 

Concepts for make cloud environment feasible and 

Implements File Splitting mechanism as a high security. In 

our work, the data is classifies into 3 different categories: 

General data, Secured data and Highly Secured data with 

specific level of security for each category data.  

 
Fig. 2: Proposed Data Classification Methodology 
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Here in the above the classification of the data is 

done manually means user have to decide the security level 

for their data. Classification of Data is performing manually 

because only the user better know their data and he is able to 

take exact decision of which data require high security and 

which require low.  

A. Framework Details: 

As above we have classified the data into three categories: 

1) General Data:  

In this category all the data which user wants to be secured 

with less security reside in this. The data which comes under 

this get the lower level security and the algorithm is Advance 

Encryption Standard with 128 bit key i.e. AES-128 

encryption algorithm.  

2) Secured Data:  

This is the another category of classification in which the data 

which user wants medium or moderate security resides in 

this. Moderate security is better than lower but less effective 

than higher. In our work we have used AES-256 encryption 

algorithm as the moderate level security. 

3) Highly Secured:  

This is another category of classification which provide the 

high level security to their data. The data which reside in this, 

all that data are secured with top level security and that 

security mechanism is File Splitting Security Mechanism 

where file splits into small parts and each part secured with 

some specific encryption algorithm.  

B. File Splitting Security Mechanism: 

As above we have mentioned that for Highly Secured 

category we have used concept of File Splitting which 

provide more security than AES-256 efficiently. The concept 

is such that when the file or data which require high security 

comes for upload, the data splits into small-small parts and 

each part called as Chunks. After split each chunks is 

encrypted with either AES-128 or AES-256 in some specific 

order or manner. After encryption, these chunks stores into 

storage. When the user fetch that data for the view, the chunks 

decrypted with respective algorithm they encrypted and all 

the chunks merge into same order they splits and user got 

their file. 

 
Fig. 3: File Splitting Security Mechanism. 

As in the above figure data in the Highly Secured 

category is get divided into small chunks and chunks get 

encrypted. These encrypted chunks only get stored in the 

memory and also in above the chunks get encrypted with 

AES-128 and AES-256 encryption algorithm alternately. 

This sequence can be changed according to the provider. For 

better functionality of the security this sequence can be 

changed after some fixed time period so that chances of 

security breaches becomes low. 

IV. RESULTS & ANALYSIS 

We performed our Experiment in the Netbeans 8.0 Platform 

and the framework was developed in the Java 1.8 

programming language. For achieving the symmetric 

cryptography like TDES, AES-128/256 used defined libraries 

available in the Java environment.  

For the experiment initially we have tested 3 

different symmetric algorithms say TDES, AES-128 and 

AES-256. We have tested the above algorithms in different 

data sizes like 5mb, 10mb, 15mb and 20mb and the result is 

as follows. 

In the above graphs the x-axis represents the 

execution time of the algorithms in milliseconds and y-axis 

represents the size of the data in megabytes.  

 
Fig. 4: Performance Evaluation of Encryption Algorithms. 

In the above graph we can easily judge that the 

TDES algorithms is taking much time as compared to the 

AES-128 and AES-256. So after evaluation we have also 

consider only the AES-128 and AES-256 encryption 

algorithms in our work. 

After successfully selection of the security 

algorithms for our work, secondly we have to implement the 

proposed framework and tested the system.  

 
Fig. 5: Average time taken by Encryption Algorithm (in ms) 
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The above graph shows the execution time taken by 

the algorithms used in our framework. Here we have compare 

the AES-128, AES-256 and File Splitting mechanism used in 

our work. Cleary we can see that File Splitting is worked well 

in less time as compared to AES-256.  

V. CONCLUSION & FUTURE WORK 

The proposed work is carried out to analyze and to provide 

better security to the data present in the Cloud Storage 

Environment. In our work we have classified the data into 

three categories and each category is secured with different 

security algorithms. Also for the high security to data we have 

introduced new algorithm which divides the data into small 

parts called as ‘Chunks’ and process is called as File Splitting. 

These chunks are then encrypted with different-different 

security algorithm is a specific order. In addition, our work 

can be enhanced with better security algorithms like 

Asymmetric Algorithms with better execution time, New 

Techniques and methods can be made for providing better 

security to the information. Also new classification way can 

be made and Soft Computing technique can be used which 

provide Automatic Data Classification and for maintaining 

confidentiality and integrity of the data.      
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