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Abstract— The wireless sensor networks (WSN) consists of 

several autonomous sensor nodes with sensing, processing 

and wireless communication capabilities. Sensor network is 

considered as the critical network because of limited 

availability of resources in terms of sensing range, memory, 

energy specification etc. These sensor nodes are distributed 

spatially to monitor physical and environmental conditions, 

such as temperature, pressure, humidity, vibration, sound, 

motion or pollutants and cooperatively send the sensed data 

to the end user through the network. In this work, the sensor 

network security issues are resolved in clustered network 

when a new node enters to the network. Two stage 

authenticated communication is defined. The first level 

authentication is applied between the base station and the 

cluster head. In this process the public key cryptography is 

applied for the aggregative communication. The base station 

generates the public key and private key pair for each cluster 

head. The public key is shared to the cluster head and the 

private key is kept by base station. In this work, the DES 

approach of cryptography is used as the secure 

communication mechanism between base station and cluster 

head. 
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I. INTRODUCTION 

The main problem in wireless communication networks is the 

field nodes are battery resource constrained. Consider a 

situation of multi-hop wireless communication in a sensor 

network in which the information from a node is transferred 

to the base station using ad hoc multi hop network. That is, 

the sensed information from a field sensor node is forwarded 

by multiple intermediate nodes until information reaches the 

base station [1-5].” 

        In many critical applications WSNs are very 

useful such as military surveillance, environmental, traffic, 

temperature, pressure, vibration monitoring and disaster 

areas. All the nodes have to send their data towards BS often 

called as sink [6]. Usually nodes in WSN are power 

constrained due to limited battery, it is also not possible to 

recharge or replace battery of already deployed nodes and 

nodes might be placed where they cannot be accessed. Nodes 

may be present far away from BS so direct communication is 

not feasible due to limited battery as direct communication 

requires high energy. Clustering is the key technique for 

decreasing battery consumption in which members of the 

cluster select a Cluster Head [6, 7]. We evaluate the 

performance of DEEC clustering algorithms on the basis of 

stability period, network life time and throughput for different 

level of heterogeneous wireless sensor networks. We analysis 

the performance of protocol on the basis of prolonging 

stability period and network life time. The main objective of 

this of this paper is to develop new approaches for providing 

energy efficiency, longer lifetime, quick data delivery for 

WSNs which are mainly used for those areas, where nodes 

remaining largely inactive for long periods of time[8-10]. 

 
Fig. 1: Wireless sensor network 

II. RELATED WORK   

The work done in the field of energy efficient wireless sensor 

networks routing protocol is discussed. Works done by 

different authors are as follows 

Investigator Algorithm used Work 

Stojmenovic et 

al[1] 
shortest-cost routing algorithms “measure energy requirement of a routing task” 

Kulkarni et. 

Al[2] 

distributed algorithm involving local 

exchange of control messages 

Conventional MAC addresses by short link labels that are 

assigned dynamically. 

Tian et. al. [3] 
pure single path routing scheme and 

multipath routing scheme 

proposed scheme SWR is implemented and compared with 

three other routing schemes (SWOR, DISJ2 and MESH) 

Papadopoulos et. 

Al.[4] 

developments in wireless, mobile 

communication 

networks’ size and mobility increases, the location 

information bulk becomes larger 

Akkaya et. al[5] energy-aware routing protocols 
“Non-traditional trade-off that exists between the desire for 

a frequent re-routing. 

Zhang et. al[6] 
location-aided multicast routing for 

WSN 

“Energy consumption of transmission is much more than 

that of reception, we assume the reception of signals cost 

no extra energy.” 
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Kimura et. al[7] 
energy efficient routing protocol 

adapted to mobile sensors 

“Energy consumption is reduced due to reconstructions of 

routes and periodic HELLO messages.” 

Wen et. al[8] 
LEACH protocol for data gathering and 

aggregation in wireless sensor networks 

New protocol which bases on LEACH Such innovation can 

extend the lifetime of the whole network . 

Liu et. al[9] 
energy-efficient clustering and routing 

scheme (EECR) 
Cluster formation 

Han et al [10] 
energy efficient cluster head election 

protocol 
proposed an energy efficient cluster head 

Doohan et. al[11] shortest path using Prim's algorithm 
Multiple nodes collect data, it forwarded to sink by using 

multiple hops. 

Table 1: Literature Survey

In WSN routing is the primary task for data 

communication between CH to BS. The routing algorithm 

used should be energy efficient so that it can surmount related 

power constraints. Although protocol prolongs the network 

lifetime in contrast to plane multi-hop routing and static 

routing, it still has problems such not applicable to networks 

that are deployed in large region as it uses single-hop routing 

where each node can transmit directly to the CH and the sink 

or BS. 

III. RESEARCH METHODOLOGY 

Routing of data from source to destination is an important 

challenge in wireless sensor network. To route data from 

source to destination various models are proposed as follows 

 One Hope  

It is the simplest model where data is sending from source 

(sensors) towards destination (BS) directly [12-16]. No 

intermediate node participates to send the data to BS here. 

The figure 5 represents one hop model where all sensor nodes 

send data to base station directly. Based on one hop model 

direct communication protocol works. 

 
Fig. 2: One hop model 

 Multichip model 

In multichip model nodes choose their neighbour’s to forward 

data towards the BS. “This model is an energy efficient model 

of routing. [17-20]. Figure 3 presents the multi hop model. 

Minimum Transmission Energy (MTE) protocol works based 

on this multichip model. 

 
Fig. 3: Multi-hop model 

In WSN routing is the primary task for data 

communication between CH to BS. The routing algorithm 

used should be energy efficient so that it can surmount related 

power constraints [15]. Although protocol prolongs the 

network lifetime in contrast to plane multi-hop routing and 

static routing, it still has problems such not applicable to 

networks that are deployed in large region as it uses single-

hop routing where each node can transmit directly to the CH 

and the sink or BS [16]. The CHs used in the consume a large 

amount of energy if they are located farther away from the 

sink. Cluster head uses dynamic clustering which results in 

extra overhead such as the head changes, advertisement that 

increase the energy consumption. There is no separate 

categorize propagation models for different environment, to 

minimize path loss, which was the main weakness identified 

form the literature review [12-21]. 

IV. PERFORMANCE EVALUATION BY SIMULATION 

The data routing in wireless sensor network is realized on the 

links comparison base. The considered links between a sender 

and a receiver can be compared in terms of the length, link 

quality or residual energy of the node pairs [17-19]. 

Nevertheless, the path with the smallest investigated value is 

selected as the route for the data delivery. For the discovering 

of the optima route between two nodes in the graph data 

structure, a Matlab implementation of Dijkstra’s algorithm 

can be used. The Dijkstra’s algorithm is implemented within 

a grShortPath function that is included in grTheory Matlab 

tool[23]. 

 
Fig. 4: Network layout with the highlighted shortest path 

estimated by the grShortPath function and making of cluster. 
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Fig. 5: number of bits transfer vs all node in different cluster 

making 

V. DES ALGORITHM 

The Data Encryption Standard (DES) is a symmetric-key 

algorithm for the encryption of electronic data. Although its 

short key length of 56 bits, criticized from the beginning, 

makes it too insecure for most current applications, it was 

highly influential in the advancement of 

modern cryptography [19-24].” 

Developed in the early 1970s at IBM and based on 

an earlier design by Horst Feistel, the algorithm was 

submitted to the National Bureau of Standards (NBS) 

following the agency's invitation to propose a candidate for 

the protection of sensitive, unclassified electronic 

government data. In 1976, after consultation with 

the National Security Agency (NSA), the NBS eventually 

selected a slightly modified version (strengthened 

against differential cryptanalysis, but weakened 

against brute-force attacks), which was published as an 

official Federal Information Processing Standard (FIPS) for 

the United States in 1977[25-28].” 

 
Fig. 6: Data encryption algorithm Standard 

VI. CONCLUSIONS & FUTURE SCOPE 

This work is concerned with Data Encryption Standard (DES) 

For Encryption of Information Using Wireless Sensor 

Network.  Here, we evaluate the performance of clustering 

algorithms on the basis of stability period, network life time 

and throughput for different level of heterogeneous wireless 

sensor networks.  We analysis the performance of protocol on 

the basis of prolonging stability period, network life time of 

“nodes alive during rounds for numerous three level 

heterogeneous networks. Information from sensor nodes is 

forwarded to cluster heads (CHs) and these CHs are 

responsible to transmit this information to base station (BS) 

which is placed far away from the field.  In heterogeneous 

WSN, we use parameters mentioned as Network field, 

Number of nodes, Message size, initial energy of normal 

nodes, and threshold distance for different protocols deployed 

in WSN and estimate the performance for three level 

heterogeneous WSNs. cluster perform well under three level 

heterogeneous WSNs containing high energy level difference 

between normal, advanced and super nodes in terms of 

stability period. Simulation results show that the number of 

alive nodes varies as network evolves and first node dies 

around 100 rounds. Result also shows that in Distributed 

Energy Efficient Clustering in Heterogeneous Wireless 

Sensor Networks instable region starts very later as compare 

to other protocols. Results show that in Distributed Energy 

Efficient Clustering in Heterogeneous Wireless Sensor 

Networks nodes die at a constant rate. 

we focus on the performance of Clustering 

algorithms on the basis of stability period, network life time 

and throughput for WSNs. Few suggestions for the future 

work (1) Increase number of nodes (2) Random distribution 

of node with optimization techniques and (3) Different 

encryption method used for comparison.   
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