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Abstract— Internet of Things (IoT) System is an example of
advanced automation and rapid growth system which exploits
sensing, Aurtificial Intelligence and networking technologies
for delivering a complete system for achieving goals.
Millions of things or devices of loT system, having
constrained in the form of resources are used to explain an
environment and working of the Internet of Things (IoT)
system. Authentication and integrity of devices in the system
is a very crucial feature for creating a more secure Internet of
Things (1oT) system. Security and threats have become an
essential issue in any networking system. Various security
threats have in the Internet of Things (1oT) system like Signal
or Radio Jamming, Spoofing, Denial of Service (DoS)
attacks, Black Hole attack, Sybil Attack, Data tampering, etc.
In this paper discussed the Internet of Things (1oT) system,
layered architecture of the Internet of Things system, needs
and issues of security and its threats in the Internet of Things
(1oT). Also discussed the solutions of the system threats and
security challenges which are related to each layer of loT
system architecture for making this technology more global.
Keywords: I0T System Architecture, Security in 10T, Threats
in 10T, Issuesin loT

. INTRODUCTION

The Internet of Things (1oT) is a term developed by Kevin
Ashton in 1999.Internet of Things (10T) system defined as a
framework or environment in which millions of smart devices
or objects get network connectivity and have the ability for
transferring data’s among devices in the world. Devices of the
Internet of Things system have limited storage, source of
power supply and capability of processing the data. Genuine,
consistent, confidentiality of the network and protected data
transmission are the main features in the Internet of Things
(1oT) environment. Heterogeneity and complexity of the
network create more security challenges in the 10T system.
Components of Internet of Things (10T) architecture contains
a sensor, actuator, etc. while middleware layer, perception
layer, network layer, and application layers are the layers of
Internet of Things (10T) system. Different protocols used in
architecture for the purpose of routing, messaging, security
threats, management of key and devices. Internet of Things
(1oT) system is vulnerable to security challenges and attacks
on the network because devices or objects deployed openly.
Applications of 10T system have occurred in many areas like
smart city, Structural Health monitoring system, smart
parking system, smart cars, and traffic monitoring system.
The lifestyle, working, thinking of peoples are changed due
to the 10T revolution.

This paper layout is as follows. Section Il is the
literature survey on loT architectures, 10T challenges, and
10T attacks. Section Il represents the architecture of layered
Internet of Things (loT) system. In Section 1V, discuss
security challenges and security technologies of the Internet
of Things (10T) system. Section V; discuss threats in the 10T

system and Section VI, representing some concluding
comments and identifying promising trends.

Il. LITERATURE REVIEW

In [1], the author has elaborated on a systematic review,
differentiates the current Internet and loT-based systems,
discussed challenges and future perspectives on loT
middleware. The author has concluded that middleware plays
a crucial role in 10T solutions and proposed an architectural
approach which can be used as a reference model for loT
middleware.

In [2], the author has introduced safe routing for 10T
systems based on MANET and it is not only an 10T security
matter, but it is also a key Internet security problem because
of the large and quickly growing number of such type of
systems. In this paper presents a modern appraisal of
communication architectures and topographies for MANET
based Internet-of-Things (I0T) systems and also identifies
some main research challenges in the emerging field of
MANET based 10T connectivity.

In [3], the author tries to bring order on the loT
security scene and providing taxonomic monitoring from the
point of view of the main key layers of loT system model. It
has also introduced about Social Internet of things (SIOT) as
a new model where the Internet of things (1oT) merges with
different social networks which allowing devices and people
to facilitate information and interact.

In [4], the author has proposed “IoT Feature”
concepts for the better recognize the necessary reasons for
new threats and the challenges in recent research. In this
paper also discussed security and privacy effects on loT
system on the basis of different 10T features including the
threats and different existing solutions.

In [5], this paper study the privacy defense problem
in loT system through a broad review of the state-of-threat by
mutually considering three major dimensions, namely the
state-of-the-art principles of privacy laws, the 10T system
architecture  and representative  privacy-enhancing
technologies (PETS).

In [6], the author has provided an overview of
structural health monitoring (SHM) system implementation
based on the combination of the wireless sensor network
(WSN), loT system, and big data tools. The rest of this paper
introduces a framework model for structural health
monitoring (SHM) by using different 10T technologies on
smart and reliable monitoring.

In [7], the author discussed a variety of 10T attacks
happening and classifies all attacks. Also, explain its
countermeasures and finding the most important attacks in
10T. In this survey about the variety of attacks have been
presented and compared different attacks on the basis of their
efficiency and damage stage in 10T system.

In [8], the author has represented the overview of
Security principles, Security Threats and Security challenges
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at the application layer and its countermeasures to overcome
those challenges. The Application layer plays an important
role in all of the Internet of Thing applications. The most
widely used application layer protocol is MQTT. The security
threats for Application Layer Protocol MQTT is particularly
selected and evaluated. Comparison is done between different
Application layer protocols and security measures for those
protocols. Due to the lack of common standards for loT
protocols, a lot of issues are considered while choosing the
particular protocol.

In this paper [9], the author presents a categorization
of attacks from a variety of networks involved in loT system.
This categorization discriminates common and specific
attacks from each network and use several criteria like the
congestion, security attributes, disturbance. Also, several
existing security solutions are presented for the purpose to
expose the security requirements to protect 1oT.

In this paper [10], the author has introduced briefs
the motivation for 10T, secured 10T layered architecture, 10T
applications, Security issues with various attacks in each
layer of the 10T and existing methods for providing security
solutions and their limitations. On the other hand, the
integration of these smart things into the standard internet
introduces several security challenges because the majority of
internet technologies and protocols were not designed to
support loT.

In this paper [11], the author has portrays a general
survey of all the security issues in the field of 10T along with
the analysis of the various architecture of 10T. The study
defines various security measures, its requirements and the
challenges that come along with the implementation of IoT.
Also discuss security threats and the solutions related to it on
each layer of the lIoT architecture to make this technology
more secure and popular and spread it globally.

In this survey [12], the authors have presented the
security and privacy problems in loT applications and
systems. They presented the restrictions of 10T devices in
battery and computing assets, and discussed different
possible solutions for battery life expansion and lightweight
computing. They also considered existing categorization
approaches for 10T attacks and security mechanisms.

In [13], the author has shown a denial of service
(DoS) attack to an loT system. Different attacks tools have
discussed in this paper for QoS attacks. Like the Quality of
service attack tool is Kali Linux, which is launched by using
many different methods and also compare different methods.

In [14], the author has proposed an loT-based
architecture for the sport of football, called 10T Football. Our
proposal aims to embed sensing devices (e.g. sensors and
RFID), telecommunication technologies (e.g. ZigBee) and
cloud computing in the sport of football in order monitor the
health of footballers and reduce the occurrence of adverse
health conditions. The aim is to integrate the loT
environment, in particular the 10T application, into the field
of sport in the form of a new application.

In [15], the author has presented a novel architecture
model for 10T with the help of Semantic Fusion Model
(SFM). This architecture introduces the use of Smart
Semantic framework to encapsulate the processed
information from sensor networks. The smart embedded
system is having semantic logic and semantic value based

Information to make the system an intelligent system. This
paper presents a discussion on Internet oriented applications,
services, visual aspect and challenges for Internet of things
using RFID, 6lowpan and sensor networks.

In [16], the author gives a complete survey and
investigation of embedded security, especially in the field of
lIoT system. Based on this survey and investigation, in the
paper, the author defines the security requirements taking into
account computational time, energy utilization and memory
needs of the devices. It is also proposes an embedded security
structure as a characteristic of software/hardware co-design
methodology.

I1l. LAYERED ARCHITECTURE OF IOT SYSTEM

Every loT system is assumed to ensure security of every
architectural layer. Also, 10T security has to be through all the
layers including Perception Layer, Network Layer,
Middleware Layer and Application Layer.

Fig. 1: Layered Architecture of loT System

A. Perception Layer Security:

1) Acquisition Device Security Policy:

Perception Layer is the first most layer of the 10T system
because the data first enters in the loT system through this
layer. So the 0T system has to ensure that no malicious or
harmful data is entering in the system. For this purpose, the
acquisition devices such as sensors, RFID nodes and sensor
terminals [17], etc. have to make sure the security of the 10T
system.

a) Device Network Security Policy:

Inan loT system interconnection and iteration among objects,
including physical devices, is needed, which requires
developed technologies and techniques for identifying
various things over the network uniquely. ldentification is
needed to provide a clear and unambiguous identity to each
device within the network.

From a technical point of view a Device Network
Security Policy must ensure these security requirements [18]:
1) Confidentiality
2) Integrity
3) Authentication
4) Availability
5) Data Freshness
6) Self-Organization
7) Secure Localization
8) Auditing
9) Secrecy
10) Time Synchronization
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11) Non-Repudiation

b) RFID Security Policy:

There are several security issues in RFID (Radio Frequency
Identification) which includes sniffer attack corresponds to
theft of data by capturing the network traffic using sniffers,
man-in-middle attack corresponds to the attacker who
secretly alters the communication between two parties
without their acknowledgment, cloning corresponds to the
attacker who copies data from a legitimate tag to gain access
to an loT network, leakage of information, replay, and
tampering attacks corresponds to attacks in which attacker
dissembles a device and gain access to data store. To provide
physical security these methods such as jamming, data
encryption, blogger tag and kill order policy are used. Some
RFID protocols used to provide security are Hash Lock,
LCAP (Low-Cost Authentication Protocol), re-encrypt
protocol, hash chain, etc.

c) Sensor End Points Security Policy:

Some major security issues corresponding to the endpoints or
terminals of the sensors are theft or disservice of confidential
information, unauthorized access, cloning of SIM (Subscriber
identity module) information, and imitation of network
interface information.

d) Information Acquisition Security Policy:

With the security of Physical security issues, the perception
layer has to ensure the security of information acquisition as
well. The possible challenges in information acquisition are
wiretapping corresponds to the surreptitious electronic
monitoring of telephone, telegraph, cellular, fax or internet-
based communications, cheating, tampering and replay
attacks, etc.

B. Network Layer Security:

1) Information Communication Security Policy:

In the 10T system, Network Layer plays an important role in
transferring information across the network. Because of its
basic communication framework, the network layer is highly
prone to several attacks such as Denial of Services (DoS)
attacks, storage attacks, gateway attacks, man-in-middle
attacks, etc. Information Communication Security Policy
ensures the authentication of communicating peers, protects
the identity of communicating entities from the third party, it
ensures the integrity and confidentiality of data being
communicated and it prevents the repudiation of
communication transactions. It provides secrecy and privacy
to the communicating entities.

C. Middleware Layer Security:

1) Data Manipulation Security Policy:

Some technical issues exist in middleware layer, breaking the
privacy, reliability, confidentiality, and reliability, etc.
because this layer is responsible to process and manipulate
the data being accumulated and to provide an interface
between network layer and application layer in 10T system.
To make the Middleware layer more secure and reliable it is
important to make this layer confidential and to provide it
safer storage.

D. Application Layer:

Application Security Policy: The application layer is the last
and most important layer of any loT system. Application

layer plays an important role in all of the applications of the
10T system, so the security, privacy, and reliability are very
important at this layer and privacy is the key constituent of
this layer. Encryption and distortion are the few technologies
for the protection and security of data’s.

IVV. SECURITY CHALLENGES AND SECURITY TECHNOLOGIES

Making sure that the Internet of Things (10T) system is secure
and reliable is the biggest challenge in current time. Due to
various latest technologies in the modern world like wireless
technologies, sensor-based technologies, mobile network,
etc. the new concepts are used like Mobile Ad-hoc network
and Internet of Things system. While these types of network
are not free from the attacks and any potential risk in the
security area due to its flexibility and scalability. Security
problems are important for Internet of Things (10T) tools due
to an updated version of various technologies like 3G or 4G
communication networks, wireless network, and mobile
broadband network. Every devices or node of the Internet of
Things (IoT) system is linked together with the help of the
Internet which is basically not secure.

A. Security Challenges

Protecting the 10T network is a very crucial challenge due to
open and flexible network and accessible through the internet.
Limited resources of devices like power supply, storage
capacity and bandwidth are the main challenges in the loT
system. Providing all requirements to the devices of the
network is a great challenge of Internet of Things (loT)
system because of the limitation of resources. Various
technologies are used in the network for security purpose.
Some basic terms are discussed for the security purpose like:
Interoperability: Various interconnected devices should have
the ability to access and among exchanging the pieces of
information.

1) Resource constraints:

Limitation in the network occurs due to the limitation of input
resources like limited storage capacity power resources CPU
utilization and bandwidth, some mechanisms are applied for
securing the network.

2) Data volumes:

Internet of Things (10T) system is vulnerable for storing large
data’s on the server because of sensor-based network and
some other issues.

3) Privacy protection:

In the Internet of things (1oT) system seen some shortage of
authentication and privacy of devices due to its RFID system.
4) Scalability:

Making the Internet of Things (10T) system scalable is a very
large challenge.

B. Security Technologies

Internet of Things (loT) security is the technology region
worried about the defense of connected devices and the
internet of things (1oT) network. Generally, developing loT
security framework is based on problem-centric. For fixing
the shortcoming of the IoT different technologies are
discussed by the specialists. There are so many directions of
security solution for the Internet of Things (IoT) which are
discussed below:
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1) Network security in IoT:

Securing and protecting in the Internet of Things network is
more challenging and critical than traditional or normal
network because of the wide variety of emerging RF, wireless
communication standards and protocols. Wireless and RF
connection of 10T system become 10T system more critical
for the security purpose.

2) Authentication in loT:

Devices of the Internet of Things system must be
authenticated by all justifiable or legitimate users of the
network. There are so many methods for achieving
authentication of users from static password mechanism to
two-factor authentication method, biometrics of users and
digital certificates. Embedded sensors based authentication
scenarios are based concept for authentication which is based
on without any human intervention.

3) Encryption in loT:

For preventing unauthorized access of devices in network
encryption technologies are used in the network. Encrypting
the data’s or information in the network is helping to prevent
data’s hacking and maintain data’s integrities. It will be
become difficult to ensure encryption of devices. However,
encryption in 10T system must be implemented by complete
key encryption lifecycle management. Hence it must be the
part of a complete process of security management.

4) Public Key Infrastructure (PKI1) inloT:

Certificate Authority (CA) provides the public key
infrastructure certificate which will be created and manage by
CA. Certificate authority provides digital certificates in the
network for rapidly increasing the number of devices. This
digital certificate is loaded into 10T devices at the time of
manufacture and then activated or deactivated by third party
PKI.

5) Security analytics in 10T:

It contains actionable report and alerting on any specific
activities and it collects monitors and normalized data from
10T devices. Security analytics used for predicting threats of
future and these predictions requires latest approach and
application of machine learning and artificial intelligence for
accessing attacks strategies.

6) API security in l0T:

Application programming interface (API) used for accessing
devices with the help of various hardware and software. For
protecting the data integrity between back-end systems and
edge devices API security will be essential which ensure that
only authenticated developers, devices and apps are
communicating with API’s.

7) Security-side-channel attacks in 10T:

Even with sufficient encryption of information and
authentication of information, another threat is also possible
in 10T, which is called side-channel attacks. Security —side-
channel attacks basically focus on how data’s is being
presented rather than how data’s are transfer. Collection of
operational features like power consumers, execution time
have done by Side-channel attacks (SCA).

8) System Development:

End-to-end method requires in the Internet of Things (1o0T)
network design. It’s very challenging to ask that both
software and hardware be considered in the system for
security purpose. Security is still an extra for most designers,

something that follows the implementation phase (not in
design phase).

V. SECURITY THREATS IN IOT SYSTEM

There have been so many advancements in this technical
stream of 10T, but after achieving all these goals still there
some security threats are present which harms the
Confidentiality, Integrity, and Availability of data in loT
Technology. These security threats can break the security
policies which makes a very big hindrance for the
achievement of security goals. Here we have discussed some
of the issues corresponding to 10T system security which
needs special attention:

A. Security Threats in Perception Layer:

In perception layer, for the acquisition of data different kinds
of new as well as old sensor technologies are used, such as
RFID (Radio Frequency Identification) which uses
electromagnetic fields to automatically identify and tracks
tags attached to the Objects. But these devices are exposed to
many threats which are as follows:

1) Tag Cloning:

Since Tags are deployed onto the different types of objects
which are open to everyone and data or tags can be retrieved
or accessed or modified by using some hacking techniques
and tools, so those tags can easily be grabbed or captured by
hackers or cybercriminals who can make the replica or clone
of the tags and deploy it back onto the objects. And at the end
point user would not know that the data, he is getting, has
already been changed by someone.

2) Unauthorized access to the tags [19]:

Tags can be accessed by any unauthorized person if there is a
lack of authorization mechanism due to a large number of
RFID systems. So, by accessing the data any unauthorized
person can retrieve, modify or even delete the tags [19].

3) Eavesdropping:

The literary meaning of eavesdropping is to listening to a
conversation secretly. Because RFIDs works using wireless
networks for communication of data, it is very easy for the
hackers to catch out confidential information such as a
password or any other data flowing from reader to the tag or
from tag to the reader which increases the wvulnerability
because someone can use that confidential information by
any unintended way.

4) Spoofing:

When some attacker communicates fake information to the
acquisition sensors such as RFIDs and makes the data in a
way that the data seems to be original from and from an
original source, is called spoofing. Using this way attacker
can get full authorized access on the complete system by
making it vulnerable.

B. Security Threats in Network Layer:

Network layer communicates the data from perception layer
to middleware layer or to the application or vice versa using
Wireless Sensors Network (WSN). So, in this layer we can
say the data is mostly on the network, that’s why this layer is
more prone to hacker’s attacks. There some security threats
related to network layer are discussed:

All rights reserved by www.ijsrd.com 67



Security Threats and Technologies in Internet of Things System
(IJSRD/Vol. 7/Issue 07/2019/015)

1) Sybil Attack:

In Sybil attacks, a node is manipulated to represent multiple
identities for an individual node by the attacker which causes
a considerable part of the system to be compromised and
results from false information about the redundancy of 10T
system.

2) Sinkhole Attack:

It is kind of attack in which a compromised node is made to
be more attractive by an adversary so that the data flowing in
any nearby uncompromised node attracts towards the
compromised node and the transmission of information is
diverted towards some unintended end resulting packet drops.
And the system is fooled to believe that all the transmitted
information is safe and no attack has been done.

3) Denial-of-Service Attacks:

In this kind of attack the network is flooded with a lot of
useless traffic by an attacker resulting in exhaustion of
resources of the targeted system which causes unavailability
of the network to the user.

4) Malicious code Injection:

This kind of attack may cause very serious damage to the
system. In this attack, a node is compromised by an attacker
and using the node a malicious code is injected into the
system and in the worst case, it might even cause a complete
shutdown of the system network. And once the network is
shut down the attacker may get the full-control on the system
network.

5) Sleep Deprivation Attack:

Most devastating sleep deprivation torture comes in the form
of sending useless control traffic and forces the nodes to forgo
their sleep cycles so that they are completely exhausted and
hence stop working. This type of attack is difficult to detect
because of its apparently innocent nature.[20]

6) Man-in-Middle Attack:

MITM attack as one of the major threats against network
security. It is a kind of eavesdropping in which the main target
of the attacker is communication channel due to which an
attacker can monitor and even control to the personal data
which are transmitted among parties by using the
compromised channel.

C. Security Threats in Middleware Layer

1) Malicious Insider Attack:

This attack is done when an authorized person from inside
tampers the information for his own or any third party’s
benefits. Any information can easily be extracted by the
insider and be transmitted to the third party without any
acknowledgment of higher authorities.

2) Denial of Services (DoS) Attacks:

Itis a similar kind of attack which is discussed in the previous
section. In this attack, the attacker causes a complete
shutdown of the layer and might gain complete access on the
information.

3) Unauthorized Access:

Middleware layer contains all the sensitive data for
applications and data storage facilities. If the attacker forbids
the access to the related service of the 10T system the attacker
can easily cause big damage to the layer.

D. Security Threats in Application Layers

1) Spear Phishing Attacks:

It is an email spoofing attack in which victim, a high-ranking
person, is lured into opening the email through which the
adversary gains access to the credentials of that victim and
then by a pretense retrieves more sensitive information. [19]

2) Denial of Services (DoS) Attacks:

Itis a kind of most sophisticated attack in which a perpetrator
tries to make an loT system unavailable to its intended users
by temporarily causing a disturbance to the services of a host
connected to the system network. By this attack, the attacker
can get access to the non-encrypted personal information of
the user.

3) Sniffing Attacks:

To get the network information and captures the network
traffic in order to disturb the system network attacker injects
a sniffer application into the system.

4) Malicious Code injection:

This kind of attack can be done by the end-user side through
which an attacker can inject malicious codes into the system
which can allow the attacker to gain access to sensitive
information or can corrupt the whole system.

VI. CONCLUSION

Rapid and exponentially development of loT system
increased the importance of the security and threats of the
Internet of Things (1oT) system. However, we have shown
the layered architecture of the 10T system in detail. On the
basis of this layered architecture, there are so many security
challenges. Currently, Security threats are become a major
concern in the loT system because of the privacy of
information or data. According to this paper, threats and
attacks are divided on the basis of its layered architecture. In
this paper also compare and summarized previous existing
solutions for the security of 10T system.
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