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Abstract— Sharing encrypted data with different users via 

public cloud storage is an important research issue. This 

paper proposed the concept of Data Protection with 

Deduplication in Cloud Computing. In this model, the input 

plain text is placed into a block-128 in a specific manner, and 

key is calculated. By using this key, the plain text is 

transformed into intermediate cipher text. In the initial stage 

the scope of the project will be to provide Internet access 

through limited number of users and provide centralized 

management through a server. In addition, the authentication 

process in our scheme solves the Deduplication problem of 

data sharing. Data owner can extract a key which includes 

cipher texts’ indices, delegate’s identity and expiration date 

of the key. The cloud server is obtains the identity of 

download-applicant from the key with public parameter and 

then controls download right. On this paper proves that the 

authentication key cannot be fudged and the message in this 

key can’t denied. In order achieve efficient and secure data 

sharing in dynamic cloud storage, the method should be 

proposed stable in expense, and should be leakage-resilient. 

Our scheme can satisfy both requirements. 
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I. INTRODUCTION 

Over the past few years, there has been a tremendous growth 

in the amount of private data collected about individuals that 

can be collected and analyzed. This data comes from a variety 

of sources including medical, financial, library, telephone, 

and shopping records. With the rapid growth in database, 

networking, and computing technologies, such data can be 

Integrated and analyzed digitally. The one hand, this has led 

to the develop of data mining tools that aim to infer useful 

trends from this data. But, on the other hand, easy access to 

personal data poses a threat to individual privacy the goal is 

to perform data mining operations on sets of data without 

disclosing the contents of the sensitive data. Since the results 

of the mining inform us something about the data, some 

information about the original data is leaked to the mining 

results. This leads to privacy loss. If the data is perturbed on 

the other hand for privacy concerns, it leads to their 

information loss, which typically refers to the amount of 

critical information preserved about the datasets after the 

perturbation. Thus, we need to work towards minimizing both 

privacy loss and information loss.[3] 

The main goal in cryptography is to conceal 

information from non-authorized parties. However, crypt-

analyzers try to find weaknesses in cryptography algorithms 

to obtain meaningful information from the encrypted data. 

With modern cryptography algorithms, even finding one bit 

of information is valuable from cryptanalysis perspective. 

Different forms of information around the world are 

entangled with known or unknown patterns and 

characteristics. Also, it is almost clear that the amount of 

information in the plain and cipher texts are equal. 

Cryptosystems conceal information through data 

recoding. Hence, information and the related features still 

exist in the cipher texts. Data mining is the process of 

analyzing the data from different viewpoints and generating 

useful information. It is the process of extracting hidden 

useful patterns from data. These patterns and information can 

then be used to improve our understanding of different 

economical, social, or engineering systems to increase the 

incomes, decrease the costs, or improve the behaviors[6].  

Their new algorithm for encryption and decryption 

is introduced. In this proposed model, the input plain text is 

placed into a block-128 in a specific manner, and key is 

calculated. By using this key, the plain text is transformed 

into intermediate cipher text. In the initial stage the scope of 

the project will be to provide Internet access through limited 

number of users and provide centralized management through 

a server.  

In order to improve the security of cryptography 

systems we reduce deduplication of data and make the system 

more usable. 

II. LITERATURE REVIEW 

[1.] Cheng Guo, Yingmo Jie(2017)." Key-Aggregate 

Authentication Cryptosystem for Data Sharing in Dynamic 

Cloud Storage" ,14th International Symposium on Pervasive 

Systems, Algorithms and Networks & 2017 11th 

International Conference on Frontier of Computer Science 

and Technology & 2017 Third International Symposium of 

Creative Computing. 

The scheme solves the secret-key leakage problem 

by setting up an efficient identity authentication. The key-

aggregate authentication cryptosystem scheme supports 

secure, efficient and flexible data sharing via cloud storage. 

The KAAC scheme can be used in other scenario as patient- 

controlled encryption, searchable encryption via cloud 

storage and so on. Flexible and leakage-resilient delegation 

scheme with compact keys will have more and more 

prospects for use. 

[2.] Priyanka G. Masal, B.M.Patil(2017)." Encrypted Big 

Data with Data Deduplication in Cloud", International 

Journal of Computer Applications (0975 – 8887). 

This scheme can flexibly support data update and 

sharing with deduplication even when the data holders are 

offline. Only authorized data holders can use the symmetric 

keys used for data decryption by encrypted data can be 

securely accessed. The performance analysis and graphs 

showed that there scheme is secure under the described 

security model for big data deduplication. Discuss about to 

managing encrypted data with deduplication is for achieving 

a successful cloud storage service, for big data storage. In this 

paper, proposed a scheme to manage the encrypted big data 

in cloud with deduplication based on PRE and ownership 

challenge 
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3.] Chaur-Chin Chen. (2004). RSA scheme with MRF and 

ECC for data encryption. Multimedia and Expo, 2004.ICME 

'04. 2004 IEEE International Conference on, 2, 947-950.  

This combines schemes of cryptography with 

steganography for hiding secret messages. Given secret 

messages, for example; an English sentence, OUT scheme J 

h t converts the messages to an 1cf x N binary image which 

is then covered by a biliary random texture synthesized from 

a 20 Ising Markov random field using the seed, a shared secret 

key, between the sender and the receiver, generated by the 

strategy of elliptic curve cryptography (ECC). The concealed 

messages are then encrypted based on the RSA scheme for 

transmission. An experiment shows that using an 

unauthorized key gets messages totally different from the 

original ones even the error key is very close to the authorized 

one. 

4.] Som S., Banerjee M., (2013) “Cryptographic Technique 

by Square Matrix and Single Point Crossover on Binary 

Field”, 1stInternational Conference on Communications, 

Signal Processing, and their Applications (ICCSPA'13), 

IEEE Explorer, Print ISBN: 978-1-4673-2820-3, February 12 

– 14, 2013, Sharjah, UAE.  

Introduce new cryptographic algorithm is 

introduced. This technique uses three keys for encryption and 

decryption. A nearby square matrix with few column cells is 

used to place the input plain text in a unique manner. The left 

diagonals positional value will be the key-1 with that key 

intermediate cipher text is produced. A 7-digit random 

number is generated as key-2. According to the digits of key-

2 the section division, the block division process and the 

crossover point is finalized. Uniform point crossover is 

applied on the binary field of intermediate cipher text to 

produce complex final cipher text. 

5.] Yang, C., & Lin, Y. (2009)," Reversible VQ Data Hiding 

Based on Locally Adaptive Coding and Recursive Walking", 

Computer Science and Its Applications, 2009.CSA '09. 2nd 

International Conference on, 1-6.  

This scheme present a new LSB-based 

steganography technique to embed a secret image in a cover 

image while keeping the perceptual degradation of the cover 

image to a minimum level so as to avoid visual attacks. To 

achieve high embedding capacity we propose to use the YIQ 

color space model and RGBA based cover image. RGB 

values of the secret image pixel’s is first converted into YIQ 

color space, which are then embedded into the least 

significant bits of the color pixels of the cover image, as well 

as in the alpha channel. Results obtained demonstrate that it 

is practically possible to hide an image in another image 

while maintaining acceptable image quality.  

III. EXISTING SYSTEM 

Current existing system is cloud servers. Here data owner will 

upload data on cloud. That data as per requirement users can 

search and download. Here one key will be used for 

encryption and the same key will be used for decryption of 

data. Whenever user want to decrypt the data he will request 

for the decrypt key to data owner. If somehow the key get 

leaked then data will be easily leaked.    

IV. PROPOSED SYSTEM 

In proposed system data owner will upload data on cloud 

server in encrypted format.  To perform encryption and we 

have used AES algorithm here. In our proposed work data 

files being uploaded on cloud will be checked every time with 

previously stored hash keys. Public key will be used for 

encryption of data. User will request for key to owner to 

decrypt and download encrypted data from cloud. Key will 

be generated by data owner on owner request. Our proposed 

system is proof of concept to solve the big kind of issue of 

data leakage due to use of same key and avoid data 

duplication. 

V. CONCLUSION 

The number of cipher texts in cloud storage usually grows 

rapidly. For this situation, we propose a scheme which is 

suitable for dynamic cloud storage. The scheme solves the 

secret-key leakage problem by setting up an efficient identity 

authentication. By implementing both concepts of AES and 

MD5 we will be improving the drawbacks of existing system. 

Here now users can easily upload files without getting afraid 

of data leakage. We are solving the issue of wastage of 

storage because of Deduplication in our proposed System.    
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