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Abstract— To transform the existing power sector into
secure, adaptive, sustainable, that provides reliable and
quality energy to the consumers we need smart
communication system. Presently efficient wireless
communication technology is needed for Smart Grids. The
proposed technology should enable seamless and latency free
communication between various smart grid components like
generating stations, substations, consumers and operators.
Energy companies have been seeking for a cost effective and
reliable communication technology to support their grid
automation and control. The future development of electric
power grid is smart grid, which include features like flexible,
clean, secure, economic, and friendly and so on. This paper
explores the possible infrastructure for communication
architecture for Smart Grid with modern techniques firstly:
then feasibility study of using Commercial networks, like
LTE and 4G in smart grid communication is presented.
Keywords: Computer Networks, Smart grid, GSM, LTE, 4G,
10T, Interoperability

I. INTRODUCTION

IEEE vision of the smart grid communications and lays out
the technology roadmap that will lead us. The construction of
smart grids in India is very complicated system engineering,
for this reason some concrete suggestions are made, such as
fully taking advantages of integrated management, carrying
out architectural design of smart grids. The drafting pilot
plans and implementation schemes; coordinating secure and
economic operation of power generation, transmission and
distribution. Currently, electric grid utilities have numerous
communication platforms and networking protocols
operating in their networks having different application level
requirements for the bandwidth and latency. A utility's choice
for communication technology also depends on the location
within the network as well as existing communication
equipment that can be leveraged. One of the resulting
challenges of this evolution is the increased need for
interoperability at different levels of smart grid components.

A. Challenges in Communication System for Smart Grid:

Presently the following challenges are faced in smart grid for

communication

1) Implementation of Interoperability.

2) Latency in data transfer among various components in
the smart grid.

3) Synchronization among various components of smart
grid for quick response.

4) Standardization to have well defined connection of
various smart grid devices.

5) Heterogeneous Networks Integration to Coordinate the
Smart Grid Functions

6) Security for data transfer among consumers and power
suppliers.

Il. LITERATURE SURVEY

Currently, electric grid utilities have numerous
communication platforms and networking protocols
operating in their networks having different application level
requirements for the bandwidth and latency. A utility's choice
for communication technology also depends on the location
within the network as well as existing communication
equipment that can be leveraged. As a result, utilities are
dependent on several communication technologies in order to
fulfill their applications' requirements. IEC 61850
standard [3] defines stringent requirements for
communication and automation within the grid components.
Network latency is the key parameter. The standard defines
diversified latency requirements for different grid functions.
This growing demand for virtually zero latency and ultra-
reliability has been addressed by 3GPP (3 Generation
Partnership Project) community. The development and
standardization work in LTE is focusing on upgrading the
features of 3GPP technologies to support better MTC
(Machine Type Communications) [1]. we studied the
interdependencies between communications and electricity
distribution networks in rural areas focusing on availability,
redundancy (number of detected cells in a particular place at
a particular time), and fault resiliency using GSM and UMTS
networks. In this paper, we are extending our study to semi-
urban area where more radio access technologies and
capacity are available. The mobile networks and the energy
grid are denser than in rural areas. Our study covers medium-
voltage grid entities controlled by SCADA systems. High-
voltage grid entities as well as low-voltage home metering
devices were excluded from the study.[2]

A. Interoperability:

Interoperability refers to the ability of diverse systems and
organizations to work together (inter-operate). In the context
of the electricity system, interoperability refers to the
seamless, end-to-end connectivity of hardware and software
from end-use devices through the T&D system to the power
source, enhancing the coordination of energy flows with real-
time information and analysis. A technical standard consists
of specifications that establish the fitness of a product for a
particular use or that define the function and performance of
a device or system. It is usually a formal document that
establishes uniform engineering or technical criteria,
methods, processes, and practices.
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B. Different Layers Communication Architecture of Smart
Grid:
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Fig. 1: NIST Conceptual Model of smart grid
Considering NIST Conceptual Model of smart grid and
computer communication models the smart grid:

1) Generation:

Represents generation Stations like thermal, nuclear and
hydro power plants, wind farms, large scale solar power plant
including Photovoltaic (PV) and Concentrated Solar Power
CSP, which generates electricity in bulk quantities, which are
connected to the transmission system.

2) Transmission:

This layer represents the infrastructure that supports
transmission of electricity over long distances.

3) Distribution:

This layer Represents the infrastructure that distributes
substations-electricity to-customers.

4) Distributed Energy Resource (DER):

Represents small distributed electrical resources like solar
panels, heat and natural gas- fuelled generators, etc which can
be directly connected to the public distribution grid, such
small-scale power generation technologies or co-generation
plants of range 3-10 MW. These distributed electrical
resources may be directly controlled by a Distribution System
Operator (DSO).

5) Customer Premises:

Host both end users of electricity and producers of electricity.
The premises include industrial, commercial and home
facilities (e.g., chemical plants, airports, harbors, shopping
centers, and homes). In addition, generation in the form of,
e.g., PV generation, Electric Vehicles (EV), storage,
batteries, micro turbines, etc., are hosted.

The Zones are orthogonal to the domains and
basically represent the Information and Communication
Technology (ICT) based control systems, controlling the
energy conversion chain.
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Fig 2: Communication Layer Architecture

To maintain interoperability between any two
components in the Smart Grid, interoperability needs to be
considered on five different Interoperability Layers. The first
two layers are related to functionality, whereas the lower
three layers can be associated with the intended technical
implementation. The interoperability layers being used are
basically derived by the Grid Wise Architecture Council
(GWAC) interoperability stack and described as follow [4].
1) Business Layer:

Provides a business view on the information exchange related
to Smart Grids. Regulatory and economic structures can be
mapped on this layer.

2) Function Layer:

Describes services including their relationships from an
architectural viewpoint.

3) Information Layer:

Describes information objects being exchanged and the
underlying canonical data models.

4) Communication Layer:

Describes protocols and mechanisms for the exchange of
information between components.

5) Component Layer:

Physical distribution of all participating components
including power system and ICT equipment.[6]

I1l. DESCRIPTION OF VARIOUS WIRELESS TECHNOLOGIES

A. 4G Communication Technology.

4G is fully IP-based integrated system. 4G is capable of
providing between 100 Mbit/s and 1 Ghit/s speeds with
premium quality and high security. The term 4G is used
broadly to include several types of broadband wireless access
communication systems, not only cellular telephone systems.
Exactly 4G will be fourth generation networks are likely to
use a combination of WiMAX and Wi-Fi technologies. The
International Telecommunications Union-Radio
communications sector (ITU-R) specified a set of
requirements for 4G standards, the International Mobile
Telecommunications specification, setting peak speed
requirements for 4G service at 100 megabits per second
(Mbit/s) for high mobility communication and 1 gigabit per
second (Gbit/s) for low mobility communication. Since the
first-release versions of Mobile WIMAX (Worldwide
Interoperability for Microwave Access) and LTE (Long Term
Evolution) support much less than 1 Gbit/s peak bit rate, they
are not fully IMT-Advanced compliant, but are often branded
4G by service providers, 4G system does not support
traditional circuit-switched telephony service, but all-Internet
Protocol (IP) based communication such as IP telephony. The
IP Core network has much more stringent requirements and
is developed to support high data rates, provide advanced
application services support and work more efficiently. The
spread spectrum radio technology used in 3G systems is
abandoned in all 4G candidate systems and replaced by
OFDMA (Orthogonal Frequency Division Multiple Access)
multi-carrier transmission and other FDE (Frequency-
Domain Equalization) schemes, making it possible to transfer
very high bit rates despite extensive multi-path radio
propagation. The peak bit rate is further improved by smart
antenna arrays for MIMO (Multiple-Input Multiple-Output)
communications
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1) The Features of 4G Technology:

— 4G Ultra high speed internet access - E-mail or general
web browsing is available.

— 4G Data intensive interactive user services - Services
such as online satellite mapping will load instantly.

— 4G Multiple User Video conferencing - subscribers can
see as well as talk to more than one person.

— 4G Location-based services - a provider sends wide
spread, real time weather or traffic conditions to the
computer or phone, or allows the subscriber to find and
view nearby businesses or friends whilst communicating
with them.

— Develop the IMT-2000 CDMA technologies to make
more efficient use of the available frequency spectrum.

— Evolve the Cellular Network Architecture to suit high
levels of mobility and purely packet-switched data.

— Allow for short-range Ad Hoc networking among
wireless devices.

— Make significant advances on
scalability.

the security and

B. Long Term Evolution (LTE) Technology

LTE technology that we call as 4G with radio access
technology, spectrum flexibility and its simplified
architecture; is a new generation connection technology that
enables increasing mobile broadband data access speeds and
penetration of it. LTE is a technology installed in addition to
3G network in order to meet the increasing data demand and
is subsidiary to 3G. We can say that LTE, which provides
more advanced experience than 3G with high transfer speeds,
is a more video oriented technology because LTE has
different access technology (OFDMA), 4G much faster data
transfer in more broad bands. LTE also provides high
performance. in M2M applications, and more quality
communication opportunities. But at this point, most
important thing is all these services can be provided with
additional frequency bands. 4G technologies are more
flexible, faster and provide more capacity but there are
significant difficulties for communications service providers
during transition from 3G to 4G. Relatively stable and static
nature of 3G enables detecting and diagnosing network issues
easily.[10]

The high level network architecture of Long Term
Evolution (LTE) consists of three components, which are
User Equipment (UE), The Evolved UMTS Terrestrial Radio
Access Network (E-UTRAN) and The Evolved Packet Core
(EPC), The evolved packet core communicates with packet
data networks in the outside world such as the internet,
private corporate networks or the IP multimedia subsystem.
Radio communications to and from mobile and the evolved
packet core is handled by the E-UTRAN, which is comprised
of a single module called eNodeB or eNB. The role of eNB is
to control the mobile cells. These extra features that used in
wireless and mobile communications which give LTE an
advantage compared to other technologies.

C. Other Wireless Communication Technologies

Wireless communication technologies are always best
suitable due to ease of implementation and less installation
cost as a network to work with the smart grid.

1) ZigBee (IEEE 802.15.4)

ZigBee is IEEE 802.15.4 standard based on wireless mesh
topology network for a cost-effective, low power and well-
organized solution for wireless communications. ZigBee
offers less data rate in personal area networks (PANS) such as
HAN. This wireless technology provides high speed
communication and easy implementation for applications
such as automation, control, messaging and remote
monitoring of consumer electronics/ home/building as well as
healthcare, etc. It uses direct sequence spread spectrum
(DSSS) to provide communication between linked devices in
a very less power. It provides 250 kbps data rate over the 2.4
GHz unlicensed band, 40 kbps over 915 MHz band and 20
kbps over 868 MHz licensed band per channel. It supports 10
- 75 meters Point to point (P2P), 30 meters indoor and ever
more in a mesh network. Mesh network may have multiple
links to route data packets from source to destination and the
links are dynamically updated and optimized by the network
devices. These characteristics of the mesh network make it
more scalable, stable and fault-tolerant network of wireless
nodes.

2) Wi-Fi (IEEE 802.11)

Wireless Fidelity (Wi-Fi) is very popular and mature wireless
local area network (WLAN) technology adopted by the home
applications worldwide. It’s operated in an unlicensed band
and is subjected to interference because several other
technologies are also sharing the same spectrum. Innovations
in technologies are moving Wi-Fi towards power sketchy and
reduced cost communication The typical data rate of Wi-Fi is
1 - 150 Mbps over the distance of 20 to 100 meters.

3) WIMAX (IEEE 802.16)

WiIiMAX can transport the application’s data of terminal
devices enabled with ZigBee or Wi-Fi wireless
communication technologies in NAN and WAN networks.
Smart meters (SMs) generated data is transferred from
concentrators to the backend connected WiMAX base
stations. To increased data to be transported via WiMAX base
stations in a less cost making promising to deploy advanced
real-time applications control with wider bandwidths. It also
supports distributed automation, control, monitoring,
management, fault identification oriented advanced SG
applications. The typical data rate of WiMAX is 288.8 Mbps
downlink and 72.2 Mbps uplink over the distance of 5 - 100
Kilometers.

D. 10T (Internet of Things):

The Internet of things is the extension of Internet connectivity
into physical devices. Embedded with electronics, Internet
connectivity, and other forms of hardware, these devices can
communicate and interact with others over the Internet, and
they can be remotely monitored and controlled. 10T boosts
connectivity and increases the popularity of mobile
communications. 10T is a system that supports large range of
applications with contradicting requirements and integrated
components. 10T applications include smart infrastructure,
smart healthcare, smart governance, smart mobility, smart
technology, etc. Amidst all these benefits, 10T services needs
to be secured and reliable for day to day applications.
Technologies like Bluetooth, ZigBee and Radio Frequency
Identification Technology (RFID) enable security in IoT.
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Overcoming technical
evaluation of 10T solutions.

With all the advancements in technology, 10T is
surely a step ahead of the ancestor technologies in every
sphere of life wherever technology is involved.[7]

challenges requires thorough

IVV. CONCLUSION

There is an inevitable demand on the power industry to
modernize its operation and effectively integrate the evolving
information and communication technologies. However,
reliable and scalable communication architecture is needed to
create a roadmap for a progressive realization of the smart
grid. In this paper, we have presented architecture for the
next-generation grid based on the IEEE Guide for Smart Grid
Interoperability of Energy Technology and Information
Technology Operation with the Electric Power System (EPS),
End-Use Applications and Loads, and National Institute of
Standards and Technology framework. Finally, we
highlighted the growing consensus amongst the stakeholders
on the use of IP technology for end-to-end communication of
smart grid network element
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