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Abstract— Although cloud computing practice has been 

increased extensively due to its more flexible and expanded 

infrastructure resources, using one of its major virtual 

(machine) instance service has become the centre of activity. 

These virtual instances are abstracted from public as well as 

private cloud and though the cloud security is treated as a 

prime issue still these cloud instance are vulnerable to DDOS 

attack. DDOS attack is second most influential and powerful 

attack seen on the cloud platform. The proposed solution 

emphasizes on preventing cloud instance from DDOS attack 

by implementing a new Firewall Algorithm. Here, the packets 

are categorized either as malicious or genuine. If packets are 

identifies as coming from attacker, then the respective IP 

addresses are blocked and thus, resulting in mitigating of 

DDOS attack. This paper frames the detailed execution of 

algorithm, attack study and staging results using statistics and 

graphs. 
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I. INTRODUCTION 

Cloud Computing works as a space which starts from 

computation and ends with providing services, data storage, 

operating system and applications [1]. Cloud can be further 

explained as the ‘virtual’ resource which provides computing 

services for independent software development. It allows 

users to deploy and use their own virtual machine on cloud 

which is called as ‘cloud instance’. This service is termed as 

an Amazon Elastic Compute Cloud by the Amazon Web 

Services [2].  

The main aim of Denial of Service (DOS) attack is 

to over saturate the range of victim machines and overwhelm 

its capacity making them unavailable for users [3]. If the 

attack performed from single source then it is categorized as 

DOS attack while, the attack coming from distributed sources 

is called as Distributed Denial of Service (DDOS) attack.   

Distributed Denial of Service (DDOS) HTTP Flood 

attack is a volumetric attack that overloads the targeted 

machine with HTTP request resulting into failure of machine. 

HTTP Flood attack is categorized into two types: HTTP GET 

attack sends multiple requests for images, files and 

applications, while HTTP POST attack is related to the data 

that is being stored or fetched through web pages 

[4].Attackers are in search of different techniques to impose 

the attack and try to crack the security system. Meanwhile, 

the researchers update their methodologies for preventing 

these attacks [5]. Risk assessment can be made depending 

upon below five aspects – source, vector, target, impact and 

defense [6]. 

Though different methods are followed for 

mitigation of DDOS attack, still the single server virtual 

machine are lacking for its security. Therefore, the proposed 

model in this paper prevents the DDOS HTTP Flood attack 

by implementing a new Firewall Algorithm. This algorithm 

is structured in such a ways that by running a single bash 

script it will stop the illegitimate packets request. This 

algorithm works into two modules. The detection module 

analyzes and categorizes the packet whether they are 

malicious or genuine, while prevention module terminates the 

unwanted packets. We have created the private cloud 

environment by using Openstack, launched a virtual machine 

instance on Openstack, performed a DDOS HTTP Flood 

attack and prevented it by using proposed Firewall 

Algorithm. 

This paper is organized as follows: Section 2 

describes our related work, Section 3 consist information 

about cloud environment setup, and Section 4 is of our 

proposed model with two sub sections – Categorizing packets 

and Algorithm. Its performance evaluation is done in Section 

5 with statistics and graph. Lastly, we end this research with 

conclusion and future scope in Section 6.  

II. RELATED WORK 

Over a decade many of the researchers came up with different 

DDOS detection and prevention methodologies and 

succeeded in improvising them. 

DOS attack occurs as our system fails to process 

each and every request due to its less capacity and resource. 

A dynamic resource allocation method was proposed against 

the DDOS attack in [7]. Here, cloud service consists of queue 

and Intrusion Prevention system (IPs). The requests are 

buffered in queue and passed through IPs for its detection and 

prevention. When DDOS attack is performed, the queue is 

flooded immensely with requests. Hence, to process each 

request more resources are allocated and Intrusion Prevention 

systems are cloned dynamically and processed each request 

separately. 

CS_DDOS system was discovered by Aqeel Sahi in 

[8] where, incoming packets are detected and prevented by 

using different classifier model system. Classifiers such as 

LS—SVM and K-nearest are used to test the CS_DDOS 

systems performance. In [9] a new form of DDOS attack is 

presented. There is a monitoring agent located in subnet of 

the cloud infrastructure. When system find available 

bandwidth is getting degraded it sends UDP packets asking 

for help to monitoring agent. When monitoring agent receives 

notification it calls the migration application. It creates a new 

standby subnet and transfer the application to new network. 

A group testing approach proposed byYing Xuan in 

[10] which is deployed on backend server. The GT model 

measures the size and distributes the client request to different 

virtual machines meanwhile, processing it separately. Many 

DDOS prevention methods fail to fast and early detection of 

attack. With the objective of this, Bio-Inspired Anomaly 

based application layer DDOS attack detection system is 

proposed in [11].Bio- inspired bat algorithm is experimented 

by using bench marking dataset.  
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In [12], analytical queuing model based on 

embedded Markov chain is proposed to examine the 

performance of Rule-based firewall. It analyzes the incoming 

and outgoing packets through the network. Performance of 

rule based firewall is simulated both at the time of normal 

traffic and attacking packets. The paper [13] explores cloud 

security challenges and proposes cloud native scalable 

security solution. 

Rank Correlation based Detection (RCD) was 

proposed by Wei Wei in [14]. It inspects basic traffic pattern 

at the victim side and propose detection method for 

calculating suspicious flaws in the network. In [15] , 

Confidence-based method and HTTP Flooding detection 

method was proposed to overcome DDOS attack .Here, 

resources were allocated dynamically so that it automatically 

synchronize with available resource. Then Confidence Based 

Filtering score is calculated to discard the packets. In [16], 

New Cracking algorithm was implemented where MAC 

generator distinguish the attacking IP address. 

III. CLOUD ENVIRONMENT 

We have created a private cloud environment by using 

Openstack to implement and test our proposed system. 

Openstack enlarged into large community with more than 

9000 organizations and 500 companies [17]. Openstack can 

be defined as open source software platform which behaves 

as a cloud and provides computing facilities specially 

infrastructure service, where customers can deploy their own 

instance (virtual machine) on cloud [18]. 

Openstack is made up of different components such 

as Compute, Network and Storage etc. These components can 

be installed separately in different PC’s or all within one 

single PC. We have used three different PC’s of Centos 

operating system with 8GB RAM configuration for making it 

Three Node Openstack installation – Controller node, 

Compute node and Network node. [19]. 

As proposed algorithm is written in bash script 

hence, for implementation we will be requiring Ubuntu 

operating system.  Therefore, launching the Ubuntu instance 

will be the next step after installation of Openstack [20]. 

IV. PROPOSED SYSTEM 

When communication between two PC’s take place, streams 

of packets are sent or received by an IP address. Our 

algorithm analyzes the packet and categorizes whether to pass 

it or terminate it. Once it is categorized, prevention part of 

algorithm blocks the respective IP addresses of wrong 

packets and allows right packets to communicate. Below 

Figure (1) shows the block diagram of system. 

 
Fig. 1: Proposed system block diagram

 Categorizing Packets  

We request the target machine by using ping command. 

172.18.31.61 is the IP address of our target machine. After 

sending the normal packets the target machine accepts and 

replies our request as shown in following Figure (2). 

 
Fig. 2: Ping command 

For categorizing whether the packet is genuine or 

came from an attacker, first we have to analyze the packet 

contents and statistics. For analyzing those things we are 

using Wireshark tool. When we send a normal request for an 

application or any particular IP address, the average packets 

per second sent or received can be notified within range of 0 

- 40 packets/second. But in DDOS HTTP Flood attack 

packets captured starts from range 1000 –2000 per second. 

Below Figure (3) (a) shows the output of wireshark packet of 

normal request and its reply while, in Figure (3) (b) shows the 

statistic of average packets captured as 22.644 

packets/second. 

We then performed DDOS HTTP Flood attack by 

using Low Orbit Ion Cannon (LOIC) [21]. This tool starts 

flooding the targeted IP address until we stop it manually. It 
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gives us option to choose the speed of overwhelming packets 

on the targeted machine. 

In Figure (4) (a) we can see the scenario after 

performing the attack where, enormous packets are 

bombarded on target machine with random IP addresses. And 

its statistics is calculated in Figure (4) (b) where average 

packets are 38952 packets/second. Comparing below two 

statistic figures we can clearly understand the huge difference 

between these two scenarios. Thus, using these values as a 

threshold point, classifying the packets origin will be further 

step in our algorithm which is explained precisely in next 

section.  

Now all these statistics are resulted through 

graphical tool. For making this result available through the 

programming, we are using Tshark tool – a command line 

version of Wireshark. [22]. It works as a command with 

providing various options of writing the live captured data to 

a specific file format and also reading the data from same 

format. It allows the user to choose the field whose output is 

supposed to be printed. It is also featured with auto stop 

condition based on time duration, number of records inserted, 

and file size. By using all these functionalities, Firewall 

Algorithm is structured, and explained below. 

 
Fig. 3 (a): Packets captured during normal request 

 
Fig. 4 (a): Packet captured during DDOS attack 
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Fig. 3(b): Statistics of normal packets.    Fig. 4(b): Statistics of attacking packets 

 Algorithm 

Detection.sh:- 

#!/bin/bash 

while true  

  do 

   tshark –i p4p1 –a duration:2  -a filesize:120  

                                     –w /home/ip.pcap 

    tshark –r /home/ip.pcap –T fields  

                                    –e ip.src > output.txt 

   ./Prevention.sh 

> /home/ip.pcap 

> /output.txt 

done 

Prevention.sh:- 

#!/bin/bash 

var=$ ( capinfos –x /home/ip.pcap ) 

packet=$(echo $var | cut –d  ‘ ’  -f7)  

 echo $packet 

if (( $packet > 40 ));  then 

     head -5 output.txt | 

  while read a;  do 

     iptables –A INPUT –s $a  -j  DROP 

     echo “blocked  - $a” 

  done 

 fi 

Where: 

 i  is interface 

 a is auto condition 

 w write data to file 

 r read data from file 

 T to use display filters 

 e specific field  

 x is capture statistic 

 A is append rule 

 s is source address 

For executing the above file we only need to run the 

Detechtion.sh bash script on our Ubuntu launched instance of 

Openstack. We can run this script by just typing 

“./Detection.sh” in terminal (command prompt of Ubuntu 

Operating system). Prevention.sh script will be automatically 

called through the Detection.sh script.  

In Detection.sh script the first tshark command 

captures data from p4p1 interface and writes data to ip.pcap 

file (.pcap is extension file format for captured data). This 

command stops capturing data after 2 seconds and when the 

file size of ip.pcap reached 120kb. 

As tshark command which works like tcpdumb 

command, it dumps all the information regarding captured 

packets to ip.pcap file. Hence, to extract only Source IP 

address from that file we are using second tshark command 

that reads data from ip.pcap and write it to text file called 

output.txt.  In next step it starts executing the Prevention.sh 

script. 

Capinfos –x command store the output of Average 

packet/second[23] in variable var as like- 

 “Average packet rate: 38952 packets/sec” 

By using the second line of script, we are cutting down the 

output of variable var and only storing the field 7(-f7) that is 

“38952” into packet variable and printing it. Next most 

important part is to compare the packets/sec value with the 

threshold value. We consider here 40 as our threshold value, 

if value of $packet exceeds 40 then the IP address stored in 

output.txt are considered to be attackers. They are traversed 

in loop and are blocked using Iptables Firewall rules. It 

appends the rule and DROP the packets by specifying it as a 

source address. 

After executing all the lines from Prevention.sh 

script, the control transfer back to previous script. The last 

two lines of Detection.sh script format the ip.pcap and 

output.txt. The reason behind using these commands is to 

delete the previous captured data and update those files with 

the new data each time when script is run. All the commands 

in the script are executed in loop to update the files 

automatically for every 2 second and continuously captures 

the live data in background.  

The line “echo blocked - $a” is for sake of user 

understanding that prints which IP addresses are blocked. The 

performance and accuracy of above algorithm can be 

examined in the following section. It shows number of 

capturing packets and blocked IP addresses. 
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V. PERFORMANCE EVALUATION 

 
Fig. 5: Output of proposed algorithm

Here, this output is traced from terminal while the 

script was executing in background. We can verify whether 

these IP addresess are blocked or not by using the Firewall 

commands – sudo iptables –L 

It displays all the rules added and blocked IP 

addresses by Firewall [24]. In order to verify again, we can 

test by pinging the target machine from attacker machine. As 

attacker’s IP address has been blocked by the targeted 

machine, it doesn’t reply any request as shown in below 

Figure (6). 

 
Fig. 6: Output of ping after attack 

We can see packets are transmitted, but 0 packets are 

received resulting 100% packet loss.  Thus, from above 

results we claim that our proposed Firewall algorithm 

approach works efficiently, identifies the attacking packets 

and prevent from DDOS attack. 

VI. CONCLUSION 

Cloud Computing has been a widespread technology in many 

sectors. Hence its security has become a major issue now-a-

days. Though different mechanisms were proposed for 

prevention of second most powerful DDOS attack, still the 

single server machine were vulnerable. This Firewall 

algorithm approach was proposed to prevent the virtual 

instance of cloud by identifying the malicious packets sent by 

an attacker and terminating those packets by blocking their 

respective IP addresses. The algorithm is built in two phase- 

Detection and Prevention. In Detection phase, algorithm 

captures the statistic and compares the output with default set 

threshold value. Based on this comparison it categorize 

whether the packet is normal or malicious. In Prevention 

phase it blocks the respective IP addresses of malicious 

packet by using the Firewall Rules. The results presented in 

Performance Evaluation section shows the expected working 

of proposed algorithm. Thus, the Algorithm effectively 

improves the security from DDOS attack. 

In future, we aim to extend to Firewall Algorithm by 

using the IPsets for storing large amount of firewall rules and 

improvising the algorithm for getting more faster results. 
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