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Abstract— Since its inception more than a decade ago, the 

core technology powering Bitcoin and other modern 

cryptocurrencies, namely blockchain, has seen promising and 

diverse application prospects in a variety of domains—

including IoT, healthcare, security and smart contracts. This 

paper presents a comprehensive catalogue of literature on 

existing blockchain technologies and further projections for 

future implementations. We begin with an introduction and 

technical background of the blockchain and then provide an 

overview of the domains followed by specific applications 

and projections within each of the domains. We conclude 

with a section on the security issues and challenges to the 

adoption of blockchain. 
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I. INTRODUCTION 

Bitcoin, the original and most famous implementation of 

blockchain was presented to the world in a 2008 paper titled 

‘Bitcoin: A Peer-to-Peer Electronic Cash System’ by Satoshi 

Nakamoto. The currency peaked at $17,900 in December 

2017 and confirmed daily transactions rose amidst global 

financial hysteria. Revolutionising or not, two of its major 

contributions are a continuously working digital currency 

system (bitcoin) and a model for autonomous decentralized 

application technology (blockchain). This underlying 

mechanism driving Bitcoin—which is basically a data 

structure with properties like decentralisation and 

immutability—has found applications in many varied fields 

during the decade, including economics, medicine, public 

sector, and software engineering. The fate of Bitcoin might 

hang on government polity, regulation and market stability 

but the blockchain is here to stay. 

 
The number of daily confirmed Bitcoin transactions as of 2018 

A. A brief history 

Although bitcoin, due to the invention of blockchain, became 

the first digital currency to solve the problem of double 

spending, most of the technical components that were 

required for its creation were available in the academic 

literature of the later twentieth century. For example, the 

earliest work on a cryptographically secure chain of blocks 

was presented by Stuart Haber and W. Scott Stornetta in a 

1991 paper and Merkle trees were incorporated to the design 

in 1992.  

 The diagram below shows a timeline of the most 

important systems and concepts that came before and 

facilitated the creation of blockchain. 
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Chronology of key ideas found in Bitcoin (Arvind 

Narayanan, Jeremy Clark, “Bitcoin’s Academic Pedigree”) 

B. Technical Background 

This section describes the technology and concepts behind 

the blockchain. As we saw, nearly all the technical 

components for creating Bitcoin and blockchain already 

existed in the literature of cryptography academia of the 

1980s and ‘90s. The true genius of Satoshi Nakamoto is thus 

the exact, intricate way in which all the components were put 

together to form the system. If Nakamoto has seen further 

than others, it is by standing upon the shoulders of giants. We 

briefly discuss some of those components here. 

C. Glossary of relevant terms 

 Hash function: A hash function is any function that can 

be used to map an arbitrary length of data value to a 

unique, fixed length value. The values returned by a hash 

function are called hash values, digests, or 

simply hashes. The algorithm used should be a one-way 

function and virtually collision free. 

 Asymmetric cryptography: Also known as Public Key 

cryptography, it uses a pair of keys—public keys that can 

be shared with everyone and private keys, which must be 

kept a secret. A message encrypted with a particular 

public key can only be decoded with a corresponding 

private key and vice versa.   

 Digital signature: A transaction signed with the private 

key of a certain user and spread throughout the network 

can be decrypted using the widely available public key 

of that user, thus ensuring that it was indeed signed by 

the user himself. 

 
Digital signature used in Blockchain 

 Decentralization: In a centralised system, like that 

popular in the modern client-server model, a central 

authority (like a bank) is required to validate each 

transaction leading to performance bottlenecks and high 

costs. In contrast, a transaction carried out on the 

blockchain network needs no central authority and 

allows peer-to-peer (p2p) transfers to happen without 

authentication from a central authority. 

 Integrity: The benefits of blockchain, in security terms, 

are largely around integrity. Since each transaction in a 

block has to be recorded by the whole network, it is 

extremely difficult to tamper. 

 Availability: Being a distributed system, the record of a 

transaction is maintained by the whole network resulting 

in no single point of failure. A prevalent critique of 

blockchain is that it doesn’t guarantee confidentiality—

the first part of the CIA triumvirate. Confidentiality 

depends on implementation, maintenance, algorithms 

and key management. 

 Proof of Work: A proof of work is typically some 

computation or data which is hard to produce (time 

consuming or processing intensive) but easy for anyone 

else to verify. It has been used as an economic measure 

to deter against DoS attacks and spams. 

 Merkle Trees: A Merkle tree or hash tree is a tree in 

which all the leaf nodes are labelled with the hash of 

some data and every other node in the hierarchy is 

labelled with the hash of its child nodes’ labels. In the 

blockchain’s Merkle tree, each leaf node is a transaction. 

A change in any transaction will therefore propagate the 

change all the way up to the tree’s root.  
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 Byzantine Fault tolerance: The goal of Byzantine fault 

tolerance is to be able to defend against failures, in which 

components of a system fail in arbitrary ways and there 

is imperfect information about the state of the failure. 

 Timestamping: It is the process of securely keeping track 

of the creation and modification time of a document such 

that no one should be able to change it once it has been 

recorded. 

D. Architecture of the blockchain 

The blockchain data structure is an ordered back-linked list 

of blocks (of transactions). It can be considered as a digital 

public ledger in which all validated transactions are stored in 

a chain of blocks. 

 Transaction: The basic element of bitcoin which is 

validated and broadcast to the network. Transactions 

bring about transfer of value in the Bitcoin Blockchain 

via electronic coin transfers. An electronic coin is 

defined as a chain of digital signatures. Each owner 

transfers the coin to the next by digitally signing a hash 

of the previous transaction and the public key of the next 

owner and adding these to the end of the coin 

 Block: Blocks are batches of transactions that are hashed 

and encoded into a Merkel tree. 

 A block is composed of a header of information 

about the block, and a set of valid transactions. Each block 

within the blockchain can be identified by a hash, generated 

using SHA-256 cryptographic hashing algorithm (in case of 

Bitcoin) on the block header, and references the previous 

block via the previous block hash field in the header. This 

hash of the previous block in the current block’s header links 

the two blocks. The first block of the blockchain is called the 

genesis block and has no parent blocks. The linked blocks 

starting from the genesis block form a chain. 

 
Structure of a block 

 Typically, the header of a block contains the 

following fields, although details in different systems may 

vary: 

1) Version: indicates which set of block validation rules to 

follow. 

2) Prev Hash: Hash value that points to the previous block.  

3) Nonce: 4-byte field, that starts with 0 and increases for 

every hash calculation 

4) Timestamp: current timestamp as seconds since 1970-

01-01T00:00 UTC. 

5) Bits: current hashing target. 

6) Root hash: the Merkle tree hash value of all the 

transactions in the block. 

 In a distributed blockchain network, the following 

process takes place: 

 Whenever a new transaction occurs, it is broadcast to the 

whole network. New transaction broadcasts do not 

necessarily need to reach all nodes. As long as they reach 

many nodes, they will get into a block before long. 

 Each node collects the transaction into a block and works 

on finding a proof-of-work for its block. 

 When a node finds a proof-of-work, it broadcasts the 

block to the network. 

 Other nodes accept the block if all transactions in it are 

valid and not already spent. 

 The nodes start working on the next block, using the hash 

of the accepted block as the previous hash. 

 Blocks go through a consensus process to select and 

verify the block that will be added to the chain. Validation 

and consensus processes are carried out by special peer nodes 

called miners. These are powerful computers executing 

software defined by the blockchain protocol. This validation 

ensures that the digital asset exists and has not already been 

spent, thus eliminating the problem of double spending. 

 In the blockchain system used by Bitcoin, a Proof of 

Work (PoW) consensus mechanism is employed which uses 

the solution of cryptographic puzzles to prove the validity of 

the data. Other consensus mechanisms such as PoS (Proof of 

Stake) used by PeerCoin and ShadowCash, PoB (Proof of 

Bandwidth), PBFT (Practical Byzantine Fault Tolerance) etc 

may be used by different blockchain systems. Blockchains use 

consensus algorithms to elect a leader who will decide the 

contents of the next block. In order for a node to be elected 

leader and choose the next block, it has to find a solution to a 

particular mathematical problem—calculating the hash value 

of a constantly changing block header by brute force.  The 

consensus requires the calculated value to be equal or less than 

a particular value, called the target. In the network, all nodes 

calculate the hash using different nonces (obtained by solving 

the puzzle). 

 Its success depends on two properties of the puzzle: 

 It is difficult to solve the given problem 

 It is trivial to verify a solution to the problem 

 All participating nodes try to find the value of nonce 

for which the hash function returns a value less than the 

target, which can be used to tune the difficulty of the problem. 

SHA256(PrevHash ∥Tx1 ∥Tx2 ∥… ∥nonce) < Target 

When a particular node finds the relevant value, it broadcasts 

it to the whole network and all other nodes mutually verify 

the correctness of the result by checking that the hash of the 

data is less than the target. After that, transactions in the new 

block are validated and approved as the authenticated result, 

which is denoted by a new block in the blockchain. Whenever 

a new block is mined, that miner gets rewarded with some 

currency (block reward, transaction fees—bitcoins) and thus 

are incentivized to keep mining. Due to a limited supply of 

computational power, miners are also incentivized not to 
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cheat. Attacking the network would cost a lot due to high cost 

of hardware, energy, and potential mining profits missed. 

 At times, it may so happen that more than one node 

finds the result at nearly the same time. As a result, two 

separate blocks will have been mined—leading to a fork (aka 

branch). However, it is unlikely that the next block will be 

generated simultaneously by the two competing forks. Thus, 

the chain that becomes longer is considered the main chain 

and the block outside this chain becomes an orphan block. 

 
The main chain (black) is the one with the longest series of 

blocks. Orphan blocks (purple); Genesis block (green). 

E. Types of Blockchain 

1) On the basis of organization 

Current blockchain systems may be classified into three 

types: public blockchains, private blockchains and 

consortium blockchains 

 Public Blockchains: A public blockchain generally has 

no restrictions which means that anyone can perform 

valid transactions on the network or become a validator. 

In a public blockchain, block-validations are incentivised 

by the use of some type of PoS or PoW algorithm (e.g., 

mined bitcoins). 

 Private blockchains: Private blockchains are frequently 

used by corporations to make in-house use of the 

technology, typically in their accounting and logistics 

operations and employs internal groups to perform block 

validations. The primary characteristic of a private 

blockchain is the restriction to the edit permissions 

provided on the network which are centralized to the 

company. In other words, a private blockchain is 

permissioned. 

 Consortium blockchains: Consortium blockchains are 

similar to private blockchains in that they are 

permissioned but instead of a single company controlling 

the chain, in consortium blockchains a single company 

might act as a node on the network. As a result, it can be 

used as a consensus mechanism for decision-making 

since a transaction or policy-decision will be added and 

thus ‘agreed-upon’ only if other nodes (i.e., companies) 

accept it as valid. 

2) On the basis of permission-constraints 

Blockchain and other distributed ledger technologies (DLTs) 

can again be classified into three types on the basis of 

permission granted by them, namely, permission-less, public-

permissioned and private-permissioned blockchains. 

 Permission-less blockchains: In a permission-less 

blockchain, the general public does not have any 

authority over the sanctioning of a transaction or choice 

of validators. Bitcoin and Ethereum are examples of 

systems using a permission-less blockchain for their 

operation.  

 Public-permissioned blockchains: In a public-

permissioned blockchain, an authority is designated to 

approve transactions such that only selected nodes 

participating in the network might have write 

permissions and the ability to edit the blockchain. 

General public does not have the ability to add any 

information but can view the data on the DLT.  

 Private-permissioned blockchains: private-permissioned 

blockchains are similar to public-permissioned 

blockchains in that an authority is designated to sanction 

transactions but unlike a public-permissioned 

blockchain, the DLT data is not available for public view 

in this type.  

II. APPLICATIONS 

Blockchain, as we have seen previously, is at its core a 

complex data structure which allows participants to make 

transactions in a trust-less system without the need for a 

central authority. One of its key features is immutability. The 

blockchain ledger, by design, makes it highly infeasible for a 

malevolent player to change or corrupt the data in a block 

without having to recalculate all the hashes for the proceeding 

blocks and doing so before the network solves the current 

block. A plethora of real world applications have emerged 

due to these properties, showing a potential to disrupt 

industries and find novel solutions to some of the biggest 

problems we have been facing. In this section, we look at the 

applications of blockchain transcending bitcoins and 

cryptocurrencies in general. 

 
Gartner Hype Cycle for emerging technologies (August 2018) 
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A. Finance 

The global financial system is responsible for transactions 

amounting to trillions of dollars on a daily basis. Obviously, 

the financial institutions use computers. They have used it for 

databases beginning in the ‘70s and ‘80s, for websites in the 

90s and mobile/web apps in the last decade. Even though it 

might seem as an industry seeped in cutting edge information 

technology, it is antiquated—an industrial system covered in 

a digital wrapper, using complex infrastructure for simple 

transactions like sending money abroad. The centralised 

nature of the financial system is also a crutch, adding costs 

thru fees and regulation while creating points of failure. 

Blockchain can be used in a number of different ways in the 

financial sector 

1) Cryptocurrencies 

This is the most obvious disruption in the finance industry 

since blockchain itself was created to power the world’s first 

truly successful cryptocurrency, i.e. Bitcoin. The use of 

cryptocurrencies may eliminate the need of middle-men and 

central arbiters like banks. A large number of 

cryptocurrencies have been developed in the aftermath of 

Bitcoin’s advent but these can still be regulated out of 

existence. Ironically, the banks and other middlemen who 

themselves use a dizzying mesh of middlemen may end up 

using blockchain to streamline the existing infrastructure to 

make it more efficient. 

2) Efficient multi-party transactions 

In the world of capital markets, transactions involving 

multiple parties are typically stored distinctly by all parties 

involved in their own separate systems. As the transaction 

goes thru the back-office systems of these institutions, errors 

may creep in—requiring significant reconciliation process 

and manual involvement. Blockchains can be used to store 

the transactions immutably in a single ledger to streamline the 

clearing and settlement process.  This is particularly 

applicable to the cash equities market which require a number 

of financial intermediaries such as stock-exchanges, brokers, 

custody banks, etc. According to a report published by 

Goldman Sachs, blockchain could make the post-trade part of 

the trade cycle more efficient by eliminating redundant 

confirmation steps, shrinking the settlement cycle, and 

reducing risk, which in turn would lower the industry’s costs.  

The ASX (Australian Securities Exchange) is working with 

Digital Asset Holdings to replace CHESS (ASX’s clearing 

and settlement system for cash equities, and the electronic 

sub-register of these securities) with Distributed Ledger 

Technology (DLT) based on the blockchain developed by 

Digital Asset. 

3) Decentralised Prediction Markets 

Prediction markets are exchange-traded markets which 

allows users to trade on the basis of the outcome of events. In 

a centralized prediction market, a betting-exchange like 

Betfair controls the betting vectors and may generally require 

fees for its services. A decentralized system eliminates the 

need for the central arbiter and reduces the fees associated 

with facilitating transactions. Augur, is an example of such a 

market built on Ethereum. Being decentralized, Augur allows 

any of its users to create a prediction market as opposed to the 

fixed questions on which one could bet using a centralized 

exchange. 

4) Insurance 

Prediction markets are exchange-traded markets which 

allows users to trade on the basis of the outcome of events. In 

a centralized prediction market, a betting-exchange like 

Betfair controls the betting vectors and may generally require 

fees for its services. A decentralized system eliminates the 

need for the central arbiter and reduces the fees associated 

with facilitating transactions. Augur, is an example of such a 

market built on Ethereum. Being decentralized, Augur allows 

any of its users to create a prediction market as opposed to the 

fixed questions on which one could bet using a centralized 

exchange. 

B. Healthcare 

The global healthcare and pharmaceutical industries are one 

of the leading sectors employing big data analytics to handle 

overwhelming amount of private patient data and disease cure 

research. This data is also the cause of several pain points for 

the industry, as identified by case studies conducted by BCG, 

Deloitte and IBM such as standardization of medical/health 

records, clinical trials management, claims validation, and 

streamlining and prevention of counterfeit drugs in the 

pharmaceutical supply chain. Blockchain can be used to 

address many of those issues. 

1) Standardization of medical records 

The current system using EHR (Electronic Health Records) 

to save health records of patients, was not intended to manage 

the intricacies of multi-provider lifetime records. Patients 

moving from one medical institution to another will find their 

data scattered across multiple vendors making it difficult to 

aggregate and view in a homogeneous manner. Blockchain 

based systems can be used to combine health records from 

various sources to create a complete EHR or digital profile 

for every patient. Any update in the EHR will be hashed and 

added to the blockchain creating an audit trail of patient’s 

data throughout their life and discouraging malicious 

modifications, which can enable early diagnosis and 

preventative care. Decentralized and permission-based 

blockchains will help combat privacy breaches and ethical 

dilemmas in sharing sensitive patient data. An example is 

MIT Media Labs’ Medrec, a decentralised record system for 

managing healthcare records using the Ethereum blockchain. 

2) Pharmaceutical SCM and counterfeit drug prevention 

Pharmaceutical R&D is a complex process but when a drug 

has been manufactured, the next hurdle for the company is to 

deliver it to the patients while ensuring that the product is in 

its original form—developed by the manufacturer and not a 

counterfeit when it reaches the user. The current SCM is 

outdated and doesn’t provide visibility to the manufacturer or 

regulators over the distribution. A provisioned blockchain 

network can be used to manage the supply chain where the 

nodes will be the manufacturers, doctor, distributor or any 

authorised player in the chain and drugs will be the asset 

uploaded to the database. Whenever a new drug is produced 

by the manufacturer, an id (or hash) shall be assigned to the 

drug, attached as a barcode or RFID tag and every party 

within the supply line would add the hash to the blockchain 

when it reaches them. The drug can then be traced throughout 

the supply chain at any time and the end user can be assured 

of the originality of the product. This can also be extended to 
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other markets where counterfeit products are a major 

problem. 

 

3) Clinical Trials management 

Currently, most clinical data exists in fragmented propriety 

silos, with limited interoperability making it a complex 

process and ultimately driving up costs of pharmaceutical 

drugs. Research indicates that it is difficult to enrol patients 

for clinical trials, with more than 80% of patients undergoing 

a treatment unaware of available trials. Standardized patient 

data stored in a blockchain would allow trial recruiters to 

analyse the data without revealing patient identity and help 

recruiting relevant patients. Smart contracts can be executed 

on permission based blockchains to grant access to the trial 

team. Once clinical data is recorded on blockchain based 

ledgers it could also be merged with patient outcomes to track 

the long-term effects of drugs and treatments on the patients. 

This could make the process of data mining in clinical trials 

efficient, secure and sustainable for future drug development. 

 
Clinical trial workflow using smart contracts 

C. Sharing Economy 

Sharing economy is already on a vertical growth trajectory 

and is opening up new private capacities as BlaBlaCar and 

Uber in automobile and Airbnb in lodging have shown. 

However, user authentication and reputation are challenging 

aspects for the economy, especially lodging, which is 

predicated on maximising asset utilization by monitoring 

availability and adjusting for demand in real time. A report 

by Goldman Sachs suggests that by securely credentializing 

both guest and host information and ensuring the accuracy of 

reputation information, blockchain can be used to streamline 

user experience and increase safety and trust in P2P lodging. 

In case of lodging, the users are required to pay the entire 

amount of their stay during booking, that is held by a service 

like Airbnb which releases the amount after a certain time, 

blockchain (smart contracts—discussed later) can be used to 

make the process more efficient by releasing funds as 

programmed in the contract. The problem of reputation of a 

particular host, based on pictures and reviews may also not 

be sufficient as review fraud and tampering might affect said 

reputation. A transaction history of previous contracts stored 

on the blockchain will offer a traceable and tamper-free 

record of interactions. 

D. Music Industry 

Music industry has already seen disruption in the form of on-

demand streaming services like Apple Music and Spotify but 

the process of royalty distribution among artists, songwriters, 

distributors and producers has grown increasingly more 

complex and many artists have decided to take their music off 

these services. This is where the immutable ledger of 

blockchain, which ensures that no single party can claim 

ownership or alter/tamper records, can provide a solution. 

Files with all relevant information such as composition, 

lyrics, linear notes, cover art, licensing, etc., can be encoded 

onto the Blockchain creating a permanent record.  

 The automated payment of royalties can also be 

handled by including the information about the cut to each 

party defined by smart contracts in the database, ensuring that 

everyone involved gets their fair share automatically. An 

example is UJO music, a platform that uses blockchain to 

create transparent and decentralised database of rights and 

rights owners, automating royalty payments using smart 

contracts and cryptocurrencies. 

E. Supply Chain 

Supply chain management encompasses the planning, 

execution and monitoring of movement, storage, loading and 

packing of raw material, WIP inventory and finished product 

from the initial point of production to the final point of 

delivery. In the current system, major companies use digital 

ERP (Enterprise resource planning) and SCM (Supply chain 

management) software to manage and monitor the production 

line along with a large infrastructure involving RFID tags, 

barcodes, automation etc. to track the product during its 
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lifetime. Despite these investments, most organisations only 

have a limited visibility of the location of a product down the 

line due to analog gaps between enterprises. Existing 

solutions like EDI (Electronic data interchange) have their 

own problems for being out of sync along system boundaries. 

Using blockchain to record product status at each point of 

interest would enable a permanent and inalterable database 

that would also allow the tracing of the products to their 

source. In addition, using cryptocurrencies for payment 

between enterprises would streamline the payment process 

from days to minutes. Walmart has started using blockchain 

to manage its meat supply chain in China, allowing 

consumers to trace the food to its source. 

F. Education 

One of the problems of modern education system is the paper-

based issuing of certificates for diplomas, degrees and 

training certificates which frequently get misplaced and the 

original document may be lost or damaged over time due to 

catastrophes or neglect. Certificates issued digitally, for 

example by various MOOCs, also have to deal with the 

problem of central points of failure as an authority has to store 

it in some database. Institutions can separately or as a league 

create a database of all certificates and grading sheets on a 

blockchain with the linking of private data off the chain. 

Smart contracts can be put in place to facilitate the retrieval 

of data with the consent of the users, also facilitating 

companies in the hiring process. Massachusetts Institute of 

Technology has already implemented a pilot framework for 

distributing certificates to its graduates. 

 Another area of potential in the education sector is 

the use of cryptocurrencies such as Smileycoin which is 

rewarded to students upon successful completion of tests and 

drills within the tutor-web online learning platform.  

G. Security 

1) Safeguarding Data (from tampering) 

An attack that compromises a network and grants data access 

to the attacker could result in the altering of data as well as a 

point of failure if the data is wiped out. A solution is to 

distribute the data in a private blockchain, such that any 

changes to the data would be verified by other nodes before 

the change is accepted by the entire network. This not only 

maintains the integrity of the data but also dramatically 

improves the availability as an attacker would have to delete 

data from each of the participating nodes in the network to 

take the data offline. 

2) DDoS Mitigation 

The principle behind Denial of Service attacks is as simple as 

it is devastating. An attacker floods a target server with 

superfluous requests in order to overload a network host 

connected to the internet, consequently disrupting its services 

by taking it offline. It is also becoming cheaper to launch DoS 

attacks by renting botnets by the hour. On October 21, 2016 

Dyn DNS was hit by the largest DDoS attack in history (over 

1.2Tb/s of malicious connections). The centralised nature of 

the current system has continued to be the enabler of such 

attacks. Blockchain can be used to create a distributed 

network of nodes that host the content, making it infeasible 

for a hacker to attack. 

  One of the key players in the market is gladius, 

which allows users to rent out their unutilized bandwidth (for 

a price) and then add it to a global pool to serve content and 

act as CDN nodes by caching content all over the network. 

H. Internet/Apps 

1) Decentralized Storage 

Traditional file storage services such as Google Drive, 

Dropbox and OneDrive face problems related to security, 

privacy and data control. There have been growing concerns 

due to the restrictive nature of some of the services and recent 

data leaks like the Equifax hack or the Cambridge Analytica 

scandal. Most importantly though, it is the fact that one has 

to trust the companies with their confidential data that makes 

it a barrier for many people to use these cloud storage 

services. Blockchain can improve the field of decentralized 

storage by providing an immutable ledger—where data 

doesn’t disappear over time. There are multiple players of 

interest in the market at the time. 

 Storj is a decentralised storage project built on the 

Ethereum network based around file sharing. The platform 

separates and segregates parts of the files to nodes (users) in 

the network which are encrypted before being uploaded with 

only the user having a private key to validate authentication. 

Storj uses a distributed hash tables to locate all the shards and 

piece them together when a request for a file arrives. Being a 

distributed system means that most traditional data failures 

and outages faced by mainstream services are eliminated. 

2) Smart contracts 

Smart contracts can be defined as computerized transaction 

protocols that execute terms of a contract. They were first 

proposed by Nick Szabo in 1994, who is also often rumoured 

to be the real Satoshi Nakamoto, an allegation that he has 

denied. In the context of current blockchain implementations, 

smart contracts are generally used to mean computational 

code or programs that are executed within the framework of 

a blockchain or distributed ledger such as the Ethereum 

network. Ethereum, is one of the most popular blockchain 

based distributed computing platforms, launched with an 

intent to create an alternative protocol for building 

decentralized apps. Ethereum uses an abstract foundational 

layer: a blockchain with a built-in Turing complete 

programming language and a cryptocurrency, Ether which 

can be transferred between users and can be used to 

compensate participating mining nodes. A growing number 

of Distributed applications are being made on the Ethereum 

network from games to currencies. 

3) Distributed DNS  

Domain name systems are at the core of the modern Internet, 

where they are used to map domain names to IP addresses. 

The problem is that these DNS servers are controlled by 

governments and large corporations who could abuse their 

power to censor or spy on the Internet usage of the masses. A 

blockchain based DNS would allow the addresses to be stored 

on the nodes themselves without the possibility of any single 

node altering the data illegitimately. Distributed DNS would 

also improve privacy as there would be no traffic data 

between a user and the DNS lookup that could be monitored 

and reduce lookup speeds and eliminate server downtimes. 

An example is Namecoin, based on bitcoin which uses 

blockchain to decentralize and free. bit websites. 
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I. IoT 

In the last few years, the proliferation of the ability to connect 

things to the internet has made a variety of tasks possible from 

gathering and analysing sensor data for environments to 

controlling the physical world from a distance. The 

decentralised environment of blockchain with anonymous 

transactions can benefit the IoT sector by enabling lower 

operational costs, decentralised resource management, and 

robustness against attacks. 

1) Infrastructure for IoT ecosystems  

Blockchain can be used to set up innovative decentralized 

infrastructures for new IoT ecosystems. For example, 

SmartMesh is a protocol for internet of things which allows 

internet-free communications (in places where telecom 

network signals are not available), internet-free mobile 

transactions (by allowing phones, vehicles and other 

equipment to act as nodes in a p2p network), and network 

congestion solutions. Other examples in this sector are 

RuffChain and INTchain (short for Internet Node Token), 

which aims at trusted operability and onerous operations 

between different IoT systems, and a reliable data source for 

IoT applications with secure and trustless infrastructure 

respectively. RuffChain contains a distributed OS and an 

open blockchain to connect p2p network and consensus 

mechanism to IoT devices. 

2) SCM and Logistics based on IoT 

As described in an earlier section, blockchain can be used to 

augment traceability and considerably streamline the supply 

chain and logistics management for a large array of industries 

by facilitating and improving security, product-tracking, and 

anti-counterfeiting. Traceability can be improved by 

deploying microchips and linking blockchain to track the 

product through each stage of production as well as 

consumption and gain better end-to-end lifecycle 

management. Examples of companies using blockchain for 

these IoT applications include VeChain—which provides 

solutions for luxury goods, agriculture and food/drugs 

industries among others, MODsense—which similarly 

provides solutions for digital supply chain management and 

temperature sensing/monitoring for cold-chain applications. 

III. CHALLENGES AND RISKS OF ADOPTION 

Although blockchain is a breakthrough technology with 

applications that can radically innovate entire sectors and 

industries from finance and healthcare to music and 

education, it is not without its flaws. In this section, we 

discuss the various challenges and limitations that the 

blockchain technology faces and look at some of the proposed 

solutions in academia.  

A. Security 

With Bitcoin being used increasingly to conduct monetary 

transactions, attack vectors and security incidents have also 

increased. In February 2014, Mt. Gox, a bitcoin 

exchange based in Tokyo that oversaw almost 70% of Bitcoin 

transactions at its peak, suspended trading, closed its website 

and filed for bankruptcy protection. A large number of 

Bitcoin scams (Ponzi schemes, mining scams, scam wallets, 

fraudulent exchanges etc) and attacks (DDoS on exchanges 

and mining pools, Private account breaches via Trojans, 

malware from ads etc) have since come to light and have been 

studied. 

 51% Attack 

It refers to an attack on blockchain in which a group of 

miners controlling more than 50% of the network’s 

mining hash rate or computing power would be able to 

prevent new transactions from gaining confirmation or 

reverse recorded transactions, allowing them to double 

spend. Market based centralisation of computing power 

can increase the risk of a 51% attack. A study by 

Beikverdi et al. from 2014 showed that the 

decentralization factor of Bitcoin was gradually 

increasing from 0.26 in 2011 to 0.33 in 2014 (0 meaning 

total decentralisation). 

 Malleability attacks 

Data integrity is a crucial attribute in the Blockchain 

setting. It is necessary to verify that a transaction that has 

been added and recorded to a block had not been altered 

or tampered with. Blockchain, as earlier described, uses 

digital signature to maintain the integrity of the data. 

Malleability describes the fact that the signatures that 

prove the ownership of Bitcoin being transferred in a 

transaction do not provide any integrity guarantee for the 

signatures themselves. Therefore, in a malleability attack 

an attacker intercepts, modifies, and rebroadcasts a 

transaction, causing the transaction issuer to believe that 

the original transaction was not confirmed. 

 Authentication problems 

In Bitcoin, the private key is the chief authentication 

component. Authentication in           cryptocurrency 

controls self-certification. There have been some 

incidents with                    authentication for example, 

the well-known case of Mt. Gox. It was alleged that in 

the        attack, Mt. Gox’s storage that included private 

keys of their customer was stolen. This incident has 

motivated some studies in strengthening authentication 

in Bitcoin. In addition to the Mt. Gox case, Bos et al. state 

that the use of elliptic curve cryptography (ECC), which 

is used to derive Bitcoin addresses to users, is insufficient 

and does not have the required randomness. 

B. Scalability 

Scalability is the ability of a network to grow in order to 

manage increasing demands. In a distributed network like 

blockchain, anyone who wants to join the network needs to 

possess the entire data of the blockchain before starting a 

transaction to do it in a trust-less manner. The size of the 

bitcoin blockchain was about 185 GB at the end of September 

2018. This puts a huge bottleneck for entry. 

C. Migration 

 Moving the existing data, documents or frameworks from the 

old data base to the blockchain present a substantial amount 

of migration chores and might hinder the movement unless a 

considerable benefit is apparent. 

D. Privacy 

Blockchain network is essentially a distributed network with 

no trusted party. As a result, all the transactions are 

transparent and available for the general public. The security 

model for privacy in Block-chain (transparency with 

https://en.wikipedia.org/wiki/Bitcoin_exchange
https://en.wikipedia.org/wiki/Bitcoin_exchange
https://en.wikipedia.org/wiki/Tokyo
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pseudonymity) therefore comprises of breaking the 

information linking the transaction to the identity of the 

sender/receiver. The public can see all transactions, but 

without information linking the transaction to identities. 

There are studies that show this is not sufficient, for example 

Koshy et al. analysed a traffic pattern in Bitcoin and 

concluded that some subset of Bitcoin addresses could be 

mapped to an IP address simply by observing the transaction 

relay traffic. 

E. Wasted Resources 

The consensus mechanism used by blockchain—Proof of 

Work, requires a lot of computational power to be expended 

to find a solution. This computing power is essentially being 

wasted since no useful work is being done. A solution 

proposed. The energy efficiency problem is not handled in the 

computer engineering field at the moment. However, in 

special domains like mobile cloud computing, it might be one 

of the major issues in the future. Mining Bitcoins requires a 

high amount of energy to compute and verify transactions 

securely and with trustworthiness [1]. However, for the 

efficiency of mining and Proof-of-Work, it is important to 

decrease the amount of wasted resources. 
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