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Abstract— The mobile ad hoc network is decentralized type 

of network in which mobile nodes can join or leave the 

network when they want. Due to such type of property 

malicious nodes enter the network which triggers various 

type of security attacks. The wormhole attack is the active 

type of attack in which delay is increased in the network. In 

this research work, the approach of threshold is proposed for 

the isolation of malicious nodes in the network. The proposed 

technique detect malicious node based on the delay in the 

network. The proposed technique is implemented in network 

simulator version 2 and results are analyzed in terms of 

certain parameters. 
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I. INTRODUCTION 

In mobile ad hoc network, several hundred or even thousands 

tiny sensor nodes are deployed in an area for the continuous 

monitoring of environment. The deployed mobile nodes 

perform several operations like signal processing, 

computations and self-configuration of networks. The 

execution of these operations expands the network range and 

improves scalability as well [1]. A worldwide vision is 

offered within numerous applications through the 

employment of mobile nodes for their autonomous function 

and attainment of significant data from the network. The 

sensor nodes sense the information about surroundings and 

broadcasting. The execution of broadcasting task is extremely 

difficult in these networks because of the availability of 

restricted amount of sensor nodes and generation of 

enormous information. Base stations are established to gather 

information from the networks. The base station comprises 

larger amount of assets as compared to the normal sensor 

nodes because of which they do not have advanced restraints 

[2]. Gathering points gather information from adjacent sensor 

nodes and then forward this information to a middle 

controller. Therefore, wireless sensor networks preserve 

power and increase the life span of network. These networks 

are extremely dissimilar from other networks because of their 

distinctive features [3]. Wormhole intrusion is a denial-of-

Service kind of intrusion which occurs within the network 

layer and causes vast impact on routing, information 

collection and safety of networks. A single node or a cluster 

of nodes are accountable for generating this kind of intrusion 

or attack. A wormhole is produced where one end eavesdrop 

the information about a packet and then sends it to the other 

end through a channel [4]. Therefore, the packets are repeated 

in local area. In this situation, information is not altered and 

forwarded to the other end in a direct manner. Therefore, a 

speedy transferring rate is observed within the network. 

Though, in majority of situations, choosy or absolute 

dropping of packets is observed which causes disruption 

within network. During the wormhole intrusion, the 

information about MAC protocol is not required and the 

cryptographic methods cause no impact on it as well. 

Therefore, removal of this kind of intrusion from the network 

is extremely complex. The wormhole intrusion is a network 

layer intrusion which affects the network in direct manner. 

This intrusion does not require any information related to the 

applied cryptographic methods. Therefore, the recognition of 

this kind of intrusion or attack from the network is extremely 

complicated. This attack can be generated through single 

node or a group of nodes [5]. A dual-ended wormhole attack 

is mainly occurred within the networks where packets are 

eavesdropped by one end and information is transmitted to 

other end for its repetition in the local area. The generation of 

wormhole depends on the amount of nodes involved to 

produce a wormhole and the way in which it takes place. A 

keen out-of-band high bandwidth tunnel is established among 

the end points in the two-ended wormhole intrusion for 

generating a wormhole connection. Merely a valid route is 

utilized for the routing of every packet after its receiving by 

a wormhole end. In this case, valid routes are summarized to 

prevent nodes from increasing the hop counts. The second 

end point produces authentic structure of packet once more. 

In this kind of wormhole, just one attacker node having higher 

transferring ability is produced [5]. The route gone through 

this situation attracts packets in its direction. Single attacker 

node analogous to the earlier approach should be provided so 

that packets can be repeated among two distant nodes. 

Therefore, false associates are generated in this way. Three 

dissimilar kinds of models are produced because of the packet 

forwarding conduct of wormhole end points and the method 

used to hide or reveal the characteristics within the network. 

The source and destination are comprised in all these models 

with the malevolent nodes or attackers as described by the 

following figure. For Open Wormhole to occur within the 

network, the RREQ packets are monitored in a liberated 

wormhole intrusion because of the presence of malevolent 

nodes or attackers [6]. The attacker nodes are supposed to be 

accessible on some other route by another associate node in 

the network. Therefore, the identity of both of these nodes can 

be observed within the network in simple manner. Half-Open 

Wormhole attack or intrusion is extremely analogous to open 

wormhole attack. The only disparity is that the identity of just 

single node is revealed in this attack and another node is 

concealed from the network.  Therefore, the packets are 

modified at only one end. The identities of complete 

intermediary nodes are concealed on the route from source to 

target [7]. In Close Wormhole situation, just single-hop 

remoteness is supposed to be present amid source and 

destination. Therefore, in this attack, false neighbors are 

generated. 

II. LITERATURE REVIEW  

Jianpo Li, et.al (2018) proposed for minimizing the issues 

related to the wormhole intrusion [8]. Firstly, the algorithm 

established a neighbor node relationship list (NNRL) though 

the broadcast flooding. The entire nodes got the ID numbers 

of their adjoining nodes with the help of neighbor node 

relationship list (NNRL). The tested outcomes demonstrated 

that the localization fault of projected security DV-hop 

localization algorithm against wormhole attack (AWDV-
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hop) algorithm was reduced up to 80% in comparison with 

the DV-hop algorithm going through the wormhole intrusion. 

The localization fault was decreased up to 7 and 34%, 

correspondingly in comparison with label-based DV-HOP 

(LBDV-hop) and secure neighbor discovery based DV-HOP 

(NDDV-hop) algorithm. 

RanuShukla, et.al (2017) proposed the Trust and 

energy aware secure routing protocol (TESRP) offered 

protection for minimizing the impacts of wormhole intrusion 

[9]. The proposed technique was able to provide the security 

against wormhole intrusion. Therefore, the proposed protocol 

was considered as most appropriate trust based protocol amid 

other routing protocols. The theory of trust algorithm along 

with sequence number was implemented for providing 

security to the projected technique against wormhole 

intrusion.  

Bharat Bhushan, et.al (2017) stated that the main 

issue of wormhole intrusion was presented because it 

degraded the performance of entire network [10]. The 

malicious nodes triggered this intrusion inside the network 

without obstructing any other node and too in a situation 

when it was providing the genuineness and privacy to the 

network. No different path was assigned to the nodes 

deployed nearer to the malicious node after which every route 

was forwarded towards the wormholes. Inaccurate data was 

transmitted inside the network due to the launching of 

wormhole intrusion in modified link state routing protocols. 

In this study, the method of wormhole discovery and security 

was conversed as per the attained location data and time 

management among nodes deployed in the network.   

Mayank Kumar Sharma, et.al (2016) stated that 

wireless sensor networks employed a cluster suite where 

nodes were interlinked with each other for information 

sharing [11]. Thus, this network suffered more because of 

wormhole intrusion and its open communication scenario. 

These routing protocols minimized the effects caused by the 

malicious nodes inside the network. The performance of 

projected technique was compared with other AODV routing 

protocol for scrutinizing the risk diminution. In this study, 

effect of high broadcasting power on wormhole intrusion was 

examined which was the major aim of this study. Additional 

methods were too discovered in this study for the 

minimization of all these concerns. Qualnet 5.2 simulator was 

employed for simulation procedure, improvement process 

and for the scrutiny of outcomes.  

Ali Modirkhazeni, et.al (2016) reviewed wormhole 

intrusion due to its severe impacts on network. This attack 

degraded the performance of the network [12]. This intrusion 

utilized wormhole channel for the transmission of 

information from one end to other. Thus, this intrusion was 

recognized as one of the most adverse attack to be detected 

and isolated from wireless sensor network. In this study, a 

distributed network discovery approach was presented for 

minimizing the affects of wormhole intrusion. The simulation 

outcomes depicted that projected technique minimized the 

effect of wormhole intrusion up to 100% even in the situation 

when approximately 54% of sensor nodes were affected by 

the wormhole intrusion.  

Swati Bhagat, et.al (2016) presented a brief review 

of wireless sensor network and its extensive applications. The 

wireless sensor networks were employed in a number of 

regions for example army surveillance, patient monitoring, 

forest, and much more. In this study, the wormhole intrusion 

was reviewed as well. The nodes affected by these attacks 

were expressed as false courses. These courses were smaller 

in comparison with first course. This created problem in the 

routing of devices on the basis of division among the nodes 

in the existing scenario [13]. In this study, a technique was 

presented by means of which prevailing node broadcasting 

within the network was distinguished through wormhole.  

III. PROBLEM FORMULATION  

The research work is related to detection of worm hole attack 

in mobile ad hoc network. The security attacks are broadly 

classified into active and passive attacks. The active attacks 

are those which can reduce the network performance to great 

extend. The various techniques are designed so far for the 

isolation of malicious nodes from the network. The 

techniques which are designed so far for the detection of 

malicious nodes are based on the techniques of IDS. The IDS 

techniques generally require extra hardware and software for 

detection of malicious nodes from the network. Due to use of 

extra hardware and software in the network, it generally 

increases execution time of the network. The second major 

issue of the previous techniques is that it does not pin point 

the malicious nodes from the network which reduce accuracy 

of malicious node detection in the network. 

IV. RESEARCH METHODOLOGY  

This research paper is related to detection to malicious nodes 

from the network. To detect malicious nodes from the 

network the system will be designed which work into three 

phases. The complete description of each phase is described 

below:-  

 
Fig. 1: Proposed Methodology 
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A. Data Pre-processing: 

In the first phase, the network information is collected for the 

detection of malicious nodes from the network. In the data 

pre-processing phase, the best path is established from source 

to destination based on hop count and sequence number. The 

distance between sources to destination is calculated to 

analyzed network delay over the selected path.  

B. Delay Estimation: 

In the second phase, the distance which is calculated from 

source to destination on the basis of that expected delay is 

calculated. The expected delay is delay which is expected 

when source transmit data to destination  

C. Detection of Malicious Nodes:  

In the last phase, the malicious nodes are detected from the 

network based on the delay in the network. When the source 

establish path to destination, it will transmit data over the 

selected path. The actual delay between source and 

destination is calculated in this phase, when the actual delay 

is increased than the expected delay, then the node which is 

increased delay is marked as the malicious node  

V. RESULT AND DISCUSSION  

This research work is related to detection and isolation of 

wormhole attack in mobile ad hoc network. The results of 

proposed technique is compared with existing in terms of 

throughput and packet loss  

 
Fig. 2: Throughput Analysis 

As shown in figure 2, the throughput of the proposed 

technique is compared with the existing technique. The 

throughput of the proposed technique is high as compared to 

existing technique  

 
Fig. 3: Packet loss Analysis 

As shown in figure 3, the packet loss of the proposed 

technique is compared with the existing technique. It is 

analyzed that proposed technique has low packet loss as 

compared existing technique. 

VI. CONCLUSION  

In this paper, it is concluded that mobile ad hoc network is 

much vulnerable to various attack in the network. The 

security attacks are broadly classified into active and passive 

attacks. The wormhole attack is the active attack which 

increase delay over the network. The threshold based 

approach is proposed in the network for the detection of 

malicious nodes from the network. The proposed technique is 

implemented in network simulator version 2 and results are 

analyzed in terms of packetloss, throughput.  
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