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Abstract— The DIGITAL FORENSIC is a used to detect the 

malicious threats in any organization. There are several 

crimes occurring in the cyber networks to detect that threats 

this project is use full. DIGITAL FORENSIC is a project 

which helps the admin to access the employee system to 

collect the data from there system. The admin creates the 

package that contains the commands that explains the which 

type of data should collect. Once the package is created then 

it pushed n number of computers but the computers doesn’t 

know the data is collecting from there system. Then admin 

receives an encrypted data from all n number of systems and 

then the admin decrypts the encrypted data then we will get 

file with the all details from the employee system and then it 

is given to forensic analyzer to find threats. 
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I. INTRODUCTION 

The current cyber security environment and the challenges to 

our clients are exacerbated by the reliance on the availability 

and integrity of information. In recent years, cyber incidents 

have severely increased as hackers are now employing a level 

of IT penetration with sophistication, scale and scope not 

previously experienced. These attacks utilize technologies 

that can successfully bypass standard perimeter defence 

mechanisms and security procedures to plant highly 

sophisticated malicious software, allowing motivated 

adversaries to extract data and manipulate systems undetected 

by traditional sensors.  

In response to these threats, Client consulting is 

developing the Enterprise Collection Tool (ECT), a 

proprietary Incident Response tool that is designed to assist 

in the detection of malicious threats, without the need for file 

signatures. The ECT will scan the enterprise looking for 

malicious threats and indicators.  The overall goal of the ECT 

will be to collect data and, through analysis, detect malicious 

indicators across all Windows, Linux platforms. 

The ECT executable is pushed out onto the network 

utilizing the client’s enterprise patching solution (Example: 

SCCM). The ECT executable is pushed out to selected 

workstations or pushed out across the entire enterprise 

network and executed on the local workstations and servers. 

At the end of execution, the collected data will be 

password protected and encrypted utilizing AES256 bit 

encryption or similar; the preferred compact format would be 

7zip. The 7zip file is then sent via SFTP to a secure server 

within the organization’s infrastructure.  The 7zip module 

will be included in the packed code. 

The K-ECT tool is a platform agnostic tool with 

deployment capability across any network infrastructure 

identified by the client.  The tool will be dashboard driven, 

scalable and flexible to run in stealth mode across the 

enterprise 

II. TOOLS AND TECHNOLOGY 

The tools and technologies used in Digital Forensic 

application are: 

 C++  

Microsoft Visual C++ is an integrated development 

environment (i.e IDE) product by  the Microsoft for C++. 

 MFC 

MFC, as you probably already know, is Microsoft's C++ class 

library for Windows programming. 

 DOS Commands: 

The DOS commands are used to collect the data from the 

systems for the forensic analysis: 

III. HARDWARE & SOFTWARE REQUIREMENTS 

 Software requirements: 

 Technology used C++, Visual Studio, MFC using C++, 

7zip 

Operating System used Windows 

 Hardware requirements: 

 Processor used Intel 

 Hard Disk used 50GB 

 RAM used 8GB 

IV. EXISTING SYSTEM 

The current cyber security environment and the challenges to 

our clients are exacerbated by the reliance on the availability 

and integrity of information. 

In recent years, cyber incidents have severely 

increased as hackers are now employing a level of IT 

penetration with sophistication, scale and scope not 

previously experienced. 

The now a days the security issues are more in all 

organization so this digital forensic application is useful to 

avoid this treats so this application is developed 

V. PROPOSED SYSTEM 

Enterprise Data Collection Tool including: 

 Dashboard Driven Interface to compile the code through 

a graphical interface 

 Functionality across platforms 

 Secure host data collection (System, Enterprise, and 

Stand Alone Version) 

 Self-contained executable, which does not require any 

installation. 

 Secure executable that cannot be reverse engineered 

 Easily modifiable as malicious threats tactics   change 
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 Lightweight, configurable, and secure (data encryption). 

 Collects volatile, static system information across the 

enterprise network 

 Reduces the analysis efforts by providing a quick 

inspection of thousands of system at the same time 

 Multi-platform collection tool (Windows, Linux and 

MAC) 

 Provide the client with piece of mind that their enterprise 

is clean of adversaries 

 Backend configurable rules engines to facilitate the 

writing and revision of rules for the collection of IOCs   

 A rules engine that automates the analysis of identified 

IOCs that match specific singular or combinatorial IOC 

criteria.  The term combinatorial refers to the use of logic 

or mathematical logic to identify  

 A standardized data collection architecture that enables 

the creation of a data stored or repository such as a data 

warehouse for the aggregated analysis of collected data 

VI. SYSTEM ARCHITECTURE 

Digital forensic has developed a cyclical process to better 

identify and mitigate the risk from the attacks noted above.  

There are 6 key steps in the process: data collection, 

data analysis, forensic analysis, code analysis, development 

of indicators, and modification of data collectors.  

 
Fig. 1: overview of digital forensic 

VII. DATABASE 

DIGITAL FORENSIC application there is separate module 

called memory module. It is automatically used when it is 

needed. Then the data can be stored in the local folder or 

server.  

VIII. MODULES 

Client anticipates ECT to be developed in three discrete 

modules: 

 Incident Response (IR) 

The collects data from three main subsection categories:  

 Volatile Data 

 Indicators of Compromise (IOC) 

 System Information 

 PHI/PII Scanning and  

Collector is to scan for the presence of specific data patterns 

within a network environment. This module is specifically 

designed for pattern detection.   

The scanning module will have two components: 

 File type assessment  

 File data assessment.  

 Memory.  

Each module will have ability to run across all Windows, 

Linux and MAC platforms.  As such, here will be nine phases 

of work (three modules with three platforms each). 

IX. CONCLUSION 

Enterprise Collection Tool is a lightweight, self-contained, 

standalone executable. It does not install any software on the 

computer system, but just collects various data points that are 

desirable for statistical analysis purposes. These specific 

areas are looked at because they follow the Techniques, 

Tactics, and Protocols (TTPs) for malware threats and 

Advanced Persistent Threat (APT). 

The ECT will be designed as plug and play modules.  

The graphical dashboard / interface will be the main selection 

and input screen before the code gets deployed on the 

enterprise.   

X. FUTURE ENHANCEMENT 

1) Now the project is developed for the windows, and work 

for linux and MAC is going on. 

2) In future we can also add the different commands needed 

by the company in Incident response module 

3) In future we can also add the data base to store the 

encrypted files collected from that organization users.  

4) These future requirements shall be evaluated in the 

context of the development of the first version of the 

ECT tool.   
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