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Abstract— Nowadays, The Internet of Things (IoT) presents 

a dream of a future Internet where clients, registering 

frameworks and ordinary items having detecting and 

impelling capacities collaborate with remarkable comfort and 

efficient advantages. Likewise, with the present Internet 

engineering, IP-based correspondence conventions will 

assume a key job in empowering the pervasive availability of 

gadgets with regards to IoT applications. The difficulties are 

to stay away from the advancement of such models to straight 

forwardness and bound their effect in request to make 

conceivable this rising field. Shared validation between IoT 

gadgets and IoT servers is a significant piece of secure IoT 

frameworks. Single secret key based confirmation 

components, which are broadly utilized, are helpless against 

side-channel and dictionary attacks. As security will be a 

basic empowering element of most IoT applications, 

components should likewise be intended to ensure 

correspondences empowered by such innovations. In this 

paper, we examine the LoRaWAN IoT design. We assess its 

security by congregation possible attacks that can be 

launched on it, using the Castalia tool. At that point, we 

propose an improved variant of the LoRaWAN design that 

tackles those attacks. We assess the proposed solution as far 

as security and key administration requirements. 

Keywords: IoT Security, IoT Device Authentication, Secure 

Vault 

I. INTRODUCTION 

These days, Many individuals over the world much of the 

time browsing the web for their everyday prerequisites like 

browsing website pages, sending and accepting messages, 

watching recorded videos, playing music, video calling and a 

lot more assignments. Internet of thing makes each genuine 

article into virtual things, this is only a genuine miracle 

occurred by the web, sensors, and servers since these days 

every individual, just as things, are effectively locatable and 

addressable on the web.  

As the Internet correspondences framework 

develops to include detecting objects, proper instruments will 

be required to protect interchanges with such gadgets, with 

regards to future IoT applications, in regions as various as 

social insurance (for example remote patient checking or 

observing of older individuals), savvy network, home 

mechanization (for example security, warming and lighting 

control) and keen urban communities (for example 

appropriated contamination checking, brilliant lighting 

frameworks), among numerous others. After various research 

commitments in the ongoing past focusing on low vitality 

remote detecting applications and correspondence confined 

from the outside world, a move towards its mix with the 

Internet is occurring. 

People groups are able to effectively conveying and 

associating with one another. We can say that the internet of 

things is the only internet of everything. In the Internet of 

Things, we utilize unified structures for different 

administrations, in which focal database give all data, 

information and as per that information and data, brought 

together framework continue further.  

 
Fig. 1: LoRa WAN Network Architecture 

II. RELATED WORK 

In 2005, Daniele Puccinelli and Martin Haenggi learned 

about Wireless Sensor Networks: Applications and 

Challenges of Ubiquitous Sensing, in which Sensor systems 

offer an incredible mix of disseminated detecting, registering, 

and correspondence. They loan themselves to endless 

applications and, in the meantime, offer various difficulties 

because of their eccentricities, essential the stringent vitality 

limitations to which detecting hubs are commonly oppressed.  

The distinctive qualities of sensor systems directly 

affect the equipment structure of the hubs at any rate four 

dimensions: control source, processor, correspondence 

equipment, and sensors. Different equipment stages have just 

been intended to test the numerous thoughts produced by the 

examination network and to actualize applications to for all 

intents and purposes all fields of science and innovation. 

They are persuaded that CAS will almost certainly give a 

generous commitment to the advancement of this energizing 

field.  

In 2008 Zoran S. Bojkovic, Bojan M. Bakmaz, and 

Miodrag R. Bakmaz manage some security issues over 

remote sensor systems (WSNs). A review of ongoing patterns 

when all is said in done security prerequisites, commonplace 

security dangers, interruption location framework, key 

circulation plans, and target limitation is introduced. So as to 

encourage applications that require bundle conveyance from 

at least one sender to different beneficiaries, provisioning 

security in gathering interchanges is called attention to as a 

basic and testing objective. Introduced issues are critical for 

the future execution of WSN. 

In 2009, Fadi Hamad, Leonid Smalov and Anne 

James, "Vitality mindful Security in M-Commerce and the 

Internet of Things" in which Data protection and security are 

a noteworthy worry for M-trade and the Internet of Things. 

Safety efforts, for example, encryption might be executed to 

ensure classification, uprightness, and accessibility. 

Impediments in preparing power, battery life, correspondence 

transfer speed, and memory compel the pertinence of existing 

cryptography principles for cell phones.  
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This paper portrays an analysis to examine the 

computational prerequisites for the absolute most prevalent 

cryptographic calculations with reference to power and assets 

utilization. Given solid data on battery utilization, clients can 

settle on educated choices on which security plans to utilize.  

In 2010, Cristina Alcaraz, Pablo Najera, Javier 

Lopez and Rodrigo Roman, "Remote Sensor Networks and 

the Internet of Things: Do They Need a Complete 

Integration?" wherein Wireless sensor systems (WSN) carry 

on as a computerized skin, giving a virtual layer where the 

data about the physical world can be gotten to by any 

computational framework. 

Accordingly, they are a priceless asset for 

understanding the vision of the Internet of Things (IoT). Be 

that as it may, it is important to think about whether the 

gadgets of a WSN ought to be totally coordinated into the 

Internet or not.  

In this paper, they handle this inquiry from the point 

of view of security. While they will make reference to the 

diverse security challenges that may emerge in such a joining 

procedure, they will concentrate on the issues that occur at 

the system level.  

In 2010, Rolf H. Weber, "Web of Things – New 

security and protection challenges" in which The Internet of 

Things, a rising worldwide Internet-based specialized 

engineering encouraging the trading of products and ventures 

in worldwide store network systems affects the security and 

protection of the included partners. Measures guaranteeing 

the engineering's strength to assaults, information validation, 

and access control and customer protection should be set up. 

A satisfactory lawful system must consider the hidden 

innovation and would best be built up by a universal 

administrator, which is enhanced by the private segment as 

per explicit needs and along these lines turns out to be 

effectively flexible.  

The substance of the individual enactment must 

include the privilege to data, arrangements disallowing or 

limiting the utilization of systems of the Internet of Things, 

manages on IT-security-enactment, arrangements supporting 

the utilization of instruments of the Internet of Things and the 

foundation of a team doing research on the legitimate 

difficulties of the IoT.  

In 2011,Tobias Heer, Oscar Garcia-Morchon, René 

Hummen, Sye Loong Keoh, Sandeep S. Kumar and Klaus 

Wehrle, "Security Challenges in the IP-based Internet of 

Things" In which An immediate elucidation of the term 

Internet of Things alludes to the utilization of standard 

Internet conventions for the human-to-thing or thing-to-thing 

correspondence in installed systems. Despite the fact that the 

security needs are well-perceived in this area, it is as yet not 

completely seen how existing IP security conventions and 

structures can be sent.  

In this paper, they talk about the materialness and 

confinements of existing Internet conventions and security 

models with regards to the Internet of Things. To begin with, 

they give an outline of the sending model and general security 

needs. They at that point present difficulties and necessities 

for IP-based security arrangements and feature explicitly 

specialized confinements of standard IP security conventions. 

In 2011, Debasis Bandyopadhyay and Jaydip Sen, 

"Web of Things: Applications and Challenges in Technology 

and Standardization" in which the expression Internet of 

Things (IoT) messengers a dream of things to come Internet 

where interfacing physical things, from banknotes to bikes, 

through a system will give them a chance to take a 

functioning part in the Internet, trading data about themselves 

and their environment. This will give prompt access to data 

about the physical world and the articles in it prompting 

creative administrations and an expansion in effectiveness 

and efficiency.  

This paper examines the best in class of IoT and 

presents the key mechanical drivers, potential applications, 

difficulties and future research regions in the space of IoT. 

IoT definitions from an alternate point of view in scholarly 

and industry networks are additionally examined and 

analyzed. At last, some serious issues of future research in 

IoT are recognized and talked about quickly.  

In 2012, Hui Suo, Jiafu Wan, Caifeng Zou and 

Jianqi Liu "Security in the Internet of Things: A Review" In 

the previous decade, web of things (IoT) has been a focal 

point of research. Security and protection are key issues for 

IoT applications and still face some gigantic difficulties. So 

as to encourage this rising area, they, to sum things up, survey 

the exploration advancement of IoT and focus on the security. 

By methods for profoundly investigating the security design 

and highlights, the security necessities are given. Based on 

these, they talk about the examination status of key 

advancements including encryption component, 

correspondence security, ensuring sensor information and 

cryptographic calculations, and quickly plot the difficulties.  

In 2012, Huansheng Ning and Hong Liu, "Digital 

Physical-Social Based Security Architecture for Future 

Internet of Things" in which As the Internet of Things (IoT) 

is rising as an appealing worldview, a run of the mill IoT 

engineering that U2IoT (Unit IoT and Ubiquitous IoT) model 

has been introduced for the future IoT. 

In light of the U2IoT model, this paper proposes a 

digital physical-social based security design (IPM) to manage 

Information, Physical, and Management security points of 

view and displays how the compositional deliberations 

support U2IoT model. Specifically, 1) a data security model 

is built up to portray the mapping relations among U2IoT, 

security layer, and security necessity, in which social layer 

and extra knowledge and similarity properties are mixed into 

IPM; 2) physical security alluding to the outside setting and 

intrinsic foundation are enlivened by counterfeit invulnerable 

calculations; 3) prescribed security systems are 

recommended for social administration control. The 

proposed IPM consolidating the digital world, physical world 

and human social gives useful proposition towards the future 

IoT security and security insurance.  

In 2013, Rodrigo Roman, Jianying Zhou and Javier 

Lopez "On the highlights and difficulties of security and 

protection in conveyed web of things" wherein In the Internet 

of Things, administrations can be provisioned utilizing 

brought together models, where focal substances get, process, 

and give data.  

On the other hand, conveyed models, where 

substances at the edge of the system trade data and team up 

with one another in a dynamic manner, can likewise be 

utilized. So as to comprehend the pertinence and reasonability 

of this disseminated methodology, it is important to know its 
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points of interest and burdens as far as highlights as well as 

far as security and protection challenges. The reason for this 

paper is to demonstrate that the circulated methodology has 

different moves that should be comprehended, yet in addition 

different intriguing properties and qualities.  

In 2014, Qi Jing, Athanasios V. Vasilakos, Jiafu 

Wan, Jingwei Lu and Dechao Qiu, "Security of the Internet 

of Things: points of view and difficulties" examination about 

Internet of Things (IoT) is playing an increasingly more 

significant job after its appearing, it covers from customary 

hardware to general family articles, for example, WSNs and 

RFID. With the incredible capability of IoT, there go to a 

wide range of difficulties. 

This paper centers around the security issues among 

every single other test. As IoT is based on the Internet, 

security issues of the Internet will likewise appear in IoT. 

What's more, as IoT contains three layers: discernment layer, 

transportation layer and application layer, this paper will 

break down the security issues of each layer independently 

and endeavor to discover new issues and arrangements.  

This paper likewise breaks down the cross-layer 

heterogeneous combination issues and security issues in 

detail and examines the security issues of IoT all in all and 

attempts to discover answers for them. At last, this paper 

thinks about security issues among IoT and conventional 

system, and they additionally examined opening security 

issues of IoT.  

In 2014, S. Sicari, A. Rizzardi, L.A. Grieco, and A. 

Coen-Porisini, "Security, protection and trust in Internet of 

Things: The street ahead" in which Internet of Things (IoT) 

is portrayed by heterogeneous advancements, which agree to 

the provisioning of imaginative administrations in different 

application spaces. In this situation, the fulfillment of security 

and protection prerequisites assumes a principal job. Such 

prerequisites incorporate information secrecy and validation; 

get to control inside the IoT system, protection and trust 

among clients and things, and the authorization of security 

and security strategies.  

Customary security countermeasures can't be 

legitimately connected to IoT innovations because of the 

various principles and correspondence stacks included. In 

addition, the high number of interconnected gadgets emerge 

versatility issues; thusly an adaptable framework is required 

ready to manage security dangers in such a dynamic situation. 

In this study, they present the principle research difficulties 

and the current arrangements in the field of IoT security, 

recognizing open issues, and recommending a few insights 

for future research.  

In 2015, Ala Al-Fuqaha, Mohsen Guizani, Mehdi 

Mohammadi, Mohammed Aledhari and Moussa Ayyash 

"Web of Things: A Survey on Enabling Technologies, 

Protocols, and Applications" in which they overview about 

the Internet of Things (IoT) with accentuation on 

empowering advances, conventions, and application issues.  

 

The IoT is empowered by the most recent advancements in 

RFID, keen sensors, correspondence advances, and Internet 

conventions. The essential reason is to have keen sensors 

team up legitimately without human association to convey 

another class of uses. The present transformation in the 

Internet, versatile, and machine-to-machine (M2M) advances 

can be viewed as the principal period of the IoT. In the 

coming years, the IoT is relied upon to connect various 

innovations to empower new applications by associating 

physical items together in help of shrewd basic leadership.  

This paper begins by giving a level outline of the 

IoT. At that point, they give a review of some specialized 

subtleties that relate to the IoT empowering advancements, 

conventions, and applications. Contrasted with other 

overview papers in the field, our goal is to give an 

increasingly careful outline of the most significant 

conventions and application issues to empower scientists and 

application engineers to get up to speed rapidly on how the 

various conventions fit together to convey wanted 

functionalities without experiencing RFCs and the 

benchmarks determinations. 

They additionally give a diagram of a portion of the 

key IoT difficulties displayed in the ongoing writing and give 

a rundown of related research work. In addition, they 

investigate the connection between the IoT and other 

developing innovations including enormous information 

examination and cloud and mist figuring.  

They additionally present the requirement for better 

flat joining among IoT administrations. At long last, they 

present point by point administration use-cases to show how 

the various conventions exhibited in the paper fit together to 

convey wanted IoT administrations. 

III. LORA TECHNOLOGY 

The LoRaWAN determination is a Low Power, Wide Area 

(LPWA) organizing convention intended to remotely 

associate battery worked 'things' to the web in local, national 

or worldwide systems, and targets key Internet of Things 

(IoT) necessities, for example, bi-directional correspondence, 

start to finish security, versatility and restriction 

administrations.  

LoRa characterizes the lower physical layer; the 

upper systems administration layers were deficient. 

LoRaWAN is one of a few conventions that were created to 

characterize the upper layers of the system. LoRaWAN is a 

cloud-based media access control (MAC) layer convention, 

however, acts for the most part as a system layer convention 

for overseeing correspondence between LPWAN portals and 

end-hub gadgets as a directing convention, kept up by the 

LoRa Alliance. Adaptation 1.0 of the LoRaWAN 

determination was discharged in June 2015.  

LoRaWAN characterizes correspondence 

convention and framework engineering for a LoRa-based 

system, while the LoRa physical layer empowers the long-run 

correspondence to connect. LoRaWAN is likewise in charge 

of dealing with the correspondence frequencies, information 

rate, and power for all gadgets. LoRaWAN arranges design is 

conveyed in a star-of-stars topology in which passages hand-

off messages between end-gadgets and a focal system server.  

The entryways are associated with the system server by 

means of standard IP associations and go about as a 

straightforward extension, essentially changing over RF 

parcels to IP bundles and the other way around. The remote 

correspondence exploits the Long Range qualities of the 

LoRaÒ physical layer, permitting a solitary bounce to 



Secure Protocol in Internet of Things 

 (IJSRD/Vol. 7/Issue 04/2019/219) 

 

 All rights reserved by www.ijsrd.com 878 

connect between the end-gadget and one or numerous 

entryways.  

All modes are fit for bi-directional correspondence, 

and there is support for multicast tending to gatherings to 

utilize range amid undertakings, for example, Firmware 

Over-The-Air (FOTA) overhauls or different mass 

appropriation messages.  

The determination characterizes the gadget to-

foundation (LoRa®) physical layer parameters and 

(LoRaWAN) convention thus gives consistent 

interoperability between makers, as exhibited by means of the 

gadget affirmation program. While the particular 

characterizes the specialized execution, it doesn't characterize 

any business model or sort of organization (open, shared, 

private, endeavor) thus offers the business the opportunity to 

develop and separate how it is utilized. The LoRaWAN detail 

is created and kept up by the LoRa Alliance: an open 

relationship of teaming up individuals.  

A. Attacks in LoRa WAN 

1) DoS Attack 

2) Replay Attack 

3) Server Attack 

4) Key Attack 

 
Fig. 2: Existing Security Sequence 

 
Fig. 3: Attacks in a system Before Appling the proposed 

protocol 

 
Fig. 4: Proposed Security Solution Sequence 

 
Fig. 5: No Attacks in a system after Appling the proposed 

protocol 

IV. CONCLUSION & FURTHER DEVELOPMENT 

Internets of things are one of the conspicuous just as quickest 

developing innovations. It is exceptionally valuable for 

current life, improves the personal satisfaction, dependable, 

quickly available and adaptable too. In this paper, we 

examined the LoRaWAN security and demonstrate that it has 

some defenselessness that can be misused to dispatch 

assaults. At that point, we proposed an improved the current 

LoRaWAN security arrangement by presenting another trust 

element and a rundown of countermeasures to keep away 

from potential assaults that have been identified. By 

contrasting our answer with the essential LoRaWAN and to a 

current improved LoRaWAN security arrangement. 

REFERENCES 

[1] Hongmei Deng, Wei Li, and Dharma P. Agrawal, 

Routing Security in Wireless Ad Hoc Networks, IEEE 

Communications Magazine, Pp: 70-75, October 2002. 

[2] Daniele Puccinelli and Martin Haenggi, “Wireless 

Sensor Networks: Applications and Challenges of 

Ubiquitous Sensing “,IEEE circuits and systems 

magazine third quarter 2005. 

[3] Ye Ming Luand Vincent W. S. Wong, “an energy 

efficient multipath routing protocol for wireless sensor 

networks”   international journal of communication 



Secure Protocol in Internet of Things 

 (IJSRD/Vol. 7/Issue 04/2019/219) 

 

 All rights reserved by www.ijsrd.com 879 

systems, 2007; 20:747–766, in Wiley Inter Science 

(www.interscience.wiley.com).  

[4] Zoran S. Bojkovic, Bojan M. Bakmaz, and Miodrag R. 

Bakmaz, “Security Issues in Wireless Sensor Networks”, 

International journal of communications Issue 1, Volume 

2, 2008. 

[5] Shio Kumar Singh, M P Singh and D K Singh, Routing 

Protocols in Wireless Sensor Networks – A Survey 

International Journal of Computer Science & 

Engineering Survey (IJCSES) Vol.1, No.2, November 

2010.  

[6] R. Devisri and R.J.Archchana Devy, Reliable and Power 

Relaxation Multipath Routing Protocol for Wireless 

Sensor Networks, 2011 International Conference on 

Advancements in Information Technology With 

workshop of ICBMG 2011, IPCSIT vol.20 (2011) © 

(2011) IACSIT Press, Singapore. 

[7] S. Saqaeeyan and M. Roshanzadeh, “Improved Multi-

Path and Multi-Speed Routing Protocol in Wireless 

Sensor Networks”, Published Online March 2012 in 

MECS (http://www.mecs-press.org/), 2012, 2, 8-14. 

[8] Yash Arora and Himangi Pande, Energy Saving 

Multipath Routing Protocol for Wireless Sensor 

Networks , Journal of Engineering Research and 

Applications, Vol. 3, Issue 5, Sep-Oct 2013, pp.152-156.  

[9] Guimin Huang, Wujin Tao, Pingshan Liu and Siyun Liu, 

“Multipath ring Routing in Wireless Sensor Networks”, 

2nd International Symposium on Computer, 

Communication, Control and Automation (ISCCCA-

13), 2013. 

[10] Swati Lipsa, “An Empirical Study of Multipath Routing 

Protocols in Wireless Sensor Networks”, International 

Journal of Computer Science and Information 

Technologies, Vol. 5 (4) , 2014, 5375-5379. 

[11] Suraj Sharma and Sanjay Kumar Jena, “Cluster based 

Multipath Routing Protocol for Wireless Sensor 

Networks”, ACM SIGCOMM Computer 

Communication Review, Volume 45, Number 2, April 

2015, Pp.:15-20. 

[12] K Renuka and G. Murali, “providing security for 

multipath routing protocol in wireless sensor networks”, 

International Journal of Research in Engineering and 

Technology, eISSN: 2319-1163 | pISSN: 2321-7308.  

[13] N. Vijayarani and and A. Senthilkumar, “Multipath 

Routing Protocols in Wireless Sensor Networks: A 

Retrospective Review”, Indian Journal of Science and 

Technology, Vol 10(17), DOI: 

10.17485/ijst/2017/v10i17/106581, May 2017. 

[14] Trusit Shah and and S. Venkatesan , “Authentication of 

IoT Device and IoT Server Using Secure Vaults ”, 17th 

IEEE International Conference On Trust, Security And 

Privacy In Computing And Communications, 2324-

9013/18/31.00,2018,  

DOI: 10.1109/TrustCom/BigDataSE.2018.00117, 

Pp:819-824. 

http://www.interscience.wiley.com/
http://www.mecs-press.org/

