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Abstract— Today’s world is the smart world. In this smart 

world, everything that is from home to town everything is 

smart. We want to make a system that will give 24 into 7 

service By using registered password in this system we can 

unlock the door of smart locker  by which it increases the 

security level to prevent an unauthorized unlocking. Our main 

objective is to utilize the different electronic parts available 

in the market and build smart locker with multi-level security 

So that we can effectively turning your office or bedroom into 

a high –security vault. 

To grant and access to open the locker, user will require four 

factor of authentication. 

1) RFID key card 

2) Unique PIN 

3) Fingerprint Scan 

4) One-time pass code sent to their phone via SMS. 

It is whole a combination of Raspberry Pi, RFID reader, LCD 

touchscreen, Fingerprint Module, L298N motor driver 

module, Servo Motor and sms account to create the ultimate 

smart locker along with multi-level security. 
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I. INTRODUCTION 

Today the world has become a global village by the rapid 

spread of usage of internet. It is not only internet, but even 

some other science and technological advancements which 

have contributed in this development. There are many crimes 

which have increased due to this advancements like attack by 

thieves , vandals and intruders .Although whatever necessary 

efforts have been put for security of information over the 

internet and properties at home , still more efforts are needed 

for security in all the areas including shops and offices. For 

long lasting solution for the security of our lives and 

properties more efforts are needed in the matter of gadgets 

and locks from researcher. Thus, it has become a necessity to 

ensure security of our lives and our personal belongings. 

Today in maximum countries which are involved in usage of 

mechanical locks are facing high crime rates as these locks 

are easily broken. That becomes hard to find out which person 

had actually accessed our homes or apartment illegally with 

the help of these mechanical locks. Therefore, there must be 

a high demand for the usage of other types of locks especially 

electronic locks in place of mechanical locks. 

The main aim of my project is building a smart 

locker system that can effectively turn your office and 

bedroom into a high-security vault. Now if any user wants to 

open the locker my granting and accessing the same, he/she 

will be requiring four factors of authentication.  

1) RFID key Card 

2) Unique PIN 

3) Fingerprint Scan 

4) One-time pass code sent to their phone via SMS 

II. SYSTEM ARCHITECTURE 

 
Fig. 1: Proposed Architecture 

As shown in Fig. 1, System mainly works on Door of smart 

locker using different technologies and different components 

like rfid reader, finger print module, Raspberry Pi B-3 model, 

and display Screen, servo motor and mobile device. Basically 

System is featured for security of locker implemented for 

locker security having automation in it. 

Raspberry pi requires 5v DC supply which have in-

build Wi-Fi module. For this research work with raspberry pi 

3 model b+ attached with EM-18 RFID Reader Module via 

RS 232 to USB Converter and provide personal power supply 

to the rfid reader.  Also attached Raspberry Pi Touch Display 

with raspberry pi 3 Provide voltage supply to the raspberry 

pi. Also with raspberry pi 3 attached fingerprint module 

through serial usb converter, attached servo motor with 

raspberry pi through L298N motor driver. Install in memory 

card Raspbian OS, then write program for whole the 

arrangement working as per the requirement after the whole 

arrangement can done if user want to open smart locker then 

user can swipe the rfid card. 

Then enter unique pin   and after entering unique pin 

user have to scan finger through the fingerprint module if that 

fingerprint match with enrol data then user gets otp via sms 

that otp user have to type in touch display raspberry pi if get 

right command from this correct otp then motor driver gives 

signal to servo motor so servo motor start to rotate. Hence the 

lock system is open and when user press # button at a time 

system again lock. 

Smart locker system having different hardware component 

like: 

1) Raspberry Pi 

2) Raspberry Pi Touch Display   

3) EM-18 RFID Reader Module 

4) Fingerprint Module 

5) L298N Motor driver Module 

6) Servo Motor 

A. Raspberry Pi 

Raspberry Pi 3Model B+ is the third generation Raspberry Pi. 

It replaced with Raspberry Pi 3 Model B in March 2018. As 

of March 2018, Raspberry Pi-3 Model B+ is the newest 

version of Raspberry Pi. It is as small as credit card size. 
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Compared to the Raspberry Pi 3, it has 802.11n dual band 

Wireless LAN as well as Bluetooth 4.2 and Bluetooth Low 

Energy (BLE). For the Raspberry Pi-3 Model B+, CPU speed 

ranges from 700 MHz to 1.4 GHz and on board memory range 

from 256 MB to 1 GB RAM. 

Raspberry Pi-3 Model B+ which uses system on 

chip (Soc) BCM2837B0. It does not have storage drive but 

one can use SD card for storing operating system as well as 

for booting and long term process. The Raspberry Pi-3Model 

B+ runs on Raspbian OS and it is programmed using python 

2.7.6. Four USB ports for external storage, 40 GPIO pins for 

interfacing with hardware and full HDMI port are available 

on Raspberry Pi3Model B+ board. In our System, In our 

system ,Raspberry pi that act as a main controller of our 

system. With Raspberry Pi we can interface rfid module, 

Touch display, fingerprint module, L298N Motor driver and 

servo motor. 

 
Fig. 2: Raspberry pi 3 Model b+ 

B. Raspberry Pi Touch Display   

A touchscreen is an electronic visual display which can be 

used for  ‘detecting’ and effectively ‘locating’ any touch or 

movement on the display area of screen. It is delicate and 

sensitive to the touch of a human finger, hand, pointed finger 

nail and passive objects like stylus. Any user can easily move 

things on the screen, scroll them, make them bigger (can 

zoom it) and much more can be done. 

 
Fig. 3: Raspberry Pi Touch Display 

Touchscreen drivers with the help for 10-finger 

touch and an on-screen keyboard will be easily combined and 

integrated into the latest Raspbian OS for total functionality 

without any physical keyboard or mouse. By this you can 

simply turn your Raspberry Pi into a touch screen tablet or an 

infotainment system, or standalone device. In our project in 

touch display we can enter unique pin and otp from sms. 

C. EM-18 RFID Reader Module 

EM18 RFID Reader is a module that reads the ID information 

stored in RFID KEY CARDS. This ID information is unique 

for every TAG which cannot be copied.EM-18 RFID reader 

module uses a RFID reader that can read 125 KHz tags. So, 

it can be called as a LF RFID reader. In our project with 

raspberry pi 3 model b+ attached with EM-18 RFID 

Reader Module via RS 232 to USB Converter and provide 

personal power supply to the rfid reader. 

 
Fig. 4: EM-18 RFID Reader Module 

D. Fingerprint Module 

Finger Print Sensor, is a device which we have used to verify 

the identity of a person for various purposes and security. 

Nowadays we can see fingerprint-based systems have 

become common everywhere with the development of all the 

countries. One of the boon of fingerprint-based systems is 

that passwords and / or number codes can be completely 

removed. The finger print module can directly interface with 

3v or 5v with Raspberry Pi. 

 
Fig. 5: Fingerprint Module 

E. L298N Motor Driver Module 

The L298N could be a dual H-bridge motor driver that 

permits speed and direction management of 2 DC motors at 

the identical time. The module will drive DC motors 5v and 

35V, with a peak current up to 2A. In our project l298n gets 

command from raspberry pi and its gives signal to rotate 

servo motor so our locker can be either open or closed as per 

the signal given by raspberry pi. 

 

https://components101.com/sensors/rfid-tag


Design and Development of Smart Locker with Multi Level Security 

 (IJSRD/Vol. 7/Issue 04/2019/118) 

 

 All rights reserved by www.ijsrd.com 463 

F. Servo Motor 

Servo motor works on Pulse Width Modulation 

principle implies that its angle of rotation is controlled by the 

amount of applied pulse to its management PIN, 

primarily servo motor is formed of DC motor that is 

controlled by a resistance (potentiometer) and a few gears. In 

our project with the help of servo motor we can made a 

mechanism that can open door and close door of smart locker. 

Servo motor works on Pulse Width Modulation 

principle, implies that its angle of rotation is controlled by the 

amount of applied pulse to its management PIN 

III. SOFTWARE DESCRIPTION 

Raspberry Pi 3 Processor is a new Processor. It has a In the 

present work the software for the Raspberry Pi and smart 

locker with multilevel security  is developed using Python 

and Send SMS using Fast2SMS Python API. The raspberry 

pi whatever used processor supports the Linux, java, C++,C, 

Python2, Python3 etc. In the present work the programming 

is developed in Python language in Raspbian Operating 

System. Python may be a high-level programing language, 

with application in various areas, together with internet 

programming, scripting, scientific computing and AI.. The 

Raspberry Pi is support for all programming languages.  

A. Send OTP using Fast2SMS Python API 

With fast2sms service we can sent otp to user mobile number 

with this otp user can open the door of smart locker, using 

this python script Fast2SMS services can send a SMS. To use 

this script, you need to first sign up at https:// 

www.fast2sms.com and get your API key. Integrate the API 

key that you obtain from FAST2SMS in this script and you 

are all set to send your first SMS.FAST2SMS comes with two 

different types of API keys - Free and Paid. Free API key is 

the one which is used when you send a SMS from Fast2SMS 

website. Paid API secrets the one accustomed send SMS 

directly from code or scripts. The task of sending Free SMS 

from your script rather than using the Fast2SMS web 

site is handled during this script. Simply place your API keys 

and run the script. 

Fast2SMS has introduced a new service named 

quick transactional route in which you can send SMS to DND 

+ Non DND numbers without submitting company 

documents (template based SMS) mainly for One time 

password (OTP), Alerts, Informative SMS in which the 

message text is fixed with some dynamic values like: Your 

OTP is: {#AA#} (it contains 5 digit dynamic value named 

{#AA#} 

IV. FLOWCHART AND ALGORITHM 

Flow of working of the system and flow of the programme 

are shown in these following steps:  

Steps Included: 

1) Start. 

2) Initialization of Raspberry pi, rfid reader. 

3) Person swipe card on rfid reader 

4) Person can enter unique pin in raspberry pi Touch display 

5) If unique pin correct than that person have to Scan 

fingerprint through fingerprint module if Fingerprint is 

correct than that have to follow Next step. 

6) One-time pass code sent to their phone via SMS 

7) If OTP correct then locker open automatically  Otherwise 

locker remains closed only 

8) End 

 
Fig. 6: Flowchart 

V. EXPLANATION OF EXPERIMENTAL SETUP 

Initialize Rpi, if user want to open locker then user have to 

swipe card on rfid reader, then user have to enter its own 

Unique pin that one pre-defined ,after entering unique pin 

user have to scan fingerprint on fingerprint module if finger 

print is matched with enrol data then  otp message sent to user 

mobile number ,at last user have to enter that otp in touch 

screen and smart locker open automatically if any one step 

false by user then door remains closed only user can lock door 

by pressing # button.  

 
Fig. 7: Fingerprint module, RFID reader and Touch display 

interfacing with Raspberry Pi 
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The experimental setup is shown in above figure 

VI. ADVANTAGES 

1) More Convenient – Given the selection, most of the 

people would rather not carry round a locker key once 

they are at an event. Whether swimming, at a festival or 

working out, a key will be uncomfortable to carry, or a 

nuisance which individuals worry about losing. 

2) No More Lost Keys – Any business with lockers can 

know the way usually keys get lost or stolen. With a 

memorised code, there are not any keys to lose. In a key 

card system, missing cards are abundant quicker, cheaper 

and easier to replace than cutting a new key. 

3) Kid Safety – it's easier to keep young children inside 

using electronic door locks that are often childproof. 

4) Reduced Wear and Tear – Physical mechanisms are 

subject to lots a lot of wear and tear than electronic ones. 

Either entering a code or swiping a card each mean 

there’s no mechanism or keys to become worn out, bent 

or broken. 

5) Less administration – during a manual system, somebody 

has to take care of keys, store them, sign them out and 

replace them. In an electronic system, you'll let the users 

bear in mind their own codes, reducing wasted 

employees time and costs. 

6) More Visually Impressive - It may seem shallow, but 

looks count. A room filled with electronic lockers are 

often lots additional spectacular and fashionable than one 

full of mechanical lockers. 

7) Increased Flexibility – Electronic lockers are 

reconfigured with much more ease than mechanical 

lockers. The amount charged, the code for every locker, 

however long it stays locked or unlocked for, etc., are all 

simply tweaked and tested. 

VII. CONCLUSION 

 We have designed the System that can reduce human 

efforts and provide security. 

 Proposed system is affordable, reliable and components 

are relatively available. 

 It is also portable, transferable and easily upgradable. 

 The security level gets enhanced due to the usage of 

Raspberry Pi-3 Model B+ which sends the message 

(OTP) to the user. 

 Raspberry pi results to be smart economic, efficient 

platform and optimized for implementing the smart 

locker with multilevel security.                                                
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