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Abstract— Mobile Cloud Computing, for short MCC, is a 

service model that integrates both mobile and cloud 

computing into one service. In mobile cloud computing, the 

security is important. Moreover, encryption method such as 

RSA and Diffie Hellman cryptosystem fails against the 

attacks launched by quantum computer. The purpose of this 

system is to design and implement a framework that employs 

unique authentication method that relies on third party 

identification which is required to accurately identify and 

authenticate real user in order to reduce the risk of uncover 

confidential data to unauthorized party in Mobile Cloud 

Computing, MCC. Cloud computing is a service provided for 

user to store and process their data online instead of local 

device. Mobile Cloud computing which an extension of the 

cloud is computing service allows user to remotely access 

their data and services that are being uploaded to the cloud 

beforehand in any place and any time as long as they have 

internet connection in their personal mobile device. Hence, 

Homomorphic Signature scheme is introduced along with the 

Identity Management (IDM) server into the mobile cloud 

computing in order to address this issue by applying implicit 

authentication method to differentiate between the genuine 

and non-genuine user which allows system to authenticate the 

clients accurately. The details of the framework will be 

further explained later in this paper, where the user will be 

authenticated with IDM as medium and no password is used 

throughout the authentication process, allowing the client to 

be safely authenticated at the end of the process.  
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I. INTRODUCTION 

Mobile computing provides wireless communication services 

which can perform transmission of information to other 

devices through the format of voice, data or in form of visual 

presentation such as image and video. On the other hand, 

cloud computing is a method of utilizing the function remote 

server which is not locally hosted. Through the internet 

connection, the user can remotely access the server anytime 

and anywhere [1] to perform store, manage, backup and 

process the information outside of the device once the 

specific user is authenticated. Example of the few famous 

cloud providers are GoogleDrive, Amazon S3 and DropBox.  

This service provides a lot of convenience for the users as 

they do not need to consider towards monetary matter such as 

being charged with extra cost like investing money on setting 

up infrastructure, hardware and software inspection, 

maintenance and expansion of their own storage server as 

most of the work are managed by the remote cloud service 

provider, where clients only need to concern about how much 

the cost of the resources which is charged based on their 

usage. What is MCC? “Mobile cloud computing is an 

emerging cloud service model following the trend to extend 

the cloud to the edge of networks.” [2]  

The unique authentication i.e. third party 

identification is helpful to provide security to data on 

cloud.MCC is flexible as it is compatible with various mobile 

operating system platform such as Android, IOS and 

Windows. By integrating mobile device into cloud 

computing, MCC enables mobile users to access the cloud as 

well, where users can monitor their smartphone by utilizing 

the cloud’s resource to process some the mobile’s computing 

task. Since the amount of mobile phone owner has been 

increasing significantly compared to computer user. By 

implementing the cloud computing technique into mobile 

device, users are now able to access and receive services from 

the cloud remotely through their individual portable device. 

Even though this technology benefits the user by allowing 

them to conveniently access to the cloud services through 

their mobile device remotely, it is inevitable that the MCC 

cannot escape cybersecurity challenges especially in the user 

authentication aspect.  

II. RELATED WORKS 

MCC’s authentication that eliminates the use of password, 

there are several existing solutions that are almost identical in 

the authentication method that is proposed in this paper. Even 

though the approaches are different, they still share the 

fundamental concept of identification which is to deploy a 

framework that can authenticate and identify user while 

reducing the need for them to disclose their SPI. The 

elimination of password during authentication process greatly 

reduce the chance of allowing user’s credential to be stolen 

as there is insufficient information regarding user’s credential 

to be sniffed out by the attacker which can be used to get 

authenticated.  

Q. F. Hassan et al. [1] contains IT, business, and 

academia folks ask about cloud computing with the intention 

to understand it better. This paper tries to demystify cloud 

computing by simplifying its terms to readers with different 

IT interests. I. Khalil et al.[3] contains information about 

Consolidated Identity Management System for secure 

mobile. It contains techniques employed for data security and 

privacy, and discuss the networking and computing 

technologies that enable smart cities. S. Smita et al. [4] 

contains information about Identity Management issues in 

Cloud Computing and also privacy issue and different kind of 

identity management technique that are used for preserving 

the privacy.H. Mohammed et al. [6] contains information 

such as Mobile cloud computing is an extension of cloud 

computing that allow the users to access the cloud service via 

their mobile devices. Although mobile cloud computing is 

convenient and easy to use, the security challenges are 

increasing significantly. One of the major issues is 

unauthorized access. Identity Management enables to tackle 
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this issue by protecting the identity of users and controlling 

access to resources. The proposed framework implicitly 

authenticates a user based on users typing behavior. The 

authentication information is encrypted into homomorphic 

signature before being sent to IDM server and tokens are used 

to authorize users to access the cloud resources. Advantages 

of our proposed framework are - users identity protection and 

prevention from unauthorized access. 

III. METHODOLOGY 

1) Mobile device sends authentication request along with its 

identity (each device have their unique identity) and 

address to IDM.  

2) IDM will then verify the identity of the mobile device 

and create an instruction that randomly splits out the 

certain part of the identity which will be sent along with 

the address of the assigned cloud (for encryption 

purpose) to the mobile device.  

3) The IDM then sends out the same partial value of the 

identity to the Cloud (cloud won’t know what it is), 

instructing the cloud to only encrypts the matching 

partial identity that will be sent by the mobile device 

later.  

4) After the mobile device receives the address of the cloud 

and the split instructions, the mobile device will split out 

the partial identity according to the instructions received.  

5) The partial identity is then being sent to cloud to be 

encrypted.  

6) The cloud will compare the received partial identity 

value with the ones received from the IDM, once it is 

matching, it will start the homomorphic encryption 

process. Once it is completed, the cloud will send the 

encrypted partial identity back to mobile device and 

another one to IDM.  

7) The encrypted partial identity is then sent back to mobile 

device to be combined with the other original part of the 

identity (as header) before being sent to IDM for final 

verification.  

8) IDM will then perform final verification by first 

comparing the identity header with the one initially 

received in step 1(IDM knows the specific header for that 

particular identity as it was the one initially had the 

identity values split) and then compare the homomorphic 

side of the identity.  

9) Once the final verification is successful, the IDM will 

send the service request along with mapped dummy 

name and the mobile device address to the cloud server 

(can be different cloud server based on user's service 

request), allowing mobile device to receive service from 

the cloud.  

 

 
Fig. 1: Homomorphic Identity Management Framework. 

A. Signature Algorithm 

 The JWT signature algorithm will be using to sign the 

token. 

 Then sign out JWT with our Apikey secret. 

 Then JWT claims. 

 If it has been specified, let's add the expiration. 

 Build the JWT and serializes it to a Compact, URL-safe 

string. 

IV. RESULT 

In this system only genuine user is registered on the cloud. 

And this system is useful for the identify authorized and 

unauthorized user. Public key schemes like previously 

mentioned RSA is vulnerable to the attack launched by 

quantum computer through Shors algorithm. Shors algorithm 

is applicable for quantum computing, where if it is 

implemented, multiple quantum computer can be used to take 

down the RSA algorithm, breaking its factorization 

effectively. Knowing that RSA public key cryptography can 

be easily defeated is quite devastating. Hence, an effective 

authentication must be proposed in order to combat the 

mentioned scenario and allow user to get authenticated 

without risking their SPI being exposed. In order to 

strengthen the legitimacy of authentication process over the 

cloud, third party Identity Management (IDM) is introduced 

with its function as to identify a particular person on the bases 

of claimed values such as name, email, phone number and 

address. The IDM can be used as a middle man that can 

represent and get identified on behalf of their client towards 
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the cloud server while eliminating the use of password as 

authentication medium. 

Security Algo -

rithms 

Efficiency over quantum 

computer attacks 

Key 

(bits) 

RSA vulnerable 1024 

Diffie Hellman vulnerable 
224 and 

2048 

Homomorphic 

Signature 

Resolve by Unique ID 

Management 
256 

Table 1: Comparison between Security Algorithms 

If key length is increases then efficiency of the 

algorithm is decreases. So, Homomorphic Signature 

Algorithm is efficient. 

V. CONCLUSION 

Because of Homomorphic Signature Algorithm identify 

particular person. The confidentiality of the mobile user’s SPI 

is always at risk when they are used during authentication 

process as they are connected to the network where they 

would send their information through internet towards the 

cloud in order to get verified and authenticated. By doing so, 

there is a chance that the mobile user will fall victim into man 

in the middle attack where the packets sent by their device 

will go through the unauthorized eavesdropper’s filter before 

actually reaching the authenticator. This allows their 

information to fall into the hands of the attacker, 

compromising their privacy as well as their identity. Thus by 

granting unauthorized access towards their personal accounts 

through impersonation by the attackers since the SPI sent out 

is the only information/prove provided that can be used to 

identify uniqueness of the user.  
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