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Abstract— Outlier mining is an important task of discovering 

the data records which have an exceptional behavior 

comparing with other records in the remaining dataset. 

Outliers do not follow with other data objects in the dataset. 

There are many effective approaches to detect outliers in 

numerical data. Most of the earliest work on outlier detection 

was performed by the statistics community on numeric data. 

But for categorical dataset there are limited approaches by 

using memory efficient incremental local outlier (MiLOF) 

detection algorithm and ROAD (Ranking-based Outlier 

Analysis and Detection algorithm). 
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I. INTRODUCTION 

Outlier detection is the process of detecting instances with 

unusual behavior that occurs in a system. Effective detection 

of outliers can lead to the discovery of valuable information 

in the data. Over the years, mining for outliers has received 

significant attention due to its wide applicability in areas such 

as detecting fraudulent usage of credit cards, unauthorized 

access in computer networks, weather prediction and 

environmental monitoring. A number of existing methods is 

designed for detecting outliers in continuous data. Most of 

these methods use distances between data points to detect 

outliers. In the case of data with categorical attributes, 

attempts are often made to map categorical features to 

numerical values. Such mappings impose arbitrary ordering 

of categorical values and may cause unreliable result. Many 

systems today are able to generate and capture real-time data 

continuously. Some examples include real-time “An outlier 

is a data point which is significantly different from the 

remaining data”. Hawkins formally defined [5] the concept of 

an outlier as follows: “An outlier is an observation which 

deviates so much from the other observations as to arouse 

suspicions that it was generated by a different mechanism”. 

Outliers are also referred to as abnormalities, discordant, 

deviants, or anomalies in the data mining and statistics 

literature. 

In most applications, data is created by one or more 

generating processes that could either reflect activity in the 

system or observations collected about entities. When the 

generating process behaves in an unusual way, it results in the 

creation of outliers. Therefore, an outlier often contains 

useful information about abnormal characteristics of the 

systems and entities, which impact the data generation 

process. The recognition of such unusual characteristics 

provides useful application-specific insights. In many data 

mining applications, the data objects are described using 

qualitative (categorical) attributes. The acceptable values of 

such a qualitative attribute are represented by various 

categories. The information on the occurrence frequencies of 

various categories of a categorical attribute in a given data set 

is very useful for many data-dependent asks such as outlier 

detection. Though there are many numbers of methods [1], 

[2], [6] for outlier detection in numerical data, the problem of 

outlier detection in categorical data is still evolving.  

II. PRESENT WORK / RELATED WORK 

A data point's degree of outlierness should be measured 

relative to its neighbors; hence they refer to it as the local 

outlier factor"(LOF) of the data point. Tang et al. [11] argued 

that an outlier doesn't always have to be lower density is not 

a necessary condition to be an outlier. They modified LOF to 

obtain the connectivity-based outlier factor (COF) which they 

argued is more effective when a cluster and a neighboring 

outlier have similar neighborhood densities. Local density of 

a is generally measured in terms of k-nearest neighbors; LOF 

and COF both exploit properties associated with k-nearest 

neighbors of a given object in the data set. However, it is 

possible that an outlier lies in a location between objects from 

a sparse and a denser cluster considers neighbors and `reverse 

neighbors' of data point when estimating its density 

distribution impacting performances of these methods. To 

overcome this obstacle clustering-based algorithms have 

been proposed an algorithm to detect outliers [4, 5] and the 

basic idea is that a data point is an outlier if it does not belong 

to any cluster.  

 Greedy:  

The Greedy algorithm proposed the idea of finding a small 

subset of the data records that contribute to eliminate the 

disturbance of the dataset. This disturbance is also called 

entropy or uncertainty. The Greedy algorithm complexity is 

O(k *n*m*d), where k is the required number of outliers, n is 

the number of objects in the dataset D, m is the number of 

attributes in D, and d is the number of distinct attribute values, 

per attribute. 

 AVF (Attribute Value Frequency):  

The AVF algorithm complexity is lesser than Greedy 

algorithm since AVF needs only one scan to detect outliers. 

The complexity is O (n * m). It needs ‘k’ value as input 

Memory efficient incremental local outlier (MiLOF) 

Algorithm: 

1) Step 1: Read data set D 

2) Step 2: Label all the Data points as non-outliers 

3) Step 3: calculate normalized frequency of each attribute 

value for each point xi 

4) Step 4: calculate the frequency score of each record xi as, 

Attribute Value Frequency of xi. 

5) Step 5: compute N-seed values a and b as b=mean (xi), 

a=b-3*std (xi), if max (Fi) > 3*std (Fi) 

6) Step 6: If Fi< a, then declare xi as outlier 

7) Step 7: return KN detected outliers. 
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Fig. 1: Example of normal and outlier points from Sensor 

Network Dataset. Outlier points are denoted by asterisk 

Let consider above dataset having 12 data point and every 

data point is having attribute. 

We label all the data point as non outliner first. Let 

D be the Categorical dataset, contains 'n' data points, xi, 

where i= 1...n. If each data point has 'm' attributes, we can 

write xi = [ xi1, .....xil,.....xim ], where xil is the value of the 

lth attribute of xi. 

b=mean (xi) = mean(1) 

a=b-3*std (xi)=  mean(1)-3*std (1) 

if max (Fi) > 3*std (Fi) = max(5) > 3*std(5) 

Then Fi > a value then xi is outliner. 

 Ranking-based Outlier Analysis and Detection 

algorithm:  

Given a data set D consisting of n objects described using m 

categorical attributes; the aim is to determine the likely set 

indicating the objects that are most likely outliers. 

Subsequently, a unified set of the most likely outliers is 

constructed using these two individual rankings. Therefore, 

name of method as Ranking-based Outlier Analysis and 

Detection (ROAD) algorithm. This algorithm addresses the 

issue of dealing with categorical data for outlier detection by 

providing a novel definition for outliers. As per our novel 

approach, a data object turns out to be an outlier in two 

scenarios: either the categorical values describing that object 

are relatively infrequent (hereafter denoted as Type-1), or the 

combination of the categorical values describing that object 

is relatively infrequent, though each one of these values are 

frequent individually (hereafter denoted as Type-2). These 

scenarios can be depicted pictorially as shown in Figure 2. 

 
Fig. 2: Various scenarios of outlier occurrence 

For a simple data set described using two categorical 

attributes. In this figure, the object O1 turns out to be an 

outlier of Type-1 as its value corresponding to the second 

attribute is infrequent. 

The general problem of identifying outliers has been 

addressed by very different approaches that can be roughly 

classed as global versus local outlier models. A global outlier 

model leads to a binary decision of whether or not a given 

object is an outlier. A local outlier approach rather assign as 

degree of outlierness to each object. Such an outlier factor is 

a value characterizing each object in how much this object is 

an outlier. In those applications where it is interesting to rank 

the outliers in the database and to retrieve the top-n outliers, 

a local outlier approach is obviously preferable. A different 

classification of outlier approaches discerns between 

supervised and unsupervised approaches. A supervised 

approach is based on a set of observations where the status of 

being an outlier or not is known and the divergences between 

those different types of observations is learned. An example 

for this type of approaches is [3]. Usually, supervised 

approaches are also global approaches and can be considered 

as very unbalanced classification problems (since the class of 

outliers has inherently relatively few members only). 

However, in most cases outlier detection is encountered as an 

unsupervised problem since one does not have enough 

previous knowledge for supervised learning. Statistical 

approaches to the identification of outliers are based on 

presumed distributions of objects. The classical text-book of 

Barnett and Lewis [5] discusses numerous tests for different 

distributions. The tests are optimized for each distribution 

dependent on the specific parameters of the corresponding 

distribution, the number of expected outliers, and the space 

where to expect an outlier.  

III. PROPOSED ALGORITHM 

The new hybrid approach is design for outlier detection 

analysis of Categorical dataset by merging MiLOF (Memory 

efficient incremental local outlier) and Ranking algorithm 

together. If any dataset consists outliers then it deviates from 

it’s from its original behavior and this dataset gives wrong 

results in any analysis. The algorithm gives an idea of finding 

a small subset of the data records that contribute to eliminate 

the disturbance of the dataset. This disturbance is also called 

entropy or uncertainty. We can also define it formally as 

consider a dataset D with m at-tributes A1, A2--- Am and 

d(Ai) is the do-main of distinct values in the variable Ai, then 

the entropy of single attribute Aj is 

E(Aj) = - ∑p(x) log2(p(x))         Xε d(Aj) 

 (1) 

Because of all attributes are independent to each other, 

Entropy of the entire dataset D = {A1, A2-------- Am} 

is equal to the sum of the entropies of each one of the m 

attributes, and is defined as follows 

E(A1,A2---Am) = E(A1)+ E(A2)+---- E(Am) 

 (2) 

When we want to find entropy the algorithm takes k 

outliers as input. All records in the set are initially designated 

as non-outliers.  
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 Learning rate:  

Learning rate is a decreasing function of time. Two forms that 

are commonly used are a linear function of time and a 

function that is inversely proportional to the time t. These are 

illustrated in the Figure 2.7. Linear alpha function (a) 

decreases to zero linearly during the learning from its initial 

value whereas the inverse alpha function (b) decreases 

rapidly from the initial value both the functions in the Figure 

have the initial value of 0.9. The initial values for α must be 

determined. Usually, when using a rapidly decreasing inverse 

alpha function, the initial values can be larger than in the 

linear case. The learning is usually performed in two phases. 

On the first round relatively large initial alpha values are used 

(α=0.3,……, 0.99) whereas small initial alpha values (α = 

0.01,……, 0.1) are used during the other round. 

 
Fig. 2.7: Learning rates as function of time 

 Constant bias Input:  

Input which is not biased to any result. 

Training and Testing mode: Here we are having training and 

testing, so when we say Training mode it is to train the file 

and when we say Testing mode, it is to test the file. 

Predictions on training set:  

When the algorithm will work it will predict certain pattern 

on training file like 00001 mean brain, 00002 mean eyes like 

that. 

 Correctly outliner detection:  

Correctly outliner detection means, the actual value is brain 

and predicted value is an eye, then the pattern of eye is 

different from brain so hear outliner is detected. If actual 

value is brain and predicted is also brain, then both pattern are 

same so incorrectly classified. 

 Kappa statistic:  

Kappa coefficient is a statistical measure of inter-rater 

agreement or inter-annotator agreement for qualitative 

(categorical) items. It is generally thought to be a more robust 

measure than simple percent agreement calculation since κ 

takes into account the agreement occurring by chance. In 

computational complexity theory, a complexity class is a set 

of problems of related resource-based complexity. A typical 

complexity class has a definition of the form:    the set of 

problems that can be solved by an abstract machine M using 

O (f (n)) of resource R, where n is the size of the input. 

 Mean absolute error (MAE):  

The MAE measures the average magnitude of the errors in a 

set of forecasts, without considering their direction. It 

measures accuracy for continuous variables. The equation is 

given in the library references. Expressed in words, the MAE 

is the average over the verification sample of the absolute 

values of the differences between forecast and the 

corresponding observation. The MAE is a linear score which 

means that all the individual differences are weighted equally 

in the average. 

 Root mean squared error (RMSE):  

The RMSE is a quadratic scoring rule which measures the 

average magnitude of the error. Expressing the formula in 

words, the difference between forecast and corresponding 

observed values are each squared and then averaged over the 

sample. Finally, the square root of the average is taken. Since 

the errors are squared before they are averaged, the RMSE 

gives a relatively high weight to large errors. This means the 

RMSE is most useful when large errors are particularly 

undesirable. 

 Relative absolute error (Root relative square error):  

The relative absolute error is very similar to the relative 

squared error in the sense that it is also relative to a simple 

predictor, which is just the average of the actual values. In 

this case, though, the error is just the total absolute error 

instead of the total squared error. Thus, the relative absolute 

error takes the total absolute error and normalizes it by 

dividing by the total absolute error of the simple predictor. 

 Total number of instance:  

Total number of rows or attribute present in data. 

 Detailed accuracy by class:  

Detail description of how much outlier has be detected 

respective each attribute (class) like for brain how much, for 

eyes how etc. means 10 for brain, 20 for eye. 
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 Confusion matrix:  

In the field of machine learning, a confusion matrix, also 

known as a contingency table or an error matrix  , is a specific 

table layout that allows visualization of the performance of 

an algorithm, typically a supervised learning one (in 

unsupervised learning it is usually called a matching matrix). 

Each column of the matrix represents the instances in a 

predicted outlier, while each row represents the instances in 

an actual class. The name stems from the fact that it makes it 

easy to see if the system is confusing two classes (i.e. 

commonly mislabeling one as another). 

 Hybrid Algorithm:  

Given a set of data points (local group or global set) – Outliers 

are points that do not fit to the general characteristics of that 

set, i.e., the variance of the set is minimized when removing 

the outliers 

Outliers are the outermost points of the data set Given a 

smoothing factor SF(I) that computes for each I ? DB how 

much the variance of DB is decreased when I is removed from 

DB– With   

 The outliers are the elements of the exception set E? DB 

for which the following holds: 

 SF (E) = SF (I) for all I? DB Similar idea like classical 

statistical approaches (k = 1 distributions) but 

independent from the chosen kind of distribution 

 Naïve solution is in O (2n) for n data objects 

 Heuristics like random sampling or best first search are 

applied 

 Applicable to any data type (depends on the definition of 

SF) 

 Originally designed as a global method 

 Output a labeling 

The main idea underlying the new algorithm is to 

first cluster the data set into clusters, and then prune points in 

different clusters if determined that they cannot be outliers. 

Sin (number of outliers) will typically be very small; this 

additional preprocessing step helps to eliminate significant 

number of points which are not outliers. 

1) Generating clusters: Initially, we cluster the entire 

dataset into c clusters using K-means clustering 

algorithm and calculate radius of each cluster. 

2) Clusters having less number of points: If a cluster 

contains less number of points than the required number 

of outliers, the radius pruning is avoided for that cluster. 

3) Pruning points inside each cluster: Calculate deviation of 

each point of a cluster from the centroid of the cluster. If 

the distance of a point is less than the radius of a cluster, 

the point is pruned. 

4) Computing outlier points: Calculate ld of for all the 

points that are left un-pruned in all the clusters. Then n 

points with high ld of values are reported as outliers 

IV. IMPLEMENTATION  

Comparison with standard design / Standard Result/ Expected Result 

 Comparison of MiLOF with Our New Algorithm (Hybrid) 

 Graph by True Positive Rate 
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 Graph by Accuracy 

 
 Graph By Time Required 
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 Comparison of RANK with Our New Algorithm (Hybrid) 

 Graph by True Positive Rate 

 
 Graph by Accuracy 
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 Graph by Time Required 

V. CONCLUSION 

Outlier detection is an important task for data mining 

applications. Existing algorithms are effective and have been 

successfully applied in many real-world applications. But 

these algorithms, especially density-based algorithms, have 

low efficiency in datasets with different densities or when 

data sets consist of clusters with special shapes. Here we 

introduce two algorithms i.e. MiLOF and RANK to 

measuring object's outlierness. Sum of two of an object is 

naturally meaningful to measure the degree of isolation of an 

object. Based on this idea, we introduce the Hybrid Algorithm 

which is combination of both MiLOF and RANK that is 

effective to solve the problems mentioned above for many 

situations. 
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