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Abstract— Cloud computing is a prominent emerging data 

interactive prototype, which helps in storing data online over 

cloud servers. The vital objective of cloud computing is to 

ensure the services provided by group of networked elements 

need not be individually managed or addressed by users. 

Instead, the entire provider-managed suite of software and 

hardware can be thought of as a nebulous cloud. To provide 

privacy and security to data of individual users is obvious but 

to share the data between group of users along with ensuring 

privacy and security is a challenging task. Since in 

organizations, data sharing may be a collaborative approach, 

thus sharing of the data becomes more important to achieve 

the goals. Providing security to data over the cloud becomes 

hectic as data may be accessed by group members. Therefore, 

the need is to focus on the authentication provided to access 

data. Cloud security refers to a wide variety of technologies, 

applications, policies and controls utilized to protect data, 

applications, virtualized IP, services, and the analogous 

infrastructure of cloud computing. To overcome the issue of 

privacy and authentication, data access permissions are 

assigned. This project is focused towards the data access 

permissions based on public or private data. If the data is 

private, then it is cryptographically handled as the file is 

encrypted before it gets uploaded to cloud server and for 

authorized user it gets decrypted and downloaded upon OTP 

validation. The encryption and decryption algorithms are the 

enhancement of hill-cipher algorithm. This enhancement is 

based on time taken to encrypt the data with respect to size of 

the file. Hence the accuracy and efficiency of these 

algorithms are found to be higher than the legacy hill-cipher 

algorithms. 
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I. INTRODUCTION 

Cloud computing is a paradigm useful for individuals as well 

as for organizations, to provide data storage facility in an 

efficient and an effective manner. It provides on-demand 

services, location independent resource pooling and 

omnipresent network access. It also provides services 

irrespective of infrastructures, platform, software, and other 

interdependent services. The legacy services of cloud 

computing is to enable users to access data from remote 

locations, users may also share authorized data with high 

reliability, but security and privacy challenges of the cloud 

storage are main concerns. Data stored in cloud platforms 

may be accessed multiple by users hence privacy and security 

issues must be handled carefully. Instead of allowing all the 

users to access data, distinguish it as private or public data. 

The private data is the one which can only be accessed by the 

authorized user and a public data is the one which can be 

accessed by all users. This kind of categorization is done to 

maintain access capabilities across different group of users. 

The private file can be accessed if and only if he/she is an 

authorized user i.e. he/she must be a valid user who had taken 

the permission from the admin. Some other techniques like 

group management can be introduced to save the time of 

admin who gives authentication to all users upon getting 

information from the data owner. The data owner is a person 

who uploads data in cloud and who would like others to 

access his/her private data if at all it is a private file. 

II. LITERATURE SURVEY 

Existing  schemes for privacy preserving and cloud security 

are  examined  here  with  their  mechanism ,advantages and 

drawbacks and  compared with  the  proposed method for the 

improved performance, efficiency and constraints involved. 

 Shared Cloud Services [1] depicts the idea of shared 

data on cloud with in the community. But this approach failed 

to address semantic and syntactic information on cloud 

security. Because authentication is done only once for user 

per device, that means credentials never leave the devices. 

Other services running on the device always have options to 

crack credentials. 

 Secure and Dependable Storage Services in Cloud 

Computing [2], studies on the scheme describes about 

guaranteed availability of data over cloud by implementing 

corrupt free data verification mechanism across the system. 

But it has loop hole for malicious data modification attacks, 

Byzantine failures and server colluding attacks. 

 Ensuring Distributed Accountability for Data 

sharing in Cloud [3], the approach ensures the data owner to 

audit his content as well as overcomes security issues like 

man-in-middle attack and large variety of security concerns. 

Privacy Preserving Data Sharing with Encrypted 

Anonymous-Id Assignment [4] the scheme provides an 

excellent approach that guarantees user to get notification to 

his mobile number when an un-authorized data access 

happens. But it fails to control the security issues. 

 Secure Multi-Owner Data Sharing for Dynamic 

Group in Cloud [5] [6], the scheme supports operations on 

data dynamically, this indicates the scheme is able to with 

stand malicious data modification attacks, Byzantine failures, 

and server colluding attacks. The user’s access of the data will 

give authentication to generate Multi-Owner dynamic groups 

on cloud as well as mobile object. The private file can be 

accessed if and only if he/she is an authorized user i.e. he/she 

must be a valid user who had taken the permission from the 

admin. Some other concept like group management can be 

provided to save the time of admin. 

 Privacy preserving is one of the vital concerns that 

needs to be addressed, schemes [7] [8] have better approach 

to address this issues and it has been referred in the project. 

 Delegated Access Control and Privacy Preserving 

for Cloud Applications [9] addresses the challenging 

problems of the group keys to support the cloud storage 

scenario with a semi-confident cloud server. In addition, the 

cloud storage system is a large and open application in which 

the group of users is dynamic. The numerical analysis and 

experimental results further validate the high level of 

efficiency and security for the proposed scheme and access 
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control system with privilege separation based on privacy 

protection can also be achieved. 

III. PROPOSED SYSTEM 

Security and privacy preservation are main concerns of the 

data stored in cloud. To provide security over the cloud, the 

concept of “Shared Authority based Privacy-preserving 

Authentication on Cloud computing (SAPA)” [8] plays 

important role. It enhances security over shared data in terms 

of data analysis, data privacy and implementation of 

authentication protocols. Most of the previous researches 

focuses more on authentication to realize that only a legal 

user can access their authorized data, which ignores the case 

that different users might want to access and share the 

authorized data of each other in order to achieve productive 

benefits. When a user challenges the cloud server to request 

data sharing from other users, the access request itself may 

reveal the privacy of the user, regardless of whether or not the 

data access permissions can be obtained. The goal is to 

address the sensitive access desires of a user related privacy 

during data sharing in cloud environments and design a 

humanistic security scheme to achieve data access control, 

access authority sharing, and privacy preservation 

simultaneously. 

 Data sharing can be collaborative in large 

organizations and thus the sharing of data becomes more 

important in order to achieve the goals. Providing security of 

data over the cloud becomes hectic as data may be accessed 

by all group members. Therefore need to focus on the 

authentication to be provided to have a legal access to private 

data. 

 The concept of “SAPA” [8] is based on privacy and 

security along with providing authentication to users for 

accessing data. Admin provides authentication to the users for 

accessing the private data. Whether to access private data, it 

will be intimated by the data owner who uploads the private 

data on to the cloud. As keeping in the view of enhancement, 

group sharing i.e. providing authentication in the group 

perspective which helps in saving the time and energy of 

admin is being focused. In current cloud mechanism, if there 

exist multiple files on cloud and entire group has access to the 

cloud, all the files would be accessible to entire group. Hence 

such situations are taken care in this project like particular file 

would be accessible only to the authorized user/users of a 

group. This authorization is handled by admin. As addressed 

by the above-mentioned privacy issue to propose a privacy-

based shared authority preserving authentication protocol for 

cloud data storage that performs authentication and 

authorization without compromising the private information 

of a user. 

 The focus is on raising the data owner's privacy level 

and data confidentiality by providing user access. The system 

is proposed here to secure the system and allow the owner of 

the data to decide whether or not the user can access the 

system. Privacy is achieved in this model by encrypting the 

data and preventing unauthorized data access. Security and 

Privacy Preserving of Shared Data in cloud computing to 

address privacy issues for cloud storage and ensures the User 

Sign up and login process is done with the pre validation 

technique. Encryption process before uploading data to cloud. 

Accessing private data only for authentic users. This 

authentication is provided by Admin upon intimation by the 

owner of the data. Individual file sharing and authentication. 

Group file sharing authentication. Decryption process before 

downloading data for the authorized user, this download 

mechanism takes place only after successful OTP validation. 

The vital objectives of the proposed system are to identify a 

new isolation challenge in cloud data and address a subtle 

privacy issue where a user challenges the cloud server to 

share data, where the challenged request itself can not reveal 

the privacy of the user regardless of whether or not the access 

authority can be obtained. Using anonymous access request 

matching mechanism to improve user access permissions 

related to privacy preservation and the shared access 

authority. Using cipher text-policy attribute-based access 

control to realize a user can reliably access their own data 

fields and re-encrypt proxies to provide temporary authorized 

data sharing between multiple users. 

IV. RESULTS AND ANALYSIS 

When it comes to security, handling the issue 

cryptographically is an efficient way. Hence Hill cipher 

encryption and decryption algorithms are enhanced to bring 

up the efficiency in terms of time has been achieved in this 

project. In surveys and studies [23] states that Hill cipher 

encryption is the one of the first polygraph cipher in the 

classical encryption and main concern of Hill Cipher is 

choosing the right encryption key for encryption matrix. 

Suppose the encryption key matrix is not correctly selected, 

the decryption key matrix is impossible to generate i.e. the 

inverse of previous encryption matrix is not possible. This is 

due to the encryption key matrix is possible to invert, then 

only the inverse of encryption matrix is possible. As selection 

of key is random, sometimes it would not be correct 

encryption key matrix when there are one or two runs. And, 

there is no specific method available in key matrix 

generation. To avoid such issues, this paper implemented 

encryption algorithm that accepts key as input where key is 

obtained by inverse of matrix by choosing the file in a file 

system. 

Sl. 

No. 

Time (sec.) 

Proposed System 

Time (sec.) 

Existing SAPA 

File Size 

(Bytes) 

1 2.121 3.215 11052 

2 2.155 3.258 17814 

3 3.213 4.384 21199 

4 3.283 5.395 24580 

5 4.152 6.412 27961 

Table 1: Performance comparison with respect to different 

file sizes 

 Performance analysis is a process to measure the 

success or failure of the project using various parameters. It 

helps in developing an optimistic culture of project 

management that yields excellent result. Considering file size 

and time taken for complete process as parameters for 

calculating performance analysis of security and privacy of 

shared data over cloud drive. To calculate the exact time 

taken for complete process has been done by running end-to-

end test automation of the system. The legacy datasets are 

taken from surveys and studies [14]. It clear from the table 

8.1 that the performance has been increased for the system 
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and the detailed information is clearly explained in inference 

from the results. 

 Inference is the process of drawing conclusions 

about a parameter one is seeking to measure or estimate. In 

surveys and studies [14], the security, privacy and 

authentication are handled individually. If there are more 

users who wants to access files from cloud, file threatening is 

the concern which needs to be handled with due care. To 

overcome such security issue over cloud, group 

authentication and authorization mechanism is more and 

more important. With appropriate evaluation, providing 

security of shared data on cloud for multiple users is the focus 

of this work. 

 
Fig. 1: Performance comparison with respect to different file 

sizes 

V. CONCLUSION 

Automatic File generation to store Encrypted data and 

Decrypted data. Private files cannot be accessed by the 

unauthorized user, where public files can be accessed by any 

of the users as that particular file is kept open to all. The 

private file can be downloaded only by that user who got the 

permission from an admin. In this way private and public files 

can be distinguished successfully. 

 Limitations of the system are trusted third party to 

monitor the user operations are not provided. Proposed 

system is limited only to the text files, as it encrypts the data 

in the text files. 

 There are possibilities to improve the current 

system.The deployment of Trusted Third Party for enhanced 

security can be the future enhancement 
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