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Abstract— A Smart Voting System (SVS) is a highly secured, 

biometric authentication system along with OTP based 

verification system which is used to improve the voting 

process during election. Further the vote casted by a user is 

encrypted before storing in database. SVS utilizes Aadhar 

number of users for identification and verification of voter. 

With smart voting system, voter can cast their vote with 

mobile phone and avoid all kind of queues at polling booth. 

At first the user must punch in his Aadhar number in the SVS, 

it then utilizes the Aadhar number to authenticate the user 

through OTP which will be received on their registered 

Aadhar linked mobile number. People without Smart phones 

can vote through SVS with an additional step of 

authentication through highly sophisticated Aadhar based 

biometric authentication. Smart Voting System successfully 

allows people to vote using smart phones thus reduces the 

queues piled up at polling booth. Also, it provides a highly 

reliable biometric authentication mechanism for people who 

do not want vote using smart phones thus prevent electoral 

fraud.   
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I. INTRODUCTION 

In a democracy voting is a mean to allow electoral to choose 

their political representative. India since the in dependence 

have adopted universal adult suffrage. Once a person is 

eligible to vote they can do their voter registration. Election 

commission of India updates the list of eligible voters for a 

constituency and issues of voter id. At the time of voting the 

voter must go to polling booth and show his voter id and 

authorities on polling booth verify if the name of that person 

is present in the voter list. If the voter is eligible then he/she 

is allowed to cast the vote. The Electronic Voting Machine 

(EVM) is a simple electronic device used to count and track 

vote in conventional voting process. Although, EVMS 

overcome the problem associated with the system i.e. manual 

tallying and handling of votes but problem of security and 

voter authentication still pose a big challenge. Currently 

EVMs do not have apparatus for authentication, thus it is 

required for authorities to manually verify the id of every 

voter. Apart from the fact that voter id can easily be forged 

which is a big hole in the security of voting process, various 

security analyst has advised against the use of EVMs as these 

are vulnerable to hacking.  

 The entire manual authentication and verification 

process makes voting process very time consuming as the 

Governor officials on the polling booth ought to check the 

ID/Card of the voter and match it with the list they have, to 

make sure that it is authorised card and then enable the person 

to poll his vote. People must stand in queues for many hours 

and if someone is not in the town on voting day then he/she 

cannot vote. To avoid the problem faced in conventional 

voting system, there is a need for intelligent voting system 

that identifies and verifies the voter’s credential online 

thereby allowing them to vote from anywhere. In current 

work we present an innovating voting system, SVS, which 

offers robust verification and authentication mechanism. 

Using SVS people can vote with an app installed on their 

smart phone SVS provides separate channels for 

authentication and stores vote in encrypted format.      

 Electronic voting machine is a simple electronic 

device used to count and track votes in conventional voting 

process. EVM is used to overcome the problems associated 

with system i.e. manual authentication and verification which 

consumes more time. To avoid the problems faced in 

conventional voting system there is need for intelligent voting 

system that identifies and verifies the voter’s credentials 

online allowing them to vote from anywhere. 

 
Fig. 1: People standing in queue near the pooling booth 

during election 

 
Fig. 2: Electronic Voting Machine 

A. Purpose/Need for choosing the topic  

 To improve the voting process during election. 

 To decrease or avoid all kind of queues at polling booth. 

 To provide a highly reliable biometric authentication 

mechanism for people. 

 To overcome the difficulties faced in the polling booth. 

 To prevent electoral fraud. 
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B. Scope of this Topic 

As we know that security is the major issue, the scope of the 

project is to give a better solution of security by using 

biometric authentication system which allows the user to cast 

the vote using mobile phones. In this system we are 

implementing a system which lessens the chance of vote 

forging. It presents high security through authenticating a 

voter by verifying his/her Aadhar card. We can also maintain 

the privacy by encrypting the casted vote where we can even 

count the vote. It offers the facility of online voting and saves 

the time of people by not standing in the big queues near the 

polling booth. This system increases the rate of voting. 

II. LITERATURE SURVEY 

S.B. Khaimar et. al [1], They have proposed in their paper 

about the secure voting system. The secure online voting 

system is the need of today's era. We propose a new secure 

authentication for on li ne voting system by using biometric 

feature and steganography. Voter is asked to enter a password 

at the time of registration. Password is converted into secret 

message using timestamp and hashing. This secret message is 

stored in image using steganography. In this model, a person 

can also vote from outside of his/her allocated electorate or 

from his/her chosen location. 

 Author in [2], Talks about the smart voting system 

which is being implemented in the paper. The main objective 

of the democracy is "vote" by which the people can elect the 

candidates for forming an efficient government to satisfy 

their needs and requests such that their standard living can be 

improved. In developing countries like "INDIA" the election 

commission follows manual voting mechanism which is done 

by electronic voting machine. This machine is placed in the 

poll booth center and is monitored by higher officials. due to 

some illegal activities the polling center are misused and 

people's vote to right has been denied. This seldom occurs in 

rural areas as well as in urban cities because the educated 

people are not interested in casting their votes to candidates 

who represent their respective areas. To ensure 100% voting 

automation came into play. But this automated system has 

been approved only on some developed countries since 

security have not been ensured to a large extent. Our main 

aim of the proposed system is to develop a compatible voting 

machine with high security. The proposed system is mainly 

designed for our country. It has three phases. First the details 

of the persons who are above 18years are extracted from 

Aadhar card database since it had become mandatory in 

present scenario. Automatically a new voter id with necessary 

details will be created and an intimation will be given to the 

persons through their e-mail. At the time of voting, the user 

can specify their id and password. To ensure more security, 

finger prints of the voter is used as the main authentication 

resource. Since the finger pattern of each human being is 

different, the voter can be easily authenticated. The system 

allows the voter to vote through his fingerprint. Finger print 

is used to uniquely identify the user. The finger print minutiae 

features are different for each human being. Finger print is 

used as a authentication of the voters. As soon as they cast 

their vote, their voter id and other details will be erased 

automatically and the Aadhar card details which they used 

will be tracked and will be locked to access. This is done to 

preserve the security. When people cast their vote, the results 

will be updated automatically and on the same day of 

election, the results will also be published. Also, our proposed 

system supports the online voting too. 

 

 N.H Sultan et.al [3], Tells about the secure voting 

scheme using pairing-based cryptography with the increase in 

popularity of electronic voting, it has become necessary to 

have secure online voting mechanism. This paper presents a 

novel online voting scheme by using combination of 

biometric and password-based security. The scheme uses 

Fuzzy Extractor to provide biometric based authentication, 

while secret password is used to provide password-based 

protection of the voter. In addition, Pairing-Based 

Cryptography is used to provide the necessary security 

requirements of an online voting system. A prototype of the 

proposed scheme is implemented and its performance and 

security analysis show that the proposed scheme is cost-

effective and at the same time satisfies the security 

requirements of an online voting system. 

  Author in [4], Tells that this paper aims at creation 

of a voting system by providing a cost-effective solution to 

the government along with ensuring non-traceability and 

integrity of the votes cast while providing great convenience 

to voters. This system is developed robustly to ensure that all 

eligible voters having a Universal Identification Number of 

their country (For Example the Smart Card in USA) is 

allowed to cast their respective vote. The voters, who cast 

multiple votes during the process of voting is ensured to be 

prevented. Also, to ensure the maintenance of authenticity, 

any biometric identification of the voters could be used for 

accessing the terminal to cast their vote and restricting them 

to cast again. The process of online voting could be deployed 

with three phases - the voter registration online vote capturing 

and the instant online counting and result declaration. A 

Secret Voting Password provided to voter during registration 

acts as an authentication mechanism which enables the voters 

to securely cast their vote along with their captured biometric 

identification. A Simulation result of implementation of the 

same is described in this paper by describing the robustness 

of this system. 

 Author in [5], speaks about the online voting system 

for India based on Aadhar card. An online voting system for 

Indian election is proposed for the first time in this paper. The 

proposed model has a greater security in the sense that voter 

high security password is confirmed before the vote is 

accepted in the main database of Election Commission of 

India. The additional feature of the model is that the voter can 

confirm if his/her vote has gone to correct candidate/party. In 

this model a person can also vote from outside of his/her 

allotted constituency or from his/her preferred location. In the 

proposed system the tallying of the votes will be done 

automatically, thus saving a huge time and enabling Election 

Commissioner of India to announce the result within a very 

short period. 

III. PROBLEM STATEMENT 

The existing system of voting has many issues of security and 

authentication. Proposed system gives a better solution of 

security by using biometric authentication system . 
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IV. METHODOLOGY 

The Proposed Online Smart Voting system provides 

additional functionality and better way of vote casting and 

that can be described by several important stages. 

 
Fig. 3: System Architecture 

 The system comprises several distinct blocks (and 

respective interactions), each of them being responsible for 

specific tasks.  

The modules included in the system are: 

1) Verification 

2) Authentication 

3) Cast vote 

1) Verification: 

To cast a vote, Aadhar number is mandatory. Aadhar card 

number is used in SVS instead of the traditional voter id 

which ensures that a single person won’t be able to cast more 

than one vote. Aadhar number is verified using Aadhar 

Database Server and only valid Aadhar number is allowed to 

cast a vote. 

2) Authentication: 

The system provides two different way of authentication. 

1) For smartphone users, OTP can be used. 

2) For other users, fingerprint recognition. 

 By this way of authentication, voter does not require 

to physically presenting at toll booth, voter can directly 

authenticate his/her-self using smartphone and cast a vote 

from anywhere. This would also minimize the expanse of 

government as it does not require any hardware devices. For 

other user who does not have smart phones, biometric device, 

fingerprint recognition, can be used as authentication. 

 
Fig. 4: Fingerprint Recognition 

3) Cast Vote: 

Authenticated voter can cast vote now. Cryptography is 

performed to encrypt the      casted vote. To encrypt vote, mix 

nets method is used that performs permutation on inputs and 

gives encrypted message. Only authorized people who have 

decryption key can decrypt it by performing decryption 

algorithm and can count the casted vote. 

 
Fig. 5: SVS 

A. Applications of SVS 

1) The SVS is next generation online highly secured voting 

system which people can access to execute their voting 

rights. 

2) The voter only needs to have their Aadhar card to access 

the system. 

3) The system includes all modern features such as counting 

and recording of votes. 

4) Electronic voting system will increase the voting 

percentage. 

 
Fig. 6: Example of Smart Voting System 

V. IMPLEMENTATION 

To implement SVS we have used Oracle 9i as database 

server. This tool creates the election and meta databases and 

populates various tables with initially needed information. 

The SVS uses microsoft internet information server as a web 

server. The SVS GUI and various related web pages are 

created usinf Java server pages. The voting information 

provides by user through the GUI is processed and encrypted 
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in Java and stored in oracle database. The GSM modem is 

used to connect mobile voters to SVS. 

VI. CONCLUSION 

This is highly secured voting system which people can access 

to cast their vote. The solution currently used, provides 

additional functionality and better way of vote casting, which 

saves the time of people by casting the vote from where ever 

they are. Also, it provides a highly reliable biometric 

authentication mechanism for people who do not want vote 

using smart phones thus prevent electoral fraud.It presents 

high security and also maintains the privacy by encrypting the 

casted vote. 

VII. FUTURE ENHANCEMENTS 

In the proposed framework, we have tried to build a secure 

online voting system that is free from unauthorized access 

while casting votes by the voters. As a future work, formal 

proof of the proposed scheme may be established so that 

correctness and completeness of the system can be checked. 

Reliable and secure electronic voting system presented in this 

is promising, still there is scope for improvement in the 

proposed framework. 
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