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Abstract— Among the various organizations in the world data 

leakage is a growing insider threat. As the volume of the 

documents can increase efficaciously with time the structuring 

of data becomes complicated. These enormous amounts of Data 

must be thoroughly checked in this era of Big Data. The existing 

automata-based string co-ordinated algorithms are illogical for 

identifying transformed data. The mixed approach will aid to the 

protection of the DLP system aptly by identifying the delicate 

through semantic analysis and clustering. Experimental results 

show that the proposed method can detect data leaks of 

transformed and fresh data fast and efficiently.   
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I. INTRODUCTION 

Data leakage (or data loss) is a term used in the information 

security field to describe unwanted disclosures of 

information. Unlike the traditional security threats from the 

outside, data leakage is mainly caused by the insider who may 

leak data to the outside unauthorized entities. Thus, 

traditional security measures (i.e. firewalls, intrusion 

detection systems, anti-virus) are no longer valid due to lack 

of understanding of data semantics. 

Considering a common example scenario: an 

employee of an organization tries to leak a sensitive file to 

unauthorized outsiders, and he may deliberately make some 

transformation to the file to escape detection. Existing 

methods mainly rely on the appearance of sensitive keywords 

and ignore the context, which may cause: a sensitive 

document may be detected as non-sensitive because the file 

is transformed through modifying some contents, resulting in 

low detection accuracy towards the transformed data. 

However, data leakage incidents happen from time 

to time, bringing serious damage continuously. In November 

2010, WikiLeaks leaked over 251,287 U.S. diplomatic 

cables, revealing the largest number of classified documents 

at that time. The data transformation in real application 

scenarios is much complex. As data transformation is quite 

common in real situation, a large number of sensitive data 

may be leaked once the detection can’t tolerate the 

transformed data. Hence, how to better tolerate the data 

transformation is of vital importance for DLD. 

Generally, Data Leakage Detection techniques 

comprises of four main stages: Document Pre-processing, 

Finding frequency of each Terms, Forming Clusters and 

Classifying into sensitive or non-sensitive. These methods 

have to be performed in sequence to achieve Data Leakage 

Detection.  

II. RELATED WORK 

Data Leakage detection is the task of detecting and blocking 

of data from sending if any sensitive pieces of information 

found in the testing document. It is more complex and 

technically inviable than it sounds. It requires the model to be 

trained from end to end in order to achieve detecting Data 

Leakage. 

Xiaokui Shu et al [1], speaks in the favor of 

detecting long and inexact data leaks by designing two new 

algorithms. High detection accuracy can be attained by 

recognizing transformed juxtaposed with the state-of-the art 

inspection methods. This helps to parallelize the prototype on 

graphics processing unit and manifest the strong scalability 

of the data leak detection solution examining the big data. 

This work inspects two types of sequences namely fragile 

data sequence and content sequence. The Content sequence is 

the sequence to be examined for leaks. The content may be 

data extracted from file systems on personal computers, 

workstations, and servers. Sensitive data sequence is the 

information that needs to be safe guarded and cannot be 

revealed to uncertified parties. This immense experimental 

evaluation with real-world data and leak scenarios confirm 

that this method is functional for big data analytics and 

distinguishing transfigured sensitive data exposure. 

Soumya S R et al [2], gives prime importance to 

intensify the security of Data Leakage Prevention(DLP) 

system by discovering documents containing privileged 

information even when most of the document consists of non-

confidential content by context-based keyword matching 

method and realizing encrypted information in word 

documents by using Entropy method. The amalgamated 

approach will help to magnify the security of the DLP system 

efficiently by discovering sensitive through text document or 

word document that contain encrypted information. The 

advocated method will help to boost the security potential of 

DLP system for protecting sensitive information within an 

organization. The method fruitfully checks for information 

going out to the organization is confidential or encrypted. The 

present DLP systems does not deals with encrypted data 

detection. It enhances the security features of the DLP 

system. 

Xiaokui Shu et al [3], presents a privacy preserving 

data-leak detection (DLD) solution to unravel the issue where 

a special set of sensitive data digests is used in detection. The 

supremacy of this method is that it enables the data owner to 

safely delegate the recognition operation to a semi honest 

provider without divulging the sensitive data to the provider. 

This paper narrates how internet service providers can offer 

their customers DLD as an add-on service with inviolable 

privacy guarantees. The estimation results show that this 

method can advocate accurate detection with very small 

number of false alarms under profuse data-leak scenarios. 

V. Vijayalakshmi et al [4], speaks in favor of survey 

about recent research techniques provided for detecting data 

leakages in a novel way. Its known that in Private network, 

Security is issued within an organization or company. In 

Public network, Security is issuing globally using user name 

and password. It gives importance to the classification of the 

existing literature, evolving perspective and assessing trend. 

The data leakage detection system model is used to 
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juxtaposed with the existing model. It can provide security to 

the data during its transmission and even it can detect if that 

gets excluded and who is the leaker. Using this model security 

and tracking system is evolved. This model provides security 

plus detection technique. This model is very helpful in 

various industries. Presently, industries & various offices can 

depend on this security & detection model. 

Sultan Alneyadi et al [5], gives prime importance in 

investigating the use of N-grams for data classification 

purposes. Our method is based on using the N-grams 

frequency to classify documents to detect and prevent leakage 

of sensitive data. We have studied the effectiveness of N-

grams to measure the similarity between regular documents 

and existing classified documents. We have used kfNgram 

tool to create N-gram profiles. KfNgram tool is a stand-alone 

free software used for linguistic research. We developed a 

MATLAB program to calculate the distance between the 

document and the category profiles. Initially we started this 

task by creating a simple code to calculate the N-gram “out 

of place” distance and the Xcounts. 

Jun Huang et al [6], gives prime importance in 

exploring the problem of inadequate studies on the contention 

between CSPs and NSPs by introducing a new economic 

model to characterize the contention between CSPs and 

NSPs, and by orchestrating wide spread theoretical analysis 

and numeric experiments to authorize the proposed model. 

Based on results, that the proposed economic model is 

general and feasible, and thus is germane to modelling the 

contention among service providers in cloud computing 

market. This paper leveraged the Game Theory to model the 

contention between cloud service providers and network 

service providers on the cloud computing market. 

P. Bonatti et al [7], have shown through their work, 

the process of discovering new patterns from large data sets 

involving methods at the intersection of artificial intelligence, 

machine learning, statistics and database systems. The goal 

of data mining is to extract knowledge from a data set in a 

human-understandable structure and involves database and 

data management, data pre-processing, model and inference 

considerations, interestingness metrics, complexity 

considerations, post-processing of found structure, 

visualization and online updating. 

R. Agrawal and J. Kiernan et al [8], have worked 

mainly on the Digital Watermarking. They describe methods 

and technologies that hide information. The embedding takes 

place by manipulating the content of the digital data, which 

means the information is not embedded in the frame around 

the data. The hiring process has to be such that the 

modifications of the media are imperceptible. For images, 

this means that the modifications of the pixel values have to 

be invisible. Furthermore, the watermark must be either 

robust or fragile, depending on the application. By "robust" 

we mean the capability of the watermark to resist 

manipulations of the media, such as lossy compression, 

scaling, and cropping, just to enumerate some. In some cases, 

the watermark may need to be fragile. "Fragile" means that 

the watermark should not resist tampering, or would resist 

only up to a certain, predetermined extent 

Bing Wang et al [9], have detailed the approach 

multi-keyword fuzzy search scheme to solve issues in the 

cloud. They got significantly good results in achieving fuzzy 

matching through algorithmic design. It effectively supports 

multiple keyword fuzzy searches without increasing the index 

and also it uses minimized search complexity. Some of the 

snag in the concept are Data utilization has become a 

challenging problem. Larger index file size and higher search 

complexity. Impractical when the data volume is large. 

The rest of the paper is organized as follows. In 

section III, the proposed approach is discussed. In section IV, 

development environment and experimental setup are 

explained. In section V, experiment results and statistics of 

our system is presented. In the remaining sections, conclusion 

and future scope are discussed. 

III. PROPOSED SYSTEM 

The First step in data leakage detection (DLD) is that the 

input document is fed to the network by the user which is pre-

processed and checked by the data leakage detection agent. 

The first step is done to reduce the computation time and after 

all the preprocessing is done the clusters are formed. Once the 

documents are pre-processed the next step is to be able to 

detect the leakage and prevent it from entering the network. 

After the test document is processed and clustered it is then 

passed onto the Data Leakage Detection agent for the 

detection where the document will be blocked if any sensitive 

information or key terms are found. Fig 2 represents the flow 

diagram of our proposed system. 

 
Fig. 1: Flow Diagram 

A. Preprocessing 

The objective of this phase is the representation of 

confidential content of a document. This representation 

should include not only confidential words and terms, but 

also the context in which they appear. The training phase 

requires two sets of documents as an input. C is the one input, 

which contains a set of confidential documents. The second 

input is N, is a set of non- confidential documents. For every 

document, tokenization, remove stop-words. For clustering 

we used K-means unsupervised algorithm with cosine 
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measure as the distance function. The following is the 

pictorial representation for training phase. 

B. Key Terms Detection  

Key terms detection is the important step for this method. The 

key terms have two purposes: 

1) They serve as initial indicators of confidential content. 

2) They serve of the axis around which the context terms 

are generated. 

Without a relevant and a robust set of key terms, the 

method presented in this paper is not likely to succeed. The 

key term detection process is based on a technique called 

language modelling .This technique represents the value of a 

term (or a sequence of terms) in terms of probability. For each 

cluster create a language model separately for confidential 

and non- confidential document. 

 

C. Context term Detection 

For each confidential term identify context terms. The context 

terms serve three purposes: 

1) They serve as validators, enabling us to work out whether 

or not the detected confidential terms are actually 

indicative of relevant content. 

2) They allow us to quantify the degree of significance 

(many relevant context terms=higher relevance for a 

confidential term) 

3) They enable us to see whether or not the detected key 

terms are connected by analyzing their shared contexts. 

D. Detection Phase 

The Detection phase detects the confidentiality level of the 

inspected document. Two types of challenges are discussed 

in the detection phase 

1) Detection of whole confidential documents 

2) Detecting little parts of confidential text embedded in an 

exceedingly larger non- confidential text. 

 

 

 

 

IV. EVALUATION 

We had generated one dataset that is compiled from various 

papers collected from various websites. This dataset 

consisted of 21578 documents. The 21578 collection is 

distributed in twenty two files, each of the first twenty one 

files contains a thousand documents, while the last contains 

578 documents. The files 21578 divided into 5 categories. For 

the purpose of the results evaluation, data category was 

chosen as the dataset. Data contains 16 categories, of which 

engineering category chosen as a confidential purpose and 

remaining 15 categories were chosen as a non-confidential 

purpose. Confidential documents are 350(200 for training, 

100 for detection) and non-confidential are 750(550 for 

training, 200 for detection). 

Table 2. Out of 200 non-confidential documents, the 

no of non-confidential documents is detected as a confidential 

for corresponding confidential score and similarity threshold. 

We evaluated our method performance by using 

True Positive Rate (TPR), False Positive Rate (FPR).TPR is 

the percentage of confidential documents correctly identified, 

FPR represents the percentage of non-confidential documents 

mistakenly classified as confidential documents. The final 

objective of my method is maximizing TPR and minimizes 

FPR.  

Threshold 0.1 0.2 0.05 

200 20 120 180 

150 80 187 197 

100 126 197 200 
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Fig. 3:  Representation of TP and FP for confidential terms 

score>200. 

 
Fig. 4: Representation of TP and FP for confidential terms 

score between 150 and 200 

V. CONCLUSION AND FUTURE WORKS 

In a perfect world there would be no need to hand over 

sensitive data to agents that may unknowingly or maliciously 

leak it. And even if we had to hand over sensitive data, in a 

perfect world we could watermark each object so that we 

could trace its origins with absolute certainty. However, in 

many cases we must indeed work with agents that may not be 

100% trusted, and we may not be certain if a leaked object 

came from an agent or from some other source, since certain 

data cannot admit watermarks. In spite of these difficulties, 

we have shown it is possible to assess the likelihood that an 

agent is responsible for a leak, based on the overlap of his 

data with the leaked data and the data of other agents, and 

based on the probability that objects can be “guessed” by 

other means. Our model is relatively simple, but we believe 

it captures the essential trade-offs. The algorithms we have 

presented implement a variety of data distribution strategies 

that can improve the distributor’s chances of identifying a 

leaker. We have shown that distributing objects judiciously 

can make a significant difference in identifying guilty agents, 

especially in cases where there is large overlap in the data that 

agents must receive. 

It includes the investigation of agent guilt models that capture 

leakage scenarios that are not studied in this paper. For 

example, what is the appropriate model for cases where 

agents can collude and identify fake tuples? A preliminary 

discussion of such a model is available in. Another open 

problem is the extension of our allocation strategies so that 

they can handle agent requests in an online fashion (the 

presented strategies assume that there is a fixed set of agents 

with requests known in advance). 

The developer of an application can never be carried 

out to the fullest extend in a stipulated time, the main reason 

why revisions of the application are always introduced in 

course of time. This application being restricted to one time 

development will have no revision done, hence certain areas 

that can be enhanced is pointed. 

 The enhanced version of this system can detect the guilty 

agent even through the internet. 
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