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Abstract— Among organizations and individuals’ leakage of 

data is a growing insider threat. Just as the volume of 

documents increase efficaciously over time and the structure 

of data becomes complicated over time. These huge amounts 

of data must be checked in this big data era. The current 

automata-based string coordinating algorithms are illogical 

for identifying modified data leaks, as of its daunting 

complexity when designing the appropriate regular 

expressions. The different approaches are taken to help in 

appreciating the protection of the Data Leakage effectively 

by identifying the sensitive data through text document or 

word document that may contain highly sensitive data. 
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I. INTRODUCTION 

Data leakage is the unwanted revelation of information in the 

information security field. The interpretation of sensitive data 

is broad and can incorporate financial data, intellectual 

property and customer details. Moreover, any data that has 

been exposed is nearly not all possible to prevent it from 

spreading. Classified data can be sent to the party who is an 

outsider to the organization. The major threats to the 

organization is its own employees who can leak the data 

through e-mail. Exposure of data can be detected according 

to the important data stored and its sharing policy. Data 

leakage incidents have been happening from time to time, 

bringing damage deliberately. In October 2017, Yahoo 

announced that 3 billion accounts had been breached. In 

November 2010, WikiLeaks exposed over 251,287 U.S. 

diplomatic cables. In June 2013, Edward Snowden leaked the 

senior confidential documents of the US National Security 

Agency (NSA), which uncovered the US spy program. The 

security of information has intrigued immense attention in 

many domains, for example, the recently developed Internet 

of Things. According to Kaspersky Lab IT Security Risks 

Report 2016 data security is the main area of concern, with 

80% of businesses saying it is their major concern. The key 

is the sequence alignment algorithm for the detection of 

transformed data leaks. The arrangement is between the 

testing sensitive data sequence and the testing document 

content which is being inspected. The amount of sensitive 

data present in the test document will be presented as a score 

by this arrangement. For the better tolerance of the long-

transformed data, we perform an adaptive context weight 

mechanism to quantify the sensitivity of the keyword based 

on its context. The complex documents are further 

represented by weighted context graphs, containing both key 

terms and contextual information. 

 To make up for the disadvantage of the template and 

increase the scalability, we also take the semantics of the 

information into consideration. On the most relevant terms of 

the tested graphs the much better label propagation algorithm 

(LPA) is used to tag the same label. To preserve more 

correlation of information between key terms and to enhance 

overall sensitive context the context graphs of each file would 

have been merged into a general one. Having to deal with the 

huge amounts of data, we intend to introduce an algorithm 

with low-complexity. With a penalty mechanism and weight 

reward, the algorithm quantifies the sensitivity of the tested 

documents by one walk on their graphs, which allows the 

detection to be implemented in real time. 

II. RELATED WORKS 

 Rapid and Parallel Content Screening 

Xiaokui Shu et al [1], speaks in the favor of detecting long 

and inexact data leaks by designing two new algorithms. High 

detection accuracy can be attained by recognizing 

transformed juxtaposed with the state-of-the art inspection 

methods. This helps to parallelize the prototype on graphics 

processing unit and manifest the strong scalability of the data 

leak detection solution examining the big data. This work 

inspects two types of sequences namely fragile data sequence 

and content sequence. The Content sequence is the sequence 

to be examined for leaks. The content may be data extracted 

from file systems on personal computers, workstations, and 

servers. Sensitive data sequence is the information that needs 

to be safe guarded and cannot be revealed to uncertified 

parties. This immense experimental evaluation with real-

world data and leak scenarios confirm that this method is 

functional for big data analytics and distinguishing 

transfigured sensitive data exposure. 

 Soumya S R et al [2], gives prime importance to 

intensify the security of Data Leakage Prevention(DLP) 

system by discovering documents containing privileged 

information even when most of the document consists of non-

confidential content by context-based keyword matching 

method and realizing encrypted information in word 

documents by using Entropy method. The amalgamated 

approach will help to magnify the security of the DLP system 

efficiently by discovering sensitive through text document or 

word document that contain encrypted information. The 

advocated method will help to boost the security potential of 

DLP system for protecting sensitive information within an 

organization. The method fruitfully checks for information 

going out to the organization is confidential or encrypted. The 

present DLP systems does not deals with encrypted data 

detection. It enhances the security features of the DLP 

system. 

 Privacy-Prevention Detection 

Xiaokui Shu et al [3], presents a privacy preserving data-leak 

detection (DLD) solution to unravel the issue where a special 

set of sensitive data digests is used in detection. The 

supremacy of this method is that it enables the data owner to 

safely delegate the recognition operation to a semi honest 

provider without divulging the sensitive data to the provider. 

This paper narrates how internet service providers can offer 
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their customers DLD as an add-on service with inviolable 

privacy guarantees. The estimation results show that this 

method can advocate accurate detection with very small 

number of false alarms under profuse data-leak scenarios. 

 V. Vijayalakshmi et al [4], speaks in favor of survey 

about recent research techniques provided for detecting data 

leakages in a novel way. Its known that in Private network, 

Security is issued within an organization or company. In 

Public network, Security is issuing globally using user name 

and password. It gives importance to the classification of the 

existing literature, evolving perspective and assessing trend. 

The data leakage detection system model is used to 

juxtaposed with the existing model. It can provide security to 

the data during its transmission and even it can detect if that 

gets excluded and who is the leaker. Using this model security 

and tracking system is evolved. This model provides security 

plus detection technique. This model is very helpful in 

various industries. Presently, industries & various offices can 

depend on this security & detection model. 

III. WORD N-GRAM BASED CLASSIFICATION 

Sultan Alneyadi et al [5], gives prime importance in 

investigating the use of N-grams for data classification 

purposes. Our method is based on using the N-grams 

frequency to classify documents to detect and prevent leakage 

of sensitive data. We have studied the effectiveness of N-

grams to measure the similarity between regular documents 

and existing classified documents. We have used kfNgram 

tool to create N-gram profiles. KfNgram tool is a stand-alone 

free software used for linguistic research. We developed a 

MATLAB program to calculate the distance between the 

document and the category profiles. Initially we started this 

task by creating a simple code to calculate the N-gram “out 

of place” distance and the Xcounts. 

 Jun Huang et al [6], gives prime importance in 

exploring the problem of inadequate studies on the contention 

between CSPs and NSPs by introducing a new economic 

model to characterize the contention between CSPs and 

NSPs, and by orchestrating wide spread theoretical analysis 

and numeric experiments to authorize the proposed model. 

Based on results, that the proposed economic model is 

general and feasible, and thus is germane to modelling the 

contention among service providers in cloud computing 

market. This paper leveraged the Game Theory to model the 

contention between cloud service providers and network 

service providers on the cloud computing market. 

IV. CONCLUSION 

In terms of transformed data leakage prevention its evident 

that converting of data into augmented weighted graphs is 

more efficient and feasible for implementation. Semantic 

Analysis helps to consider the transformed data for better 

leakage prevention technique which helps to overcome the 

leakage of transformed data which could not be accurately 

detected in the previous versions. The survey on transformed 

data leakage employed till date helps to understand and 

develop a system which tries to overcome the existing 

drawbacks like non-identification of transformed data as 

sensitive data. 
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