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Abstract— Fraud  website  or  malicious  URL’s  are  one  of   

the  most  common  and  least  defended  security  threats  

today.   We  present   an  approach which  uses  text  

processing  techniques to  analyze  text  and    detect   

inappropriate   statements  which  are  indicative  of   phishing 

attacks  and  also  uses  machine  learning  features  for  

detection  of phishing URL’s. 
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I. INTRODUCTION 

Phishing is a kind of fraud in cyberspace. A typical webpage 

usually impersonates trusted third parties such as financial, a 

bank or e-commerce entity with the aim of enticing Internet 

users to leak out their identity and confidential information. 

Because of the simplicity of creating fake website which 

looks very close to that legitimated one, most users are easily 

into trap. 

 Plenty works exist in the area of phishing detection 

technology. These are classified into three groups, which 

include blacklist-based approaches, heuristic methods, and 

feature-based machine learning techniques. Blacklist are 

famous for their high accuracy but are fail of time-lag effect, 

so it cannot generalize well to new phishing attacks. On the 

country, a heuristic or a machine learning solution can 

recognize freshly created phishing websites. Phishing 

heuristic rules are characteristics that are found to exist in 

phishing attacks in reality, however characteristics are not 

guaranteed to always exist in such attacks. Heuristic method 

is based on human experience rather than intelligent data 

mining technique compared with machine learning 

algorithms. The feature-based ML techniques try to find a 

general mode to detect novel attacks by selecting a set of 

discriminative features that could help in distinguishing the 

types of websites. In other words, features are the one of the 

factors which can influence the detection precision. In this 

technique we apply the Naïve Bayes algorithm with position-

based features to reduce the misjudgment.  

 As we know that phishers cannot use the exact URL 

which they are targeting, they must use different deceptions 

to build domain names and paths that look similar to the 

original domain. It means that URL might have great impact 

on whether the websites are phished. Thus, in our approach, 

we focus on URL to detect phishing websites. Specifically, 

many features of URL will be studied so that can use them to 

detect whether the websites are phished. 

Following features are recognize to detect whether the 

website is legitimate or not: 

1) IP Address – Attacker uses IP addresses to obscure the 

actual domain name of the website being visited. URL 

detection methods can look for an IP address in the URL. 

2) Protocol – The protocol portion of URL demonstrates 

which network protocol ought to be utilize to fetch the 

requested resource. 

3) Number of Dots and Slashes – This feature is simply the 

maximum number of Dots (‘.’) contained in the URL and 

is a continuous feature. Generally URL should not 

contain more number of slashes. 

4) Suspicious Character – Presence of @ symbol in the 

URL indicate that all text before @ is comment. Whether 

written before @ is ignored and training URL is visited. 

5) Multiple Occurrence (.com, https, http) – The occurrence 

of multiple ‘.com’, ‘https’, ‘http’ in a URL impose a 

threat of malicious URL. 

6) Keyword Check – There are various properties to detect 

malicious URL. Coding part of this research contains 

following properties: “update”, “termination”, 

”confirm”, ”account”, “banking”, “secure”, “bonus”,  

“login”, “free”, “lucky”, “signin”. 

7) Company Check – Malicious or fake websites want to 

look as legitimate as possible so they every so often 

contain the name of the company they are aiming. 

 The above features are used to check whether the 

given URL is legitimated or not. If webpage is malicious then 

the results are predicated to the user. 

II. LITERATURE SURVEY 

Several different solutions for phishing have been developed 

during the past few years. These solutions include 

government policies against online frauds, creating 

awareness to users and technology countermeasures. Review 

of these researches improved our basic understanding 

towards this problem and helped us to build a more 

compressive research model for the current study. 

 Detecting Phishing Attacks Using Natural Language 

Processing and Machine Learning. This paper present an 

approach which uses Natural Language Processing 

techniques to analyze text and detect inappropriate statements 

which are indicative of phishing attacks. To demonstrate the 

effectiveness of this approach it have evaluated it by using a 

large benchmark set of phishing emails [1]. 

 Malicious URL Detection Using Machine Learning. 

This article aims to provide a comprehensive survey and a 

structural understanding of malicious URL Detection 

techniques using machine learning traditionally, the detection 

of malicious web pages is done through the usage of blacklist. 

However, blacklists cannot be exhaustive and it cannot detect 

newly generated malicious URL’s to improve this, machine 

learning techniques are used [2]. 

 Detecting Phishing Websites: A Heuristic URL-

Based Approach. This paper uses a new approach to detect 

phishing site by using the features of URL. This proposed 

technique was evaluated with the dataset of contains 9,661 

phishing websites and 1,000 legitimate websites. The results 

show that the proposed technique can detect over 97% 

phishing websites [5]. 
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 In the Heuristic-Based Approach it uses three 

techniques to detect phishing: Blacklist, Heuristics, and 

Machine learning [5].  

 Online Detection and Prevention of Phishing 

Attacks. This paper propose a new end-host based anti-

phishing algorithm, which call LinkGuard by utilizing the 

generic characteristics of the hyperlinks in phishing attacks. 

The LinkGuard can detect not only known but also unknown 

phishing attacks. It is light-weighted and can detect and 

prevent phishing attacks in real time [6]. 

 Phishing Detection Based on Newly Registered 

Domains. This paper propose an Intelligent Phishing 

detection (IPD) system to address phishing detection problem 

actively. Specially, IPD first generates the detection dataset 

from the global massive domain name registration data 

automatically then it applies the Naive Bayes algorithm 

which is optimized by position-based features to achieve the 

high precision detection [4].  

III. SYSTEM DESIGN  

The system model is depicted in following fig. 1: 

1) Phase 1 – Receiving URL of web page: The URL of web 

page is received from dataset or browser. 

2) Phase 2 – Contents of Web Page: In this phase, It will 

check whether the URL is valid or invalid. 

3) Phase 3 – Feature Extraction: If URL is Invalid then 

Different features such as Length of URL, HTTP, 

HTTPS, symbols like ‘@’, ‘-’, ‘//’ etc. of URL are 

extracted to check whether URL is malicious or not.  

4) Phase 4 – Feature Analysis: The features of URL are 

extracted and analyzed. 

5) Phase 5 – Applying Rules and Generation of Rules: The 

extracted features are analyzed and rules are generated to 

predicate results. 

The system architecture of proposed system as given below: 

 
Fig. 1: Architecture of Malicious URL Detection 

IV.  ALGORITHM  

Input: URL 

Output: Predicted result whether it is valid or Invalid URL. 

Step 1: Start. 

Step 2: Enter URL. 

Step 3: Extract the contents of web page in text format. 

href Count. 

Script Count. 

Symbol @. 

Analyze the result. 

Step 4: Extract images from the URL. 

Step 5: Extract links from the given URL and write total count 

            of the links. 

Step 6: Analyze the URL features like Length, Symbols @, 

//,  

            Https, Links, Scripts. 

Step 7: Apply the rules. 

Step 8: Predict the result whether URL is Valid or Invalid. 

Step 9: Stop. 

V. EXPERIMENTAL RESULTS 

       We have selected some sites for training and testing. 

Experimental procedure is divided into the following six 

phases: 

 Phase 1 

Few websites are selected as shown in the Table I. 

Sr. No. URL 

1. http://facebook.com 

2. http://wallacefund.info 

3. http://detdinsty.icu 

4. http://fungi.myspecies.info 

5. http://learn.knockoutjs.com 

Table I: Some URL’s 

 Phase 2 

In this phase of content extractor, Count of three contents of 

webpage are extracted href, script and symbol-@. Table II 

shows the obtained result. 

Sr. 

No

. 

URL 

Features 

hre

f 

Scrip

t 

Symbo

l 

1. http://facebook.com 10 34 0 

2. http://wallacefund.info 141 61 0 

3. http://detdinsty.icu 0 2 0 

4. 
http://fungi.myspecies.inf

o 
77 50 0 

5. 
http://learn.knockoutjs.co

m 
9 36 0 

Table II: Three features are extracted 

 Phase 3 

In this phase of Image extractor, the images from the given 

URL are extracted. Whatever images present in the site the 

sources of images are displayed in one side of image 

extractor. 

 In this phase, on the other side also preview of the 

images of entered URL are displayed.  

http://facebook.com/
http://wallacefund.info/
http://wallacefund.info/
http://detdinsty.icu/
http://fungi.myspecies.info/
http://learn.knockoutjs.com/
http://facebook.com/
http://wallacefund.info/
http://wallacefund.info/
http://detdinsty.icu/
http://fungi.myspecies.info/
http://fungi.myspecies.info/
http://learn.knockoutjs.com/
http://learn.knockoutjs.com/
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 Phase 4 

In this phase of link extractor, the total number of links are 

displayed. The result is shown in the Table III. 

Sr. No. URL Total no. of links 

1. http://facebook.com 53 

2. http://wallacefund.info 27 

3. http://detdinsty.icu 21 

4. http://fungi.myspecies.info 71 

5. http://learn.knockoutjs.com 14 

Table III: Total number of links 

 Phase 5 

In this phase of URL analysis, six features count are 

displayed. The result is shown in the Table IV. 

Sr. 

N

o 

URL 

Features 

Le

n-

gth 

@ 
/

/ 
- 

HTT

PS 

httt

ps 

1. 
http://facebook.co

m 
25 0 1 0 0 1 

2. 
http://wallacefund.i

nfo 
24 0 1 0 0 0 

3. http://detdinsty.icu 28 0 1 0 0 0 

4. 
http://fungi.myspeci

es.info 
28 0 1 0 0 0 

5. 
http://learn.knockou

tjs.com 
45 0 1 0 0 0 

Table IV: Six features of URL are analyze 

 Phase 6 

In the final phase of prediction, from above count of total ten 

features the final result is calculated to predict whether the 

URL is valid or invalid with the help of positive and negative 

count as shown in the Table V. 

Sr. 

No

. 

URL 

Positi

ve 

Count 

(%) 

Negati

ve 

Count 

(%) 

Resul

t 

1. http://facebook.com 50 50 Valid 

2. http://wallacefund.info 30 70 
Invali

d 

3. http://detdinsty.icu 60 40 Valid 

4. 
http://fungi.myspecies.

info 
30 70 

Invali

d 

5. 
http://learn.knockoutjs.

com 
50 50 Valid 

Table V: Final Prediction 

 In this if the positive count is more than negative 

then URL is valid. If the positive count is less then negative 

then URL is Invalid. and if the positive and negative count is 

similar then also it is consider as valid URL. 

 From this count the final result is displayed whether 

the entered URL is valid or invalid URL. 

VI. CONCLUSIONS & FUTURE WORK 

Malicious Links are well known weapons used by attackers 

to acquire control of victim systems, which can be utilized to 

executes cybercrimes involving spamming, phishing, denial 

–of-service, and many more. The rising levels of cybercrimes 

have  necessitated   the  requirement of  classification   and  

the identification framework to detect and prevent such 

crimes a URL detection model is proposed. 

 The proposed system uses feature extraction and 

machine learning techniques for detection of malicious 

URL’s. As Existing system uses Anti-Phishing toolbar is not 

used in the proposed system. 

 The future directions which include more effective 

feature extraction and the representation learning (For 

example, via deep learning approaches) and more effective 

machine learning algorithms for training the predictive 

models for dealing with the different concept drifts (For 

example, More effective online learning) to predict more 

accurate result, that given URL is malicious or not. 
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