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Abstract— The Problem of Financial fraud is growing with 

far consequences in the financial industry and while many 

techniques have been discovered. Data mining has been 

applied successfully to automate analysis of huge volumes of 

complex data in financing the databases. For the detection of 

credit card fraud in online transactions, data mining has 

played a salient role in it. Fraud detection in credit card is a 

problem in field of data mining, It has becomes  a challenging 

due to two major reasons–first, the profiles of normal and 

fraudulent behaviours change frequently and secondly due to 

reason that credit card fraud data sets are highly skewed. The 

paper digs-in and checks the performance of Decision tree, 

Random Forest, SVM and logistic regression on highly 

skewed credit card fraud data. Dataset of credit card 

transactions is sourced from European cardholders containing 

284,786 transactions. These techniques are applied on the raw 

and pre-processed data. The performance of the above 

techniques is evaluated based on its accuracy, sensitivity, 

specificity and precision. And then the paper discusses about 

how to detect the fraud using Random Forest.   
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I. INTRODUCTION 

Due to the popularization of ecommerce and the development 

of mobile intelligent devices, now Credit cards are being 

widely used. Card-not-present transactions (i.e., online 

transaction without a physical card) is more popular, 

especially all credit card operations are performed by web 

payment gateways, e.g., PayPal and Alipay. Using Credit 

cards have made our online transaction much easier and more 

convenient to use. Since, there is a growing trend of 

transaction frauds which results in a great losses of money 

every year. It is estimated that losses are increased yearly at 

double digit rates by 2020. Since the physical card is not 

needed in the online transaction environment and the card‟s 

information is enough to complete a payment, it is easier to 

conduct a fraud than before. These Transaction fraud are 

becoming a top hurdle to the development of e-commerce and 

has a dramatic influence on the economy. Hence, fraud 

detection is essential and necessary. Fraud detection is a 

process of monitoring the transaction behavior of a 

cardholder in order to detect whether an incoming transaction 

is done by the cardholder or others. Generally, there are two 

kinds of methods for fraud detection: misuse detection and 

anomaly detection. Misuse detection uses classification 

methods to determine whether an incoming transaction is 

fraud or not. Usually, such an approach has to know about the 

existing types of fraud to make models by learning the 

various fraud patterns. Anomaly detection is to build the 

profile of normal transaction behavior of a cardholder based 

on his/her historical transaction data, and decide a newly 

transaction as a potential fraud if it deviates from the normal 

transaction behavior. However, an anomaly detection method 

needs enough successive sample data to characterize the 

normal transaction behavior of a cardholder. This paper is 

about misuse method. We use random forest to train the 

normal and fraud behavior features. Random forest is a 

classification algorithm based on the votes of all base 

classifiers. The major contributions of this paper are 

summarized as follows. 1) To deal with fraud detection 

problem, two kinds of random forests are used to train the 

normal/fraud behavior features. They are Random-tree-based 

random forest and CART-based one, respectively. 2) By 

using the data from an e-commerce company in China, 

experiments are conducted to evaluate the effectiveness of 

these two methods. 3) From the result of experiments, some 

conclusions are made which would be helpful for future 

work. The paper is organized as follows. Section II describes 

some related work about credit card fraud. Section III 

introduces the methods used in our experiment. The 

experiments and performance measures are discussed in 

Section IV. Finally, some conclusions and future work are 

presented. 

Nowadays the modes of payment methods are 

changed into online transactions. Banking system provides 

different type of payments like e-cash, card payments, 

internet banking, and e-services for improving online 

transaction. Credit card is one of the most custom ways of 

online transaction. 

Credit Card purchasing is categorized into two types: 

 Physical Card 

 Virtual Card 

A physical card is used for making a payment at a 

physical payment terminal in your shop or via an online shop. 

A virtual card is not available as a card; it is a digital payment 

instrument that can be used for internet banking. 

Credit Card: A Credit card is used for a payment 

purpose to enable the user to pay an amount for goods and 

services based on the cardholder‟s promise to the card and 

other agreed charges. Figure 1 will show the process of credit 

card transaction. Generally, the issuer creates a temporary 

account to the card holder along with a grant statement in 

order to draw money for payment of purchase. The bank 

charges a small interest in this regard. 

Credit Card Fraud: Credit card is the most frequently 

used payment method in online transactions and gradually 

there is an increase in fraud transactions as well. The intention 

behind these kinds of fraudulence may be obtaining goods 

without paying, or unauthorized funds from an account. Most 

people associate crime of credit card fraud with ID theft. Now 

the ID theft decreased into a percentage. A survey proved that 

about 0.1% fraudulence is by credit card. This has resulted in 

huge financial losses. 

Fraud Detection: Credit card fraud detection stores 

the previous transaction patterns of each cardholder which 

helps in decrease the rate of credit card frauds. It calculates 

user‟s characteristics. Deviation of user transaction history 

and operating is considered as an invalid attempt and system 

takes action. The system will block the user for more than 

three_invalid_attempts. 
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Fig. 1: Process of credit card transaction 

II. RELATED WORKS 

In [1] This paper represents the research about a case study of 

a credit card fraud detection, where data normalization has 

been applied before Cluster Analysis and with results which 

are obtained from the use of Cluster Analysis and Artificial 

Neural Networks on fraud detection shows that by clustering 

attributes neuronal inputs can be minimized. The Satisfying 

results can be obtained by using normalized data and data 

should be MLP trained. This research was based on 

unsupervised learning. Importance of this paper was to find 

new methods for fraud detection and to increase the accuracy 

of results. 

In [2] Various modern techniques based on 

Sequence Alignment, Machine learning, Data mining etc. has 

been evolved. Survey of various techniques used in credit 

card fraud detection mechanisms has been Shown in this 

paper along with evaluation of each methodology based on 

certain design criteria. Significance of this paper was to 

organize a survey to compare different credit card fraud 

detection algorithm to find the most suitable algorithm to 

solve the problem. 

In [3] Yogesh Bharat Sonawane, Akshay Suresh 

Gadgil, Aniket Eknath, Niranjan Kamalakar Jathar, describes 

the “Clustering Based Approach” with K-means cluster 

analysis is a technique for smashing dataset down into 

narrated constituents in such a way that patterns and order 

becomes perceivable. Searching outliers is a main duty in k-

means clustering for Credit Card Fraud Detection. 

In [4] Application fraud is that criminals get new 

credit cards from issuing companies by forging false 

information or using other legitimate cardholders 

information. Behavior fraud is that criminals steal the account 

and password of a card from the genuine cardholder and use 

them to spend. 

In [5] propose an alternative method to prevent fraud 

in E-commerce applications, using a signature-based method 

to establish a user‟s behavior deviations and consequently 

detect the potential fraud situations in time. However they 

only considered the click stream as the element of the 

signature. We believe that instead of using only one 

transaction feature for a fraud detection, it is better to consider 

multiple transaction features. 

In [6] Sahin and Duman make a comparison 

between decision tree and support vector machine (SVM) in 

detecting credit card fraud. They divide a dataset into three 

groups which are different in the ratio between fraudulent 

transactions and legitimate one, and they develop seven 

decision tree and SVM based models and test them in these 

datasets. 

In [7] X Song, M. Wu,C. Jermaine, Sanjay Ranka 

represents the way to direct whether reported anomaly is 

interesting or not.They make use of domain knowledge 

provided by user and set of environmental attributes. This 

conditional anomaly detection technique use the difference 

between the attributes and offers three different expectation-

maximization algorithms. 

[8] This paper is about misuse method. We use 

random forest to train the normal and fraud behavior features. 

Random forest is a classification algorithm based on the votes 

of all base classifiers. 

[9] Random forest, one of ensemble methods, is a 

combination of multiple tree predictors such that each tree 

depends on a random independent dataset and all trees in the 

forest are of the same distribution. 

III. METHODOLOGY 

 

On all over the financial sector, machine learning algorithms 

are being developed to detect fraudulent transactions. In this 

project, that is exactly what we are going to be doing as well. 

By using a dataset of around 28,500 credit card transactions 

and multiple unsupervised anomaly detection algorithms, we 

are going to identify transactions with a high probability of 

being credit card fraud. In this project, we will construct and 

apply the following two machine learning algorithms: 

 Decision Tree 

 Random Forest Algorithm 

Decision tree is an algorithm that uses a tree like 

graph or model of decisions and their possible outcomes to 

predict the final decision, this algorithm uses conditional 

control statement. A Decision tree is an algorithm for 

approaching discrete-valued target functions, in which 

decision tree is denoted by a learned function Random forest, 

one of ensemble methods, is a combination of multiple tree 

predictors such that each tree depends on a random 

independent dataset and all trees in the forest are of the same 

distribution. The capacity of random forest not only rely on 

the strength of each separate tree but also the correlation 

between different trees. The stronger the strength of single 

tree and the less the correlation of different tress, the better 

the performance of random forest. The variation of trees 

comes from their randomness which involves bootstrapped 

samples and randomly selects a subset of data attributes.  

Although there possibly exist some mislabeled instances in 

our dataset, random forest is still robust to noise and outliers. 

Algorithm: 

Input: Dataset D and the number of trees NT. 

Output: A random forest. 
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For i =1to NT: 

1) Draw a bootstrap sample Di from the training set D 

whose size is n. 

2) Construct a binary tree of the bootstrapped data 

recursively from root node. Repeatedly perform the 

following steps until all records of current node belong 

to a class. 

a) Randomly select a subset of √m attributes. 

b) For j =1to √m: 

1) Compute leftCenter[j] and rightCenter[j]. 

c) For k =1to |Dic|: 

1) Compute the Manhattan distance dLk and dRk between 

the recordk and each center. 

2) if  dLk < dRk 

Allocate record k to the left child of the current node. 

else 

Allocate record k to the right child of the current node. 

d) Split the node into a left child and a right child. 

 
Fig. 2: Architecture 

First the credit card dataset is taken from the source 

and cleaning and validation is performed on the dataset which 

includes removal of redundancy, filling empty spaces in 

columns, converting necessary variable into factors or classes 

then data is divided into 2 part, one is training dataset and 

another one is test data set. Now K fold cross validation is 

completed that is the original sample is being randomly 

partitioned into same sized subsamples. Out of  k subsamples, 

a single subsample is kept as the validation data for testing 

the model, and the remaining k −1 subsamples are used as 

training data. 

 
Table 1: Confusion Matrix 

 “True Positive” is the fraud cases that the model 

predicted as “fraud”. 

 “False Positive” is the non-fraud cases that the model 

predicted as “fraud”. 

 “True Negative” is the non-fraud cases that the model 

predicted as “non-fraud”. 

 “False Negative” is the fraud cases that the model 

predicted as “non-fraud”. 

Confusion Matrix is a commonly favourite when 

analyzing the misclassifications. Each row in the matrix 

represents the instances in a predicted class whereas each 

column represents the instances in an actual class. 

IV. CONCLUSION 

After observing the performance of various machine learning 

algorithms such as Decision tree, Random Forest, SVM and 

Logistic Regression based on accuracy, sensitivity, 

specificity, precision on the available credit card dataset, we 

will make a system to detect credit card fraud using most 

prominent machine learning algorithms: Random Forest. 

REFERENCES 

[1] Raj S.B.E., Portia A.A., Analysis on credit card fraud 

detection methods, Computer, Communication and 

Electrical Technology International Conference on 

(ICCCET) (2011), 152-156. 

[2] Dermala N., Agrawal A.N., Credit card fraud detection 

using SVM and Reduction of false alarms, International 

Journal of Innovations in Engineering and Technology 

(IJIET) 7(2) (2016). 

[3] Yogesh  Bharat  Sonawane  ,  Akshay Suresh  Gadgil, 

AniketEknath More4 , NiranjanKamalakarJathar , 

“Credit Card Fraud Detection Using Clustering Based 

Approach”, IJARIIE-ISSN(O)-2395-4396 Vol-2 Issue-6 

2016. 

[4] Seyedhossein, Leila, and M. R. Hashemi. ”Mining 

information from credit card time series for timelier 

fraud detection.” IEEE, 2011:619-624. 

[5] Mota, G., Fernandes, J., and Belo, O. (2014). Usage 

signatures analysis an alternative method for preventing 

fraud in E-Commerce applications. International 

Conference on Data Science and Advanced Analytics 

(pp.203-208). IEEE. 

[6] Sahin, Y., and Duman, E. (2011). Detecting credit card 

fraud by decision trees and support vector machines. 

Lecture Notes in Engineering and Computer Science, 

2188(1). 

[7] RaghavendraPatidar, Lokesh Sharma, “Credit Card 

Fraud Detection Using Neural Network”, International 

Journal of Soft Computing and Engineering 

(IJSCE)ISSN: 2231-2307, Volume-1, Issue-NCAI2011, 

June2011. 

[8] Breiman, L. (2001). Random forests. Machine Learning, 

45(1), 5-32. 

[9] Shiyang Xuan, Guanjun Liu, Zhenchuan Li Correcting 

noisy data. In ICML, pages 239–248, San Francisco, CA, 

1999. Morgan Kaufmann. 


