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Abstract— E-mail is one of the most widely used modes of 

written communication over the past two decades through the 

internet, also one of the greatest methods of communication 

that has been accepted for private message or vocation 

purpose of communication and its traffic has increased 

aggressively with the appearance of World Wide Web. So 

nowadays each and everyone have at least one e-mail 

account. Sometimes user receives the email consisting of 

same content repeatedly by multiple users. The main aim of 

this study is to analyze the performance of different pre - 

existing classification techniques and to select the best 

classification technique with more accuracy and efficiency, 

so that the e-mails consisting of same content known as 

duplicate e-mails can be classified and redirected to the 

original email, later forwarding them to the trash bin. 

Classification techniques are of two types – based on machine 

learning techniques and based on non – machine learning 

techniques. Based on machine learning techniques consist of 

the algorithms such as Naïve Bayesian Classifier, Support 

Vector Machine (SVM), K Nearest Neighbour (KNN) and 

many more. Based on non – machine learning techniques 

consist of Black/White List, Signatures, Keyword Checking, 

Mail Header Checking.    
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I. INTRODUCTION 

Electronic mail, commonly known as email or e-mail, is a 

method of sharing digital messages from an author to one or 

more recipients. In recent years, internet has become an 

important part of our life. With the increased use of an 

internet, number of email users is also growing day by day. It 

is estimated that 294 billion emails are sent every day [9]. E-

mail is one of the most widely used modes of written 

communication over the past two decades through the 

internet, and its traffic has increased aggressively with the 

appearance of World Wide Web.  

Nowadays e-mails are not only used for sending and 

receiving messages but also for other applications such as, 

official data transfer (such as documents, files, images), 

highly secured data transfer (such as password or PIN 

numbers generated during the registration), private data 

transfer (such as personal details, facts or information) and 

transfer highly sensitive information (such as company 

private information). When a user sends an email from his/her 

mailbox, the sender promises the paternity of the 

corresponding email. The receiver can consider this email as 

important as a signed letter from the sender. Even in forensic 

inquiry or legal procedures, an email is granted a lot of 

importance to stand as a valid proof, where as an existing 

system have a poor performance [3].  

The email is mostly used by human for their 

personal or professional use as it is more powerful, speedy 

and affordable way of communication. Globally, the number 

of email account is gradually increasing day by day. The 

importance and the usage of email is growing day by day all 

over the world. It is an inexpensive mode of communication 

to smoothly transfer the details throughout the worldwide 

with the help of internet [6].  

E-mail is also one of the greatest methods of 

communication that has been accepted for private message or 

vocation purpose of communication. So nowadays each and 

everyone in the world has at least one e-mail account.  

In lot of communication e- mail plays an important 

role. E- mail system is used for communication in all type of 

planning[10]. Modern email operates across the internet or 

other computer networks. Today's email systems are based on 

a store-and-forward model. Email servers accept, forward, 

deliver and store messages. Emails have a particular format 

for sending information [4].  

Internet email messages contain two major parts – 

Header and Body. 

A. Header 

The message header contains control information, sender 

email address and one or more recipient addresses and 

detailed information such as a subject header field and a 

message sending date/time stamp which is organized into 

fields such as From, To, CC, Subject, Date, and other details 

about the email. 

B. Body  

Body content is unorganized text which sometimes contains 

a signature block of the sender at the end. This is exactly as 

same as the body of a regular letter. The header is 

differentiated from the body by a blank line. 

 
Fig. 1: Life Cycle of an Email 
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Life cycle of an Email is as shown in figure 1. The 

logical elements of internet mail system are as follows: 

C. Mail User Agent (MUA)  

It helps the user to read and write the messages through email. 

D. Mail Transfer Agent (MTA)  

It receives the message sent to it either through a MUA or 

through another MTA and then make sure the correct 

conveyance method and the way that the email should follow.  

E. Mail Delivery Agent (MDA)  

It receives the message and then transfer them to the user’s 

mail inbox through the user’s mail server. 

F. Mail Retrieval Agent (MRA)  

It receives the message from the user’s mail server and 

transfer them into the user’s mail inbox. 

The main aim of this study is to analyze the 

performance of different pre - existing classification 

techniques and to select the best classification technique with 

more accuracy and efficiency, so that the e-mails consisting 

of same content known as duplicate e-mails can be classified 

and redirected to the original email, later forwarding those 

duplicate e-mails into the trash bin. 

II. LITERATURE SURVEY 

Many exploration works have been accomplished to classify 

the emails and to filter them using various classification 

techniques of both Machine Learning and Non – Machine 

Learning. We have examined some of these techniques and 

algorithms with summarized accuracy and efficiency. 

Pingchuan Liu et al [1] intended to find an effective 

solution to filter possible spam e-mails and their proposed 

approach uses email content only to build keyword corpus, 

together with some text processing to handle obfuscation 

technique. The algorithm was evaluated using the 

CSDMC2010 SPAM corpus dataset that contained 4327 

emails in the training dataset and 4292 emails in the testing 

dataset. The experimental results show that the proposed 

algorithm has 92.8% accuracy. 

Sunil B. Rathod et al [2] have emphasized Bayesian 

approach for classifying Spam and legitimate mails using 

supervised learning across features extracted. Applying the 

Bayesian classifier, they experimentally demonstrated that 

spam mails can be detected with an accuracy of more than 

96.46% with respect to realworld gmail data sets. The mail 

dataset once trained, effectively detect a potentially spam 

mails and thus help internet users from avoiding those spam. 

Prof. S.B. Madankar et al [3] proposed an idea to 

design a spam detection system. The system will be enabled 

to analyze the content of emails, in particular the artificially 

generated image sent as attachment in an email. The system 

will analyze the image content and classify the embedded 

image as spam or legitimate hence classify the email 

accordingly. They have used a method called Naïve 

Eucledian where the training procedure runs extremely fast 

for the spam detection problem and yet the correct 

classification rate is reasonable. With the increasing 

importance of email and the incursions of Internet marketers, 

unsolicited commercial email has become a major problem 

on the Internet. To detect image spam, computer vision and 

pattern recognition techniques are also required, and indeed 

several techniques have been recently proposed. Their 

proposed framework exploits both.  

Mrs. Pranjal S. Bogawar et al [4] represented 

various techniques and approaches used by them for email 

mining and subsequent classification. Also they have worked 

on the email body and found gender, language, writing styles 

of author. They found the relationships between users, 

threatening messages. They also found the profiles of 

phishers. 

Anju Radhakrishnan et al [5] have performed the 

email classification is done using machine learning 

algorithms. Two of the important algorithms namely, Naïve 

Bayes and J48 Decision Tree are tested for their efficiency in 

classifying emails as spam or ham. 

The experiment focused on classification in 

combination with pre-processing techniques and concepts of 

text categorization. The dataset used is Enron Corpus. TF-

IDF value is used as the weight score of text. The classifiers 

are also tested for different feature size. The test results show 

that J48 is more accurate in classifying emails as spam or ham 

with a minimum feature size and classification time. 

Esha Bansal et al [6] presented the comparative 

analysis of performance of various pre-existing classification 

techniques. In their research a number of existing algorithms 

for spam mail filtering are discussed, compared with each 

other and tabulated with their findings. It helps to understand 

the wide variety of classification techniques in order to select 

one. 

Mis.Elifenesh Yitagesu et al [7] used WEKA 

interface to test various classification rules which are used to 

test whether the email is legitimate or spam. At the end they 

have summarized all the classification technique and chosen 

Naïve Bayes classifier since it is more efficient and has higher 

accuracy rate when compared to other techniques. 

W.A. Awad et al [8] reviewed some of the most 

popular machine learning methods (Bayesian classification, 

k-NN, ANNs, SVMs, Artificial immune system and Rough 

sets) and of their applicability to the problem of spam Email 

classification. Descriptions of the algorithms are presented, 

and the comparison of their performance on the Spam 

Assassin spam corpus is presented. 

G.Vijayasekaran et al [9] are using the Naives 

Bayesian Classifier with three layer framework that includes 

obfuscator, classifier and anomaly detector for spam 

classification for bulk emails. They are also using the real 

time dataset for classification of spam and non-spam mails. 

The feature extraction technique is used to extract the feature 

in terms of digest based on bucket classification. Their result 

is to increase the accuracy of the system. And implement Self 

Acknowledgeable Intranet Mail System has been designed 

and implemented to benefit the sender about the status of his 

mail. Once a mail is sent, the sender can know the receiver 

activity in the mail system until the mail is viewed. Finally 

provide the pop up window to identify the mail content at the 

time of open the spam mails. 

Prof. Suchita Walkeet al [10] has studied different 

classification techniques which help us to classify the large 

email data. Their proposed application has discussed the 

importance of e-mail as a means of communication within 
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engineering projects and even more so when a project 

becomes larger, increasingly multi- disciplinary and more 

distributed both spatially and temporally. Although high 

volumes of communication are seen to be indicative of a 

successful project and project progress, it is argued that there 

may be issues of information overload for engineers.  

Dr. Khongbantabam Susila Devi et al [11] aimed at 

presenting the various problems related with email spam and 

spam filtering techniques, content based filters, hashing 

algorithms used in fingerprint, matching of files and 

associated methods. Also they have discussed the problem of 

email spam and presented an overview of content-based spam 

filters and similarity based hashing algorithms. From their 

research we can analyze different email spam filtering 

techniques, similarity hashing functions that are based on text 

categorization, fingerprints matching for identifying 

duplicate detection of documents, files and there are no 

specific techniques or tools which provide the optimal 

solution with respect to false positive and false negative. 

Harjot Kaur et al [12] aim was to discuss the process 

of filtering the mails into spam and ham using various 

techniques. They even illustrated various machine learning 

and non-machine learning algorithms. They have used a 

feature selection technique like MLP neural network but 

MLP has a limitation of selecting initial information point 

using a randomized approach which increases the execution 

and model building time of the MLP algorithm.  

Priyanka Sao et al [13] are using the Naïve Bayesian 

Classifier for spam classification. The dataset used by the 

authors is Lingspam dataset for classification of spam and 

non-spam mails. Their dataset contains totally a 960 mails in 

which 700 are train dataset and 260 are test dataset. The train 

and test data are further divided in two parts spam mails and 

non-spam i.e. 50% of train dataset are spam dataset and 50% 

are non-spam dataset as same for the test dataset. Using the 

Naïve Bayesian Classifier they have extracted the word using 

word-count algorithm. After calculation they found that naïve 

Bayesian classifier has more accurate than support vector 

machine. The error rate is very low when they are using the 

Naïve Bayesian Classifier. So they have stated that Naïve 

Bayesian Classifier produce better result than Support Vector 

Machine. 

R.Malarvizhi et al [14] presented an overview of the 

state of the art for spam filtering is studied and the ways of 

evaluation and comparison of different filtering methods. 

Their research paper mainly contributes to the comprehensive 

study of spam detection algorithms under the category of 

content based filtering. Then, the implemented results have 

been benchmarked to examine how accurately they have been 

classified into their original categories of spam. According to 

them the efficient technique among the discussed techniques 

is Bayesian method to create a spam filter. As it gives the 

effective outcome when compared to other methods. 

Prachi Goyal Juneja et al [15] have discussed about 

spam, its evolution and impact. Also we will see different 

types of spam and spam filtering techniques.  Various 

techniques that can help fight Spam like URL based filters, 

list based and keyword based filtering and content based 

filtering encompassing Bayesian filtering combined with 

string matching to make it more robust are discussed. 

Loredana Firte et al [16] their research presents a 

new approach for a spam detection filter. The solution 

developed is an offline application that uses the K-Nearest 

Neighbor (KNN) algorithm and a pre-classified email data set 

for the learning process. The system performs a constant 

update of the data set and the list of most frequently words 

that appear in the messages. Also a feedback option regarding 

misclassified messages is implemented and recommended to 

be performed at a certain rate depending on the resources 

available. 

Ajay Sharma et al [17] proposed a detection of spam 

mail by using K-nearest neighbor classification method by 

combining Spearman’s correlation coefficient as distance 

measure rather than traditional Euclidean distance. 

Experimental results present a significant improvement in 

accuracy with higher F-measure compare to traditional 

algorithms. Also they have compared Bayesian and SVM 

classifier with KNN. KNN classification with Spearman’s 

correlation is used for detecting suspicious mail or spams. 

The proposed algorithm achieves higher accuracy and F-

measure compare to above specified techniques.  

S.Ananthi et al [18] performed a survey on the 

current spam filtering techniques, explores the use of k-

Nearest-Neighbor algorithm as the basis for personalized 

spam filters. Several other classifiers such as Naive Bayesian 

classifier, Random Forest Tree, and Heuristic rules are 

combined to construct hybrid spam filtering systems to, if 

possible, improve the performance of classification. At the 

same time, heavy experiments are performed in 

preprocessing steps to compare their impacts on the same 

algorithm and the results are reported. Finally, their project 

performs spam filtering using k-NN algorithm.  

III. CLASSIFICATION TECHNIQUES 

There are many techniques that are proved to filter emails. 

But the accuracy and efficiency of such email filtering 

techniques is still a question mark. Till now no such filtering 

techniques is proved to provide 100% accuracy in 

classification of emails [5]. 

In the task of e-mail filtering some features could be 

the bag of words or the analysis of subject line. Thus, the 

input to the task of e-mail classification can be viewed as a 

two dimensional matrix, whose axes are the messages and the 

features. E-mail classification tasks are often divided into 

several sub-tasks. First, collection of email messages and its 

representation are the most specific problems, second, feature 

selection and reduction of email attempts to reduce the 

number of features for the remaining steps of the task. 

Finally, the process of e-mail classification phase finds the 

actual relation between training set and testing set [8].  

Classification techniques are of two types - based on 

machine learning techniques and based on non – machine 

learning techniques. Based on machine learning techniques 

consist of the algorithms such as Naïve Bayesian Classifier, 

Support Vector Machine (SVM), and K Nearest Neighbor 

(KNN). Based on non – machine learning techniques consist 

of Black/White List, Signatures, Keyword Checking, Mail 

Header Checking.  
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A. Machine Learning Techniques 

Machine Learning is a domain of computer science that 

traverse the design and development of computer systems 

that automatically increase their performance in a task based 

on experience. Automatic e-mail classification uses statistical 

approaches or machine learning techniques and aims at 

building a model or a classifier in particular for the task of 

filtering the emails. The building of the model or classifier 

requires a set of pre-classified documents. The process of 

building the model is called training [19].   

Machine learning algorithms are used for the 

classification of objects consisting of different classes. Such 

algorithms have been proved to be an efficient algorithm in 

classifying the emails [5].  

Some of the most popular Machine Learning 

techniques for email filtering are Naive Bayesian Classifier, 

Support Vector Machine (SVM), and K – Nearest Neighbour 

(KNN). In this section we go through the underlying theory 

and aims to provide essential information about the popular 

Machine Learning algorithms employed in email filtering for 

the benefit of readers unfamiliar with them. 

1) Naive Bayesian Classifier 

Naive Bayesian classifier is a technique that is most popular 

and also the most well-known statistical email classifier. It is 

called ‘naive’ because it neglects the possible dependencies 

or corresponding relations among the inputs and reduces a 

multivariate problem to a group of uni-variate problems [19]. 

The Naïve Bayesian Classification represents a supervised 

learning method as well as a statistical approach for the email 

classification. This Bayesian Classification is named after 

Thomas Bayes, who proposed the Bayes Theorem [4].  

It is one of the famous machine learning algorithms 

working on the principle of Bayes theorem. Bayes theorem 

calculates the posterior probability. It is the most widely used 

technique for the purpose of content based email 

classifications [6]. The Bayesian perspective towards the 

classification is one of the most important Data Mining 

techniques. The Bayesian classifier can achieve the required 

result when the probability distribution is provided. Bayesian 

classifier method is totally based on the probability theory. 

Naive Bayesian classifier can often perform and provide the 

expected result with more sophisticated classification 

methods. In the Bayesian analysis, the final classification of 

result is produced by using both sources of information i.e. 

the prior and the likelihood to form a posterior probability 

using Bayesian rule [14].  

Classification process used in Naive Bayes classifier is as 

shown in figure 2. 

Classification Process 

New Data = (A) = (A1, A2, A3........An) 

Class C is a member of {C1, C2, C3........Ck) 

 
Fig. 2: Classification Process in Naive Bayes Classifier 

Bayesian classifier is working on the dependent 

events and the probability of an event occurring in the future 

that can be detected from the previous event. This technique 

can be used to classify emails, probability of words play the 

main rule here. Naïve Bayesian classifier technique has 

become a very important method in email filtering software. 

Bayesian filter should be trained in such a way so it has to 

work effectively. Every word has certain probability of 

occurring in original or duplicate email in its database. If the 

total of words probabilities exceeds a certain limit, the filter 

will mark the e-mail to either category. Here, only two 

categories are necessary: original and duplicate. Almost all 

the statistic-based email filters use Bayesian classifier for the 

calculation of probability so it can be used to combine the 

statistics of individual token's with an overall score, and the 

filtering decision is made based on the score [8].   

Naïve Bayes uses the bag of words, features to 

identify the duplicate e-mail, a common approach used in 

classification of text. Naive Bayes classifiers work by 

connecting the use of tokens that is typically words or 

sometimes other things, with original and duplicate emails 

and then using Bayes' theorem to calculate the probability of 

an email to determine whether the email is original or not [9]. 

The Bayes theorem says that the frequency of 

likelihood might depend on the availability or non availability 

of another event. This dependency is written in terms of 

contingent probability [7]. The Bayes theorem is as follows: 

P (A/B) = P (A∩B) / P (B) 

P (B/A) = P (B∩A) / P (A) P (A∩B) 

= P (A/B) P (B)  

= P (B/A) P (A) 

One of the drawback of standard Bayesian filters is 

that it ignores the connection among inputs or events; i.e. 

such filters do not consider that the words ‘special’ and 

‘offers’ are more likely to appear together in duplicate e-mail 

than in legitimate e-mail. But analysis of text confirms that 

the words have a very important connection and are not 

chosen randomly. In spite of this simple belief, Bayesian 

classifiers have been found to work fantastically well and 

good [19]. 

2) Support Vector Machine (SVM) 

Support Vector Machine (SVM) is a supervised machine 

learning technique which is used for both classification and 

regression. The key plan of the rule based classifiers is to 

classify the emails by a group of “IF THEN" rules [6][7]. The 

original SVM algorithm was invented by Vladimir Vapnik. 

SVM concept is based on the idea of structural risk reduction 

which reduces the generalization error [4]. SVMs have 

become one of the most look-after classifiers in the Machine 

Learning section because they provide superior 

generalization presentation, require fewer dataset to train 

them, and can solve high dimensional data with the help of 

kernels. SVMs obtain the result by mapping the training 

dataset into a linear or non-linear feature space through a 

function of kernel. The feature space produces an Optimal 

Separating Hyper-plane (OSH) which differentiates the 

samples of dataset into positive samples and negative samples 

by maximizing the margin around the separating hyper plane. 

The hyper-plane is then employed as a non-linear decision 

boundary so that can be used in real-world data [19].  
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Fig. 3: SVM representing differences between two classes 

using hyper-plane 

The SVM representation of differences between two 

classes using hyper – plane is as shown in figure 3 where the 

support vectors are differentiated by red and green colour. 

Green colour is chosen as the support vectors. 

SVM plots the dataset information as a point in n - 

dimensional space where n = number of features (dataset) 

which are equal to the co-ordinates in the workspace. By this 

technique original dataset is altered into a higher 

dimensionality and hence explores for the modified decision 

boundary which separates the rows of one class from the 

other. SVM presents the data points in the workspace and it 

is plotted so that the data points of the other sections are 

separated by a maximum marginal difference. New data 

points are marked to that same workspace and predictions are 

organized to analyse the section of the new data point. SVM 

can efficiently perform non-linear classification by similarity 

function [6][12]. 

SVM classifiers are of two types namely, linear and 

non-linear classifiers.  

a) Linear Classifiers:  

Partitioning the data points in a straight order by using a 

hyper-plane is classified as linear classifiers. There are 

different hyper-planes but the best way to partition the data 

using hyper-plane is by maximum margin difference via the 

distance of hyper-plane and the closest data point of any class. 

b) Non-Linear Classifiers:  

Sometimes the data is not partitioned properly or linearly in 

high dimensional plane for such partition non-linear 

classifiers are used that correctly classify the data points and 

label them to their exact class by using kernel tricks. Some 

commonly used kernel tricks are as follows: 

c) Homogenous Kernels:  

Homogenous kernels are used to study the resemblance of 

vectors. 

d) Non-Homogenous Kernels:  

In Non-homogenous kernels a free parameter is added so that 

it get attached to the group of features combined together 

[12]. 

The main advantage of SVM is that they do not 

require the number of features to be reduced in order to 

prevent the problem of over fitting, which is useful when 

dealing with dataset of large dimensions as experienced in the 

area of text mining. The drawback of SVM is that it requires 

many training times and has an inseparable model.  

3) K – Nearest Neighbour (KNN) 

The K - Nearest Neighbour (KNN) is a non – parametric 

example based learning technique or lazy learning, which 

means that the training documents are used to make out the 

differences rather than an explicit category presentation, such 

as the category profiles used by other classifiers. As such, 

there is no real training phase. It is used for decision making 

based on entire training data set. The training dataset are the 

vectors in a multidimensional feature space. The space is 

separated into regions by locations and labels of the training 

dataset.  The K nearest training datasets are selected using a 

similar predefined function and then the majority of dataset 

consisting of message is labelled as belonging to the same 

class as that of k samples. The input consists of the k- closest 

dataset in the feature space. The output is a membership of 

class function. An object can be classified by using a majority 

vote of its neighbours. The object will be assigned to the class 

which is most common among k- nearest neighbours 

[6][8][11].  

However this will only work with numerical values. 

The training section of the algorithm consists only of storing 

the feature vectors and class labels of the training dataset. 

Mainly in the classification phase, the test dataset whose class 

is unknown is presented as a vector in the feature space. 

Distances from the new vector to all the stored vectors are 

calculated and ''k'' nearest examples are selected. Usually 

Euclidean distance is used as the distance measurable metric. 

There are a number of ways to classify the new vector, one of 

the most commonly used techniques is to predict the new 

vector to the most common class amongst the K nearest 

neighbours. KNN can be useful to weight the handouts of the 

neighbours, so that the nearest neighbours provide more 

handouts to the average than the more unapproachable ones. 

The KNN algorithm is more delicate to the local structure of 

the data [18].  

 
Fig. 4: Example of KNN classification. 

Example of KNN classification is as shown in figure 

4. The test sample which is inside the circle needs to be 

classified either to the first class containing blue squares or to 
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the second class containing red triangles. If k = 3 present in 

outside circle, it is assigned to the second class because there 

are 2 triangles and only 1 square inside the inner circle.  

Nearest neighbour classifiers depends on learning 

the relationship, that is, by comparing a given test row and 

preparing those rows that are similar to it. The preparation of 

rows is portrayed by n characteristics. Each row shows a point 

in n - dimensional space. Thus, all the prepared rows are put 

away in a n-dimensional example space. At the point when 

given an uncertain row, a k - nearest neighbour classifier 

looks the example space for the k preparing rows that are 

nearest to the uncertain rows. These k preparing rows are the 

k "nearest neighbours" of the uncertain row. Nearest 

neighbour classifiers uses the distance-based comparisons 

that characteristically assigns an equivalent weight to every 

feature [17].  

A major drawback of using this technique is to 

classify a new vector into a class such that the classes with 

the more common samples tend to dominate the projection of 

the new vector, as they expects to come up in the K nearest 

neighbours when the neighbours are calculated due to their 

large number. One of the ways to overcome this problem is 

to consider the distance of each K nearest neighbours with the 

new vector that is to be classified and project the class of the 

new vector based on these distances [18]. 

B. Non – Machine Learning Techniques 

Non-Machine Learning is a technique of building a 

relationship among the variables using some self declared 

rules without depending on the data for knowledge. Non 

machine learning is an inefficient technique for email 

filtration and detection [12]. 

Some of the most popular Non-Machine Learning 

techniques for email filtering are White/Black lists, 

Signature, Keyword Checking and Mail Header Checking. In 

this section we go through the underlying theory and aims to 

provide essential information about the popular Machine 

Learning algorithms employed in email filtering for the 

benefit of readers unfamiliar with them. 

1) White Lists 

White Lists consists of a list of source addresses, which the 

client wants to receive mail from and are approved by the 

client as not source of being irrelevant email or duplicate 

email. Function of white list is very simple. A white list is a 

list which includes the email addresses or entire domains 

which the user knows or else from which user we intend to 

receive mails. An automatic white list management tool is 

also used by user that helps to automatically incorporate 

known addresses in to the white list. An automatic white lists 

management tool neglects the need for administrators so that 

we can manually input the permitted addresses on the white 

lists and to make sure that email from particular domains or 

senders that are never marked as spam [9][11][20].  

White lists provide a support to the user by blocking 

irrelevant emails and allowing only legitimate mails, but we 

cannot make sure that it could be always a correct mail. White 

lists are used to reduce the instance of false positives. A white 

list filters works based on the source address approved by 

white list. Mails arising from sources, defined in the white 

list, are forwarded on to the mailbox and the rest are moved 

to trash bin [15][20].  

A major drawback of White List is that they place 

an extra burden on relevant senders. Also an effort is required 

to receive the mail from new users [20].  

2) Black Lists 

Black Lists are almost opposite to white lists. It holds a list of 

source addresses which are to be known as creators of spam 

mails. Usually local black lists are manually prepared and 

maintained by administrators. Also global black lists of well-

known spammer’s IP and domain names are maintained by 

different enterprises. They are termed as distributed black 

lists. Black list contains the source addresses that are harmful 

for the users. A blacklist will monitor an email server IP 

addresses in opposition to 100 DNS based email blacklists. 

This is a list of source addresses through which we never 

intend to receive email. Email blacklists are commonly used 

for reducing spam mail [11][20].  

The Black lists are used to oppose IP or TCP 

connections from spam creators, but also to oppose a mail if 

the domain name specified at the mail FROM command. 

Black list filter get rid from the loads of heavy email 

automatically by using public blacklists. Third-party black 

list service providers monitors the IP addresses and URLs in 

the configured black lists. The IP addresses from mail headers 

are used to make sure whether the sender has tried to use a 

fake IP address to send the email [15]. 

One of the major advantages of black list is that it 

contains a method to maintain a black list where amount of 

spam emails received from an IP address is observed and after 

a certain limit it is identified as a source containing spam and 

future efforts of that IP address to send mail will be blocked 

[20].  

3) Signature 

Signature is an approach which is based on generating a 

signature having a unique hash value for each spam email. 

The filters compare the hash value of incoming mails with the 

hash value which is already stored. It is likely to be 

impossible for the original mail to have the same value as that 

of the spam mail value that is stored earlier [9]. 

4) Mail Header Checking  

Mail Header Checking is a very well-known approach. This 

approach simply consists of set of rules that needs to be 

matched with mail headers. If a mail header matches, then it 

enables the server to send mail and return the mails that have 

empty “From” field, that have too many digits in address that 

have different addresses in “To” field from same source. It 

also enables the server to return the messages by matching the 

code of a language specified in the email header. An email 

message contains a routing information which can be 

analyzed to determine the variations in format, because many 

spammers tries to hide their source address by placing 

irrelevant information in the header [9][20].  

5) Keyword Checking 

Keyword checking is the method which is mainly used in 

email filtering. It works by considering both the subject and 

body of the email. Using “conditions” which is the 

combination of keywords is a best solution to enhance the 

efficiency of filtering. In this method it is easy to determine 

the combinations of words and update the list that must 

appear in the spam email. All the mail messages that consist 

of these words will be blocked [11]. 
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One of the major advantages of keyword checking 

approach is that it is Light weight, fast and effective. It gives 

the users a hold to modify the list of spam words as per their 

experience or knowledge. But on the other hand one has to 

see that this type of technique is ad-hoc in nature. Here 

decisions are to be made so that, first a word can be classified 

as spam or not and then that corresponding word has to be 

searched in the email, hence it has to make difficult decisions 

[15].  

IV. CONCLUSION 

From various studies conducted so far by various authors it 

has been concluded that no algorithm guarantees 100% 

results in spam detection but still there are some algorithms 

that provide high accuracy for detection of spam emails.  In 

machine learning, Naive Bayes classifiers are a family of 

simple probabilistic classifiers based on applying Bayes 

theorem with strong independence assumptions between the 

features. Naive Bayes classifiers are highly scalable, 

requiring a number of parameters such as features or 

predictors in a learning problem. Training of Maximum-

likelihood can be done by evaluating a closed-form of 

expression, which takes less time, rather than the iterative 

approximation used by other types of classifiers. Naive Bayes 

method has become extremely popular due to the high levels 

of accuracy that it can potentially provide and it often serves 

as a baseline classifier for comparison with other filtering 

approaches. Bayesian filters are the most employed filters for 

classifying duplicate emails. It is found that the Bayesian 

method was very effective when characters were used as 

tokens, rather than when words were used as tokens. So as it 

is discussed in the above lines that Naïve Bayes method 

contains more efficiency and high level of accuracy we 

choose the same method to implement in our project which is 

to classify the e-mails consisting of same content known as 

duplicate e-mails and redirected them to the original email, 

later forwarding the duplicate mail to the trash bin. 
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