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Abstract— secure password storage is very much important
thing for the systems which are based on password
authentication. Because of the simplicity and efficiency it has
been widely used. In ourframework, first, the received plain
password from a client is hashed through a cryptographic
hash function (e.g., SHA-256).Then, the hashed password is
converted into a negative password.Finally, the negative
password is encrypted into an encrypted negative Password
(abbreviated as ENP) using a symmetric-key algorithm (e.g.,
AES), and multi iteration encryption could be employed to
further improve security. The algorithm complexity analyses
and comparisons show that the ENP could resist lookup table
attack and provide stronger password protection under
dictionary attack. It is worthmentioning that the ENP does not
introduce extra elements (e.g., salt). Besides this, the ENP
could still resist precomputation attacks. Most importantly,
the ENP is the first password protection scheme that
combines the cryptographic hash function, the negative
password and the symmetric-key algorithm, without the need
for additional information except the plain password.
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. INTRODUCTION

A password is a form of secret authentication data that isused
to control access to a resource.The front line defense against
intruders is the password system.The password is kept secret
from those not allowed access,and those wishing to gain
access a retested on whether or not they know the password
and are granted or denied access accordingly. The use of
passwords goes back to ancient times. Sentries guarding a
location would challenge for a password. They would only
allow a person in if they knew the password. In modern times,
passwords are used to control access to protected computer
operating systems, mobile phones, cableTV decoders,
automated teller machines (ATMs),etc. A typical computer
user may require passwords for many purposes: logging into
computer accounts, retrieving e-mail from servers, accessing
files, databases, networks, websites, and even reading the
morning newspaper online. Despite the name, there is no need
for passwords to be actual words; indeed passwords which
are not actual words are harder to guess, but are generally
harder for users to remember.

A. Typical Password Protection Schemes

1) Hashed Password:

The simplest scheme to store passwords is to directly store
plain passwords. However, this scheme presents a problem
that once adversaries obtain the authentication data table, all
passwords are immediately compromised. To safely store
passwords, a common scheme is to hash passwords using a
cryptographic hash function, because it is infeasible to
directly recover plain passwords from hashed passwords. The
cryptographic hash function quickly maps data of arbitrary

size to a fixed-size sequence of bits. In the authentication
system using the hashed password scheme, only hashed
passwords are stored. However, hashed passwords cannot
resist lookup table attack. Furthermore, rainbow table attack
is more practical for its space-time tradeoff. Processor
resources and storage resources are becoming richer, which
makes the precomputed tables used in the above two attacks
sufficiently large, so that adversaries could obtain a higher
success rate of cracking hashed passwords.

2) Salted Password:

To resist precomputation attacks, the most common scheme
is salted password. In this scheme, the concatenation of a
plain password and a random data (called salt) is hashed
through a cryptographic hash function. The salt is usually
generated at random, which ensures that the hash values of
the same plain passwords are almost always different. The
greater the size of the salt is, the higher the password security
is. However, under dictionary attack, salted passwords are
still weak. Note that compared with salted password, the ENP
proposed in this paper guarantees the diversity of passwords
without the need for extra elements (e.g., salt).

3) Key Stretching:

To resist dictionary attack, key stretching, which converts
weak passwords to enhanced passwords, was proposed. Key
stretching could increase the time cost required to every
password attempt, so that the power of defending against
dictionary attack is increased. In the ENP proposed in this
paper, like key stretching, multi-iteration encryption is used
to further improve password security under dictionary attack,
and compared with key stretching, the ENP does not
introduce extra elements (e.g., salt).

Il. NEGATIVE DATABASE

In the NDB, the compression of the complement of a positive
database (denoted as DB) is stored. As described in, U = f0;
1gn denotes the universal set of n-bit sequences; x 2 U
denotes an n-bit sequence; DB =fx1; x2; __ _; xmg denotes
a positive database that contains m entries; then NDB stores
the compression (implemented using the wildcard “**) of (U
[ DB).

Some concepts of NDB are given below. Every
entry in anndb contains three symbols: ‘0°, ‘1°, and “*’. The
symbol ‘0’ only match the bit 0, and the symbol ‘1’ only
match the bit 1; The symbol ‘*’ can match either the bit 0 or
1. Every entry in an NDB consists of two kinds of positions:
specified positions and unspecified positions. Positions
where the symbols are ‘0’ or ‘1’ are called specified positions,
while positions where the symbols are “*’ are called
unspecified positions. Accordingly, both ‘0’ and ‘1’ are
specified symbols, and the “*’ is the unspecified symbol. A
sequence of bits is covered by one entry in an NDB; that is to
say, the bits of the sequence are matched by the symbols of
the entry at the specified positions. If a sequence of bits is
covered by one entry in an NDB, we say that the sequence is
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covered by the NDB. If an NDB covers every entry in the (U-
DB), we say that the NDB is complete; otherwise, it is
incomplete. The NDB converted from a DB with only one
entry is called the single NDB; otherwise, it is called the
multiple NDB. There are two types of NDB generation
algorithms, one for single ndbs and one for multiple ndbs. In
the first type, clause distribution control algorithm, 1-hidden
algorithm, 2-hidden algorithm, g-hidden algorithm, hybrid
algorithm , p-hidden algorithm , and K-hidden algorithm
were proposed successively. In the second type, the prefix
algorithm, Randomize NDB (abbreviated as RNDB),
multiple-solution algorithm were proposed successively;
certainly, these algorithms could also be used to Generate
single ndbs.

I1l. THE PROPOSED FRAMEWORK

The proposed framework includes two phases: the
registration phase and authentication phase. When adopting
our framework to protect passwords in an authentication data
table, the system designer must first select a cryptographic
hash function and a symmetric-key algorithm, where the
condition that must be satisfied is that the size of the hash
value of the selected cryptographic hash function is equal to
the key size of the selected symmetric-key algorithm. For
convenience, some matches of cryptographic hash functions
and symmetric-key algorithms are given in Table.

Cryptographic Hash Symmetric-Key 4Bi
- . its
Functions Algorithms
. AES/IDEA/CAST-

MDS 256/RC6 128
SHA-1* CAST-256 160
SHA-224/SHA3-224 CAST-256 224
SHA-256/SHA3-256 AES/CAST-256/RC6 256
SHA-384/SHA3-384 RC5 384
SHA-512/SHA3-512 RC5 512

Table 1: cryptographic hash and symmetric key algorithms

A. Registration Phase

The registration phase is divided into six steps.

1) On the client side, a user enters his/her username and
password. Then, the username and plain password are
transmitted to the server through a secure channel,

2) If the received username exists in the authentication data
table, “The username already exists!” is returned, which
means that the server has rejected the registration

3) Request and the registration phase are terminated;
otherwise, go to Step (3);

4) The received password is hashed using the selected
cryptographic hash function;

5) The hashed password is converted into a negative
password using an NDB generation algorithm (i.e.,
Algorithm A.1 or Algorithm A.2 in the Appendix);

6) The negative password is encrypted to an ENP using the
selected symmetric-key algorithm, where the key is the
hash value of the plain password. Here, as an

7) Additional option, multi-iteration encryption could be
used to further enhance passwords;

8) The username and the resulting ENP are stored in the
authentication data table and “Registration success” is

returned, which means that the server has accepted the
registration request.
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Fig. 1: Key Selection Output

B. Authentication Phase

The authentication phase is divided into five steps.

1) On the client side, a user enters his/her username and
password. Then, the username and plain password are
transmitted to the server through a secure channel.

2) If the received username does not exist in the
authentication data table, then “Incorrect username oOr
password!” is returned, which means that the server has
rejected the authentication request, and the
authentication phase is terminated. otherwise, go to Step
(3).

3) Search the authentication data table for the ENP
corresponding to the received username.

4) The ENP is decrypted (one or more times according to
the encryption setting in the registration phase) using the
selected symmetric-key algorithm, where the key is the
hash value of the plain password; thus, the
negativePassword is obtained

5) If the hash value of the received password is not the
solution of the negative password (verified by Algorithm
1 or Algorithm 2), then “Incorrect username or
password!” is returned, which means that the server has
rejected the authentication request, and the
authentication phase is terminated; otherwise,
“Authentication success” is returned, which means that
the server has accepted the authentication request.
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Fig. 2: Authentication Phase
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IV. TwWO IMPLEMENTATIONS OF ENCRYPTED NEGATIVE
PASSWORD

In this section, we propose two implementations of the ENP,
including their generation algorithms and verification
algorithms. The first implementation is based on the prefix
Algorithm and we call it ENPI; the second one is based on a
variant of the prefix algorithm, and we call it ENPII.

A. ENPI:

In ENPI, we employ the prefix algorithm with permutation
(i.e., Algorithm A.1 in the Appendix) to generate negative
passwords (i.e., NDBs). Negative passwords generated by the

prefix algorithm are deterministic and complete. The
conversation from a hashed password (i.e., a sequence of bits)
to a negative password using the prefix algorithm is one-
toone; therefore, the random permutation operation is
employed to make the conversation from a hashed password
to a negative password one-to-many by randomly reordering
the bits of the sequence. The permutation is usually written as
a tuple. For instance, “abc” is permuted to “cab” by the
permutation (3, 1, 2), since ‘c’ in “cab” is the 3rd element in
“abc”, ‘a’ is the 1st element, and ‘b’ is the 2nd element. A
negative password in ENPI contains exactly m entries, where
m is the size of the hashed password; thus, the permutation is
represented by a tuple with m elements. An example is shown
in Table Il to illustrate the diversity of ENPI, where two
examples (represented in hex form) of ENPI converted from
the plain password “password” are listed.

1) Verification Algorithm:

After a user submits his/her username and plain password, the
server first finds the corresponding ENP in the authentication
data table according to the username. Next, the plain
password is hashed and the ENP is decrypted. Then, the
hashed password is verified to determine whether it is the
solution of the negative password decrypted from the ENP.
The responsibility of the ENP verification algorithm is to
verify whether a hashed password is the solution of a negative
password.
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Fig. 4: Negative Password Generation

B. ENPII

By comparison with ENPI, more randomization is introduced
Into ENPII, which is based on a variant of the prefix
algorithm (i.e., Algorithm A.2 in the Appendix), which has
been proven to be complete and is easy to solve. A negative
password in ENPII contains exactly m + 4 entries, where m
is the size of the hashed password, and every entry has exactly
three specified positions. Besides the permutation, more
randomization is introduced during the conversion from an
entry to an entry that only contains three specified positions.
1) Generation Algorithm:

In ENPII, Algorithm A.2 is employed to convert a hashed
password to a negative password, where the input s is the hash
value of the received plain password, and the output NDB is
the resulting negative password.

2) Verification Algorithm:

In this subsection, we propose a method for verifying whether
a hashed password is the solution of a negative password in
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ENPII. Firstly, the ENPII verification algorithm verifies
whether the inputted negative password is legal. From
Algorithm A.2,it can be inferred that a legal negative
password in ENPII satisfies four conditions: (1) every entry
has three specified positions, (2) the last six entries can be
merged into two entries, (3) after merging, the last entry has
one specified position; the penultimate entry has two
specified positions; for each entry, there is only one specified
symbol that does not match the corresponding bit of the
original hashed password, and these specified symbols are at
different positions, and (4) after merging, any specified
position (except the one where the symbol does not match the
corresponding bit of the original hashed password) of any
entry (except the last one) must also be a specified position of
its latter any entry.
1) Algorithm 1 ENPI Verification Algorithm
Input: a hashed password hashP;
A negative password np
Output: true or false
1) m LENGTH (hashP)
2) fori 1tom with stepsize of 1 do
3) if NUMBEROFSP (npi) 6=i then
4) return false
5) endif
6) end for
7) fori 1tom with stepsize of 1 do
8) if NUMBEROFSP (npi) 6= 1 then
9) return false
10) end if
11) k INDEXOFSP (npi)
12) x[k] : TOBIT (npi[k])
13) forj i+ 1to m with stepsize of 1 do
14) if npj [k] 6= TOSYMBOL(x[K]) then
15) return false
16) end if
17) npj [k] **°
18) end for
19) end for
20) if x = hashP then
21) return true
22) else
23) return false
24) end if

Negative password is legal. From Algorithm A.1, it
can be inferred that a legal negative password in ENPI
satisfies three conditions: (1) the ith entry has i specified
positions, (2) for each entry, there is only one specified
symbol that does not match the corresponding bit of the
original hashed password, and these specified symbols are at
different positions, and (3) the specified positions of any
entry (except the first entry) cover that of its preceding one.
The pseudo-code of the ENPII verification algorithm is
shown in Algorithm 2, where NUMBEROFDS(X; y) at Lines
7 and 14 counts the number of different symbols between x
and y (Note that “** and ‘0’ or ‘1’ are different); MERGE(x;
y) at Lines 10, 11, 12, and 17 constructs one entry that has the
symbol “*’ at the position where x (or y) has the symbol ‘0’,
and y (or x) has the symbol ‘1°, and the same symbols

At other positions with x and y (Before merging, we
have ensured that x and y have different specified symbols at

only one specified position and the same symbols at the other
positions). Satisfying the conditions at Lines 3, 7, 14, 20, and
It illustrates that np is not an output of Algorithm A.2, i.e., the
np is a illegal negative password in ENPII, and the algorithm
is terminated in advance. If the negative password is legal,
when
Judging the legitimacy, the negative password is
solved, and then the solution and hashed password are tested
for equality.
2) Algorithm 2 ENPII Verification Algorithm
Input: a hashed password hashP;
A negative password np
Output: true or false
1) m LENGTH (hashP)
2) fori 1tom + 4 with stepsize of 1 do
3) if NUMBEROFSP (npi) 6= 3 then
4) return false
5) endif
6) end for
7) if NUMBEROFDS (npm0J1; npm) 6=1 or
NUMBEROFDS (npm+1; npm+2) 6= 1 or
NUMBEROFDS (npm+3; npm+4) 6=1
Then
8) return false
9) else
10) npmJ1 MERGE (npm{J1; npm)
11) npm+1 MERGE (npm+1; npm+2)
12) npm+3 MERGE (npm+3; npm+4)
13) end if
14) if NUMBEROFDS (npm+1; npm+3) 6= 1 then
15) return false
16) else
17) npm MERGE (npm+1; npm+3)
18) end if
19) fori mto 1 with stepsize of (711 do
20) if NUMBEROFSP (npi) 6= 1 then
21) return false
22) end if
23) k INDEXOFSP (npi)
24) x[k] : TOBIT (npi[k])
25) forj i1 1to 1 with stepsize of (11 do
26) if npj [k] 6= TOSYMBOL(x[k]) or ‘*’ then
27) return false
28) end if
29) npj [k] **’
30) end for
31) end for
32) if x = hashP then
33) return true
34) else
35) return false
36) end if

C. Advantages

1) No Dependence on Salt:

With a key stretching algorithm. Adding salts is a widely used
method to resist precomputation attacks, however, it tends to
be implemented by mistake (such as salt reuse and short salt),
which poses a potential security exposure and puts higher
requirement on programmers. In addition, programmers need
to pay attention to the storage and usage of salts. Conversely,
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the ENP only needs to select a pair of cryptographic hash
function and symmetric-key algorithm without the need for
extra elements (such as salt), which indicates that our scheme
is programmer-friendly.

2) Resistance to Lookup Table Attack:

Given a plain password, there are lots of corresponding ENPs,
i.e., the ENPs converted from the same password are almost
always different, which makes it effectively resist lookup
table attack. Furthermore, for the same passwords of a user in
different systems, because the corresponding ENPs are
almost always different, even if an adversary obtains two
ENPs in different authentication data tables from different
systems, the adversary cannot determine whether the original
plain passwords corresponding to the two ENPs are the same.
3) Resistance to Dictionary Attack:

In the ENP, multiiteration encryption is used to defend
against dictionary attack by making every password attempt
consume more time. Even though hardware approaches are
used, the passwords generated by our scheme are still strong,
since our scheme could not Only increase the number of
encryptions, but also replace the cryptographic hash function.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we proposed a password protection scheme
called ENP, and presented a password authentication
framework based on the ENP. In our framework, the entries
in the authentication data table are ENPs. In the end, we
analyzed and compared the attack complexity of hashed
password, salted password, key stretching and the ENP. The
results show that the ENP could resist lookup table attack and
provide stronger password protection under dictionary attack.
It is worth mentioning that the ENP does not need extra
elements (e.g., salt) while resisting lookup table attack .multi
iteration can be done for increasing the security. Here two
keys such as public key and private key has been generated.
So the user can also have the control in one end. In the future,
other NDB generation algorithms will be studied and
introduced to the ENP to further improve password security.
Furthermore, other techniques, such as multi—factor
authentication and challenge—response authentication, will be
introduced into our password authentication framework.
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