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Abstract— With the increasing years, the internet has 

changed the lives of so many people for better or worse. As 

internet technology is progressing, many illegal activities 

have also in-creased exponentially. The Internet is an 

unacknowledged path for illegal activities such as hacking, 

trafficking, betting, fraud and scams etc. The Forum is a huge 

virtual space where to express and share individual opinions, 

influencing any aspect of life. In online forums, the users 

produce several and various formats of suspicious posts and 

exchange them online with other people. Monitoring the 

malicious activities is the best way to calculate users honesty, 

keeping a track of their sentiment towards their posts. And 

also, monitoring these discussion forums for the security 

purpose has become a necessity in the given time to make 

sure no illegal activity is going on. Text Summarization is the 

way toward making a dense type of the text report which 

keeps up critical data and general significance of source text. 

It is the way toward making a shorter adaptation of one or 

more text reports. Automatic text summarization turns into a 

critical method for finding significant data exactly in 

expansive text in a brief timeframe with little endeavors. In 

this method, the extricated data is accomplished as an 

abridged report and presented as a short synopsis to the client. 

It is exceptionally significant for people to comprehend and 

to depict the substance of the text. Extractive text 

summarization systems select whole sentences from records 

as indicated by certain criteria to shape a rundown. 
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I. INTRODUCTION 

One of the characterizing wonders of the present occasions 

reshaping the world as we probably are aware it, is the overall 

availability to the web. The lovechild of the World Wide Web 

is internet based life, which comes in numerous structures, 

including websites, gatherings, business systems, photograph 

sharing stages, social gaming, miniaturized scale sites, talk 

applications, and to wrap things up interpersonal 

organizations. Accelerating crimes on digital mediums alert 

the law implementation bodies to continuously monitor 

online activities. A lot of surveys and facts have proved that 

it is difficult to manage information which constantly keeps 

chang-ing on the internet thus data mining is the optimal 

choice to analyze and gather data. Using various data mining 

techniques, raw data is extracted from a large text corpus and 

this raw /unstructured data is transformed into structured data 

in pre-processing. Observing the suspicious exercises is a 

decent method to gauge clients faithfulness, keeping a track 

on their assumption towards their posts. The exponential 

advancement in information and communication technology 

has fostered the creation of new online forums for much 

online discussion and has also reduced distances between 

people. Unfortunately, malicious people use these online 

forums for illegal purposes. In online forums, the users 

produce several and various formats of suspicious posts (text, 

image, video) and exchange them online with other people. 

The law enforcement agencies are looking for solutions to 

monitor these discussion forums for possible illegal activities 

and download suspected postings that are in text formats as 

evidence for the investigation. The data in most online forums 

are stored in text format, so this system will focus only on text 

posts. Text data mining algorithms are used to detect criminal 

activities and illegal postings. This system screens and 

examination online plain text sources, for example, Internet 

news, sites, and so on. This is finished with the assistance of 

text mining concept. Information is normally determined 

through the conceiving of examples and patterns. The system 

will analyze online plain text sources from selected 

discussion forums and will classify the text into different 

groups and the system will decide which post is legal and 

illegal. This system will help to reduce many illegal activities 

which are held on the internet. In a recent advance, the sig-

nificance of text summarization accomplishes more attention 

due to data inundation on the web. Hence this information 

overwhelms yields in the big requirement for more reliable 

and capable progressive text summarizers. Text 

Summarization picks up its significance because of its 

different sorts of utilizations simply like the synopsis of 

books, digest-(outline of stories), the securities exchange, 

news, Highlights-(meeting, occasion, sport), Abstract of 

logical papers, paper articles, magazine and so forth. Text 

summarization approaches gener-ally categorized into 

extractive summarization and abstractive summarization. 

Extractive summarization extracts important sentences or 

phrases from the source documents and groups them to 

generate summary without changing the source text. 

However, abstractive summarization consists of 

understanding the source text by using the linguistic method 

to interpret and examine the text. The abstractive 

summarization aims to produce a generalized summary, 

conveying information in a concise way. Text summarization 

is a mind boggling task which in a perfect world would 

include profound normal language preparing limits. In order 

to simplify the issue, current research is focused on 

extractive-summary generation. Sentence based extractive 

summarization systems are usually utilized in automatic text 

summarization to deliver extractive outlines. The traditional 

method of summarization uses the sentence features to 

evaluate the importance of sentences of a document. Its 

limitation is not involved with the sentence semantic 

similarity computing. This paper proposes a sentence 

similarity computing method based on the three features of 

the sentences, on the base of analyzing of the word form 

feature, the word order feature and the semantic feature, using 

the weight to describe the contribution of each feature of the 

sentence, describes the sentence similarity more precisely. 
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Determinants the number of the clusters uses the K-means 

method to cluster the sentences of the document and extracts 

the topic sentences to generate the summary for the 

document. 

II. LITERATURE SURVEY 

Harika Upganlawar, Nilesh Sambhe proposed a system in 

their paper “Surveillance of Suspicious Discussions on 

Online Forums using Text Data Mining” to uncover 

suspicious activ-ities and interests of users. M.Suruthi 

Murugesan, R. Pavitha Devi, S. Deepthi, V.Sri Lavanya and 

Dr Annie Princy proposed a system which is used develop an 

automatic system for detecting suspicious discussions on the 

online forums, through which we can uncover suspicious 

activities and interests of all users in their paper “Automated 

Monitoring Suspicious Discussion on Online Forum using 

Data Mining Statistical Corpus Based Approach”. Bavane 

A.B., Ambilwade Priyanka V., Bachhav Mourvika D., Dafal 

Sumit N., Fulari Priyanka Y. in the paper “Monitoring 

Suspicious Discussion on Online Forum by Data Mining” 

discussed regarding system they developed to successfully 

detects the suspicious words from chats and prevents the 

suspicious activities. Text mining tech-nology was used in the 

System to detect suspicious words from the discussion forum. 

They have used a Levenshtein algorithm to find the 

similarities between the two words. Zhang and Li in their 

paper “Automatic Text Sumarization Based On Sentences 

Clustering and Extraction” formed a cluster of sentences 

using K means clustering algorithm. Asha Rathee and DR. 

Balkishan reviewed existing various systems in their paper 

“A Systematic Review on the Suspicious Profiles Detection 

on Online Social Media Data”. The study revealed that they 

needed to analyze the user’s behavior based on tweets, 

comments links shared etc. information available with respect 

to the user. Suspicious behaviors can be categorized under 

groups such as terrorist activity, financial laundering, or 

others. Andrew Kwok-Fai Lui, Siu Cheung Li and Sheung On 

Choy in their paper “An Evaluation of Automatic Text 

Categorization in Online Discussion Analysis” describes a 

research work that evaluated the performance of automatic 

text categorization in several content analysis tasks. 

III. PROBLEM FORMULATION 

We proposed a system which will handle the issue of 

suspicious movement on an online discussion with the as-

sistance of Statistical Corpus-Based Approach. Our proposed 

system will get the comments or discussions when it is posted 

on the discussion forum consistently and play out an 

assessment on it. This system screens and examines online 

plain text sources, for example, Internet news, sites, and so 

on for security purposes. This is finished with the assistance 

of text mining idea. High-Quality data is normally inferred 

through the devising of examples and patterns. The system 

will break down online plain text sources from elect 

discussion forums and will characterize the text into various 

gatherings and system will choose which post is legitimate 

and illicit. This system will diminish numerous illicit 

exercises which are hung on the web. The way toward 

choosing unlawful exercises will be supported on 

preprocessing of information which incorporates stopword 

selection, Lemmitization calcu-lation, and Sentimental 

Analysis of processed text. The text summarization of the 

information will be finished utilizing an API(unirest API) 

which will do text summarization utilizing extractive 

summarization. 

 
Fig. 1: Architecture of the system 

IV. ALGORITHMS USED 

 Stopwords Selection 

A stop word is a commonly used word which do not support 

any information. To understand whether the chat or legitimate 

or illicit, it is necessary to find the stop words from them. Stop 

words are the words declare by the administrator or high 

authority which should not be in forum chat. If the stop words 

are found in the chat then they are analyzed and if the word is 

suspicious then these words are removed and blank space is 

seen in chat. 

 Lemmatization Algorithm 

Lemmatization decreases the inflectional types of each word 

into a typical base or root. It thinks about the morphological 

analysis of the words. To do as such, it is important to have 

basic and essential word references which the algorithmic 

rule can glance through to interface the structure back to its 

lemma. 

 Sentimental Analysis 

Sentimental Analysis refers to the utilization of natural lan-

guage processing, content analysis, computational linguistics, 

and biometrics to efficiently recognize, extricate, measure, 

and concentrate full of feeling states and emotional data. 

Sentiment analysis is generally connected to voice of the 

client materials, for example, audits and review reactions, on 

the web and web-based social networking, and health care 

materials for appli-cations that extend from advertising to 

client administration to clinical prescription. Generally, 

sentiment analysis intends to decide the frame of mind of a 

speaker, author, or other subject concerning some point or the 

in general logical extremity or enthusiastic response to a 

report, cooperation, or occasion. The frame of mind might be 

a judgment or assessment (see appraisal theory), full of 

feeling state (in other words, the passionate condition of the 

creator or speaker), or the proposed emotional 

correspondence (in other words, the emotion impact planned 

by the creator or conversationalist). 
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V. CONCLUSION 

The Social Networking sites are affecting human life. Hence 

this system can be used to successfully detects the suspicious 

words from chats and prevents the suspicious activities. This 

system is applicable to every department where there is need. 

Not only in social-networking sites is this system applicable 

in forest department, disaster management system to prevent 

illegal activities. Text mining technology used to detect 

suspicious words from discussion forum. The Text 

Summarization part in this system is added so as to get 

complete summary of the paragraph in minimum lines to 

understand it. 
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