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Abstract— IoT is a technology which can be applied to most 

of the sector. In the recent days each and every individual 

prefers to have a security so that they have privacy, restrict 

the unauthorized individuals entering inside the organizations 

and sometimes protect the sensitive information.  This paper 

carryout an in-depth study on how an access control 

techniques can be applied everywhere and the devices used 

in those access control techniques so that the security and 

privacy is maintained, entry of only authorized individuals 

and in some applications maintaining the log details. This 

article also focuses on various challenges in the access control 

systems.    
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I. INTRODUCTION 

The traditional way of access control systems are the lock and 

key systems which won’t provide proper security and allows 

the unauthorized persons enter the home or the organization. 

The traditional way of access control systems lacks the 

privacy.  

From the era of lock and key system we have come 

the long way. Now a days people wants security and wish to 

maintain the privacy in every area. In order to provide 

security, privacy and restrict the unauthorized persons 

accessing the data, we have to have a proper access control 

system. 

The Access control systems can be used in the 

various area such as educational institutions, health care, post 

boxes, Hotels and in the vehicle parking systems. By using 

the access control systems the sensitive data can be protected 

and the access will be given only to the authorized 

individuals. 

The rest of the paper is organized as follows Section 

II is discussed on the literature survey on IoT techniques for 

Access Control, Section III reviews different types of devices 

used in the access control techniques, Section IV tells about 

the various applications of access control systems in different 

areas, Section V  discusses challenges and opportunities in 

the access control. 

II. LITERATURE SURVEY 

Amritha Nag [1] in their paper proposed a face recognition 

based door access system which will not unlock the home and 

organization by just the lock and key system, the access will 

be given to only authorized persons by the face detection and 

recognition technique. In this the face will be recognized by 

the raspberry pi camera and the efficiency of the face 

recognition rate. Alexandro Agape [2] in their article 

proposed a mobile application for access control, which has a 

feature of getting notified if the unknown person spends more 

time in front of the gate by the face recognition method and 

the additional feature is that the owner can see the image of 

the person in the application and unlock the door remotely 

using the mobile application. Yang Yang [3]  in their article 

discuused about the access control in the field of the 

healthcare using the light weight break glass and the various 

encryption and decryption techniques are used to decode. 

Mikel Uriarte, Oscar López, Jordi Blasi [4] in their article 

proposed an access control using Sensing Enabled Access 

Control method and users test cases are also validated using 

the framework. They also proposed a mobile application, 

which has the geo tracking feature in it. Usama Salama [5] in 

their article describes how a data can be protected by using 

the multi-layer privacy protection technique in the field of 

healthcare. 

III. DIFFERENT TYPES OF IOT DEVICES USED IN 

ACCESS CONTROL 

IoT is a technology which can be applied in access control 

systems using the available devices in the IoT. Some of the 

devices used in the Access Control System are: 

A. Raspberry Pi 

Raspberry Pi is a system on chip computer. It comes with the 

various features such as Wi-fi, Bluetooth, camera, 1GB 

memory, 4 USB ports, HDMI port, GPIO Pins and it has the 

more improved processor with a clock speed of 700 MHz. 

 
Fig. 1: Raspberry Pi. 

B. RFID Tags 

RFID tags works on the wireless technology. The antenna 

present in the RFID tags are used to transfer the information 

and the data to the specified signals. RFID tags are of two 

types which works on the batteries and the other works of the 

energy generated. 

 
Fig. 2: RFID Tags. 
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C. RFID Readers 

RFID Readers are used for reading the RFID tags. The 

exchange of the information and the data happens between 

the RFID tags and the readers through Short range radio 

frequency signal detection. The RFID readers can be sensed 

in particular specified range. RFID readers are of two types 

Active readers and passive readers. Active RFID readers will 

be active from the time it has been installed even if it is not 

used. Passive RFID readers goes to sleep position when the 

RFID cards are not placed in front the RFID readers in certain 

range [6].  

 
Fig. 3: RFID Readers. 

D. Pi Camera 

Raspberry pi camera will be connected directly to the CSI 

connector on Raspberry pi board. It comes with 5MP camera 

and a picture Resolution of        2592 X 1944. It also supports 

the video recording.  

 
Fig. 4: Pi Camera 

E. ESP8266 

ESP8266 acts as a microcontroller in the access control 

systems. It comes with the low cost and compact Wi-Fi 

module, it has the 16 GPIO Pins. ESP8266 comes with the 

512 Kb flash memory. It also has the Reset button and flash 

button in it.  

 
Fig. 5: ESP8266. 

IV. APPLICATIONS OF ACCESS CONTROL SYSTEMS 

Each and every individual need some kind of security to 

access their data and sometimes give access to the authorized 

persons. Access control systems can be applied in various 

areas such as: 

A. RFID based Vehicle Parking System 

RFID is used in the vehicle parking system when the parking 

space is provided for both free and paid parking services. In 

case of free parking, the individual will be given a RFID card 

which is swiped both at the entry and exits in order to open 

the door. In case of the paid parking the user has to pay the 

amount each month or get recharged. Each time the user 

enters and exit the amount will be deducted. 

B. RFID Based Library Management System 

Library Management using the RFID technology can be done 

as follows whenever a new book is brought inside the library, 

the book is attached with the RFID tag which contains the 

overall information of the book and that information is stored 

in the database and whenever the student wishes to read a new 

book that book can be choosey by just looking on the books 

information stored in the database. It also helps in Anti-theft 

detection and self-Check in and check out in the library.  

C. Smart Post Boxes 

The Smart post Boxes can be done using the RFID 

technology. Each apartment person will be provided with the 

pigeon hole. If they get any couriers or parcels it will be 

placed there or it will be given to the watchman, the 

watchman will place it in the pigeon hole given to the 

individual and it can be accessed using the RFID Tag. 

D. Home Door Access Control 

Home door access control is given by using the face 

recognition and detection technique. A mobile application 

will be built and given to the owner of the house. The mobile 

application comes with the features such as complete actions 

on the home door can be done remotely and the data will be 

shown in the mobile application, if the unknown person 

moves and stares at the house more than few minutes the face 

of the unknown person will be captured and sent to the owner 

he can view in the mobile application and if he already knew 

the person he can open the door from the mobile itself. 

E. RFID Based Hotel Management 

RFID tag is used in the hotels for entering inside the room 

and checking out in other words it is used for the intelligent 

room management, Laundry management. Each individual 

even use those RFID cards for the recreational purposes in the 

hotel. Once he is checking out the hotel his bills will be 

generated based on the data present in the RFID card. 

F. RFID Based Attendance Management System 

Each individual working in the organization will be provided 

with the unique identification number. Using those unique 

identification number in other RFID tags only the authorized 

person will be allowed inside the organization. When the 

employee places a RFID Card near the RFID reader the login 

and logout details will be recorded and the payroll will be 

generated for the employees.    
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V.  CHALLENGES IN ACCESS CONTROL SYSTEMS 

Maintenance of consistency in protecting the data, property 

etc. Providing the proper authentication to the authorized 

persons, avoiding the risks and vulnerabilities, ensuring 

everything is running correctly and ensuring the sensitive 

data is not lost. Eliminating the minor risk in other words 

providing the flexibility. Avoiding the unauthorized users 

using the authorized users RFID tags. 

VI. CONCLUSION 

In this article, different types of access control systems used 

for various purpose are surveyed. The different types of IoT 

devices used in the access control system such as RFID, 

Raspberry pi, pi camera, ESP8266 are discussed. Using those 

available devices in IoT, the various application of access 

control systems in different areas are discussed, by the main 

agenda of providing the security, avoiding the entry of 

unauthorized persons and maintaining the information. This 

article also tells about the challenges in access control 

systems. 
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