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Abstract— A Mobile Ad-hoc Network (MANET) is an 

autonomous collection of mobile users that communicate 

over relatively bandwidth constrained wireless links. One of 

the main issues in such networks is performance- in a 

dynamically changing topology; the nodes are expected to be 

power-aware due to the bandwidth constrained network. 

Another issue in such networks is security - since every node 

participates in the operation of the network equally, malicious 

nodes are difficult to detect. There are several applications of 

mobile ad hoc networks such as disaster recovery operations, 

battle field communications, etc. To study these issues, a 

scenario based simulation analysis of a secure routing 

protocol is done and is compared with traditional non-secure 

routing protocols. The scenarios used for the experiments 

depict critical real-world applications such as battlefield and 

rescue operations, which tend to have contradicting needs.  

An analysis of the tradeoffs between performance and 

security is done to gain an insight into the applicability of the 

routing protocols under consideration.    
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I. INTRODUCTION 

A Mobile Ad-hoc Network (MANET) is an autonomous 

collection of mobile users that communicate over relatively 

bandwidth constrained wireless links. Wireless 

communication between mobile users is becoming more 

popular than ever before. This due to recent technological 

advances in laptop computers and wireless data 

communication devices, such as wireless modems and 

wireless LANs. This has lead to lower prices and higher data 

rates, which are the two main reasons why mobile computing 

continues to enjoy rapid growth. One of the main issues in 

such networks is performance- in a dynamically changing 

topology; the nodes are expected to be power-aware due to 

the bandwidth constrained network. Another issue in such 

networks is security - since every node participates in the 

operation of the network equally, malicious nodes are 

difficult to detect. There are several applications of mobile ad 

hoc networks such as disaster recovery operations, battle field 

communications, etc. To study these issues, a scenario based 

simulation analysis of a secure routing protocol is done and 

is compared with traditional non-secure routing protocols. 

The scenarios used for the experiments depict critical real-

world applications such as battlefield and rescue operations, 

which tend to have contradicting .There are two distinct 

approaches for enabling wireless communication between 

two hosts. The first approach is to let the existing cellular 

network infrastructure carry data as well as voice. The major 

problems include the problem of handoff, which tries to 

handle the situation when a connection should be smoothly 

handed over from one base station to another base station 

without noticeable delay or packet loss.  

A. MANETs Paradigm 

IETF has a working group named MANET (Mobile Ad-hoc 

Networks) [15] that is working in the field of ad- hoc 

networks. They are currently developing routing 

specifications for ad-hoc IP networks that support scaling to 

a couple of hundred nodes. Their goal is to be finished in the 

end of year 1999 and then introduce these specifications to 

the Internet standard tracks.Even if MANET currently is 

working on routing protocols, it also serves as a meeting place 

and forum, so people can discuss issues concerning ad-hoc 

networks .Of the theoretically analyzed protocols we have 

done simulations on AODV and DSR. 

B. Ad-Hoc Networks 

A wireless ad-hoc network is a collection of mobile/semi-

mobile nodes with  no  pre-established infrastructure, forming 

a temporary network. Each of the nodes has a wireless 

interface and communicate with each other over either radio 

or infrared. Laptop computers and personal digital assistants 

that communicate directly with each other are some examples 

of nodes in an ad-hoc network. Nodes in the ad- hoc network 

are often mobile, but can also consist of stationary nodes, 

such as access points to the Internet. Semi mobile nodes can 

be used to deploy relay points in areas where relay points 

might be needed temporarily. 

Whenever a node in the network is down or leaves 

the network that causes the link between other nodes is 

broken. The affected nodes in the network simply request for 

new routes and new links are established Ad-Hoc network 

can be categorized in to static Ad-Hoc network (SANET) and 

Mobile Ad-Hoc network (MANET).     

 
Fig. 1: Mobile Ad-Hoc Network 

C. Classification of MANETs Routing Protocols: 

Routing protocols in MANETs are classified into three 

different categories according to their functionality.  

1) Reactive protocols  
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2) Proactive protocols  

3) Hybrid protocols  

The working principle of a few protocols such as 

DSDV, DSR, AODV, etc. are explained. Their pros and cons 

are also identified. This chapter concludes with a summary of 

routing in MANETs.Several routing protocols have been 

proposed for ad hoc networks. In this section a broad 

classification of these routing protocols is given. Only the 

unicast routing protocols are considered and an in-depth 

classification of all available protocols is beyond the scope of 

this thesis. 

Figure 1.4 shows the classification of the routing 

protocols for MANETs. At one end are the table-driven or 

proactive routing protocols such as the Destination 

Sequenced Distance Vector (DSDV) routing protocol, 

Wireless Routing Protocol (WRP), etc. At the other end, are 

the on-demand or reactive protocols such as Dynamic Source 

Routing (DSR) protocol and the Ad hoc On-demand Distance 

Vector (AODV) routing protocols. Each of these types of 

protocols is discussed in more detail.  

 
Fig. 2: Classification /tree structure of routing protocols 

used in MANET 

D. Reactive Routing Protocols 

Reactive protocols also known as on demand driven reactive 

protocols. The fact they are known as reactive protocols is, 

they do not initiate route discovery by themselves, until they 

are requested, when a source node request to find a route. 

These protocols setup routes when demanded. When a node 

wants to communicate with another node in the network, and 

the source node does not have a route to the node it wants to 

communicate with, reactive routing protocols will establish a 

route for the source to destination node. Normally reactive 

protocols  

 Don’t find route until demanded  

 When tries to find the destination “on demand”, it uses 

flooding technique to propagate the query.  

 Do not consume bandwidth for sending information.  

 They consume bandwidth only, when the node start 

transmitting the data to the destination node.  

The route maintenance phase involves checking for 

broken links in the network and updating the routing tables.  

E. Dynamic Source Routing (DSR) Protocol 

The Dynamic Source Routing Protocol is an on-demand 

routing protocol which is based on the concept of source 

routing. In source routing, a sender node specifies in the 

packet header, the complete list of nodes that the packet must 

traverse to reach the destination node. This essentially means 

that every node just needs to forward the packet to its next 

hop specified in the header and need not check its routing 

table as in table-driven routing protocols. Furthermore, the 

nodes don’t have to periodically broadcast their routing tables 

to neighboring nodes. The DSR protocol works in two phases 

as described below- 

1) Route Discovery:  

In the route discovery phase, the source node establishes a 

route by broadcasting route request (RREQ) packets to all its 

neighbors. Further, request ids are used to determine if a 

particular route request has been previously received by the 

node. Each node maintains a list of recently received 

<initiator, request id> pairs. If two route requests with the 

same <initiator, request id> are received by a forwarding 

node, it broadcasts only one of them and drops the other. This 

also prevents formation of routing loops in the network. 

When the packet reaches the destination node, it unicasts a 

reply packet (RREP) on the reverse path back to sender. 

Figure 1.5 shows an example of the route discovery 

mechanism. When node 1 wants to communicate with node 

7, it initiates a route discovery mechanism and broadcasts 

request packet RREQ to its neighboring nodes 2, 3 and 4 as 

shown. However, node 3 also receives the broadcast packets 

from nodes 4 and 2 with the same <initiator, request id> pair. 

It drops both of them and broadcasts the other packet to its 

neighbors. The other nodes follow the same procedure. When 

the packet reaches node 7, it inserts its own address and 

reverses the route in the record and unicasts it back on the 

reverse path to the destination. The destination node unicasts 

the best route (received first) and caches the other routes for 

future. A route cache is maintained at every node so that, 

whenever a node receives a route request and finds a route for 

the destination node in its own cache, it sends a RREP packet 

itself without broadcasting it further.  

 
Fig. 3: Route Discovery in DSR 

 

1

54

6

3

7

2

Source node

Destination Node

Network link

RREQ

RREP

Duplicate packets



Simulation Study & Comparative Analysis to Measure Performance and Security Issues of Routing Protocols in Mobile Ad-Hoc Network by using NS3 

 (IJSRD/Vol. 7/Issue 02/2019/356) 

 

 All rights reserved by www.ijsrd.com 1294 

2) Route Maintenance:  

The route maintenance phase is carried out whenever there is 

a broken link between two nodes. A failed link can be 

detected by a node by either passively monitoring in 

promiscuous mode or actively monitoring the link. As shown 

in Figure 1.6, when an intermediate node in the path moves 

away, causing a wireless link to break, a route error packet 

(RERR) is sent by the intermediate node back to the 

originating node. The source node re-initiates the route 

discovery procedure to find a new route to the destination. It 

also removes any route entries it may have in its cache to the 

destination node. 

 
Fig. 4: Route Maintenance in DSR 

DSR benefits from source routing since the 

intermediate nodes need not maintain up-to-date routing 

information in order to route the packets that they forward. 

There is also no need for any periodic routing advertisement 

messages. However, as size of the network increases, the 

routing overhead increases since each packet has to carry the 

entire route to the destination with it. The disadvantage of 

DSR is that whenever there is a link break, the RERR packet 

propagates to the original source, which in turn initiates a new 

route discovery process. Thus the link is not repaired locally. 

Several Optimizations to DSR are possible such as non- 

propagating route requests (when sending RREQ, nodes set 

the hop limit to one preventing them from re-broadcasting), 

gratuitous route replies (when a node over hears a packet with 

its own address listed in the header, it sends a RREP to the 

originating node bypassing the preceding hops), etc 

F. Ad hoc On-demand Distance Vector (AODV) Routing 

Protocol  

AODV is a reactive protocol, when a node wishes to start 

transmission with another node in the network to which it has 

no route; AODV will provide topology information for the 

node. AODV use control messages to find a route to the 

destination node in the network. There are three types of 

control messages in AODV which are discussed below.  

1) Route Request Message (RREQ):  

Source node that needs to communicate with another node in 

the network transmits RREQ message. AODV floods RREQ 

message, using expanding ring technique. There is a time to 

live (TTL) value in every RREQ message, the value of TTL 

states the number of hops the RREQ should be transmitted.  

2) Route Reply Message (RREP):  

A node having a requested identity or any intermediate node 

that has a route to the requested node generates a route reply 

RREP message back to the originator node.  

3) Route Error Message (RERR):  

Every node in the network keeps monitoring the link status to 

its neighbor’s nodes during active routes. When the node 

detects a link crack in an active route, (RERR) message is 

generated by the node in order to notify other nodes that the 

link is down.  

a) Route Discovery Mechanism in AODV  

During the route discovery process, the source node 

broadcasts RREQ packets similar to DSR. The RREQ packet 

contains the source identifier (SId), the destination identifier 

(DId), the source sequence number (SSeq), the destination 

sequence number (DSeq), the broadcast identifier (BId) and 

TTL fields. When an intermediate node receives a RREQ 

packet, it either forwards it or prepares a Route Reply (RREP) 

packet if it has a valid route to the destination in its cache. 

The (SId, BId) pair is used to determine if a particular RREQ 

has already been received in order to eliminate duplicates. 

Whenever a RREP packet is received by a node, it stores the 

information of the previous node in order to forward the 

packet to it as the next hop towards the destination. This acts 

as a “forward pointer” to the destination node. Thus each 

node maintains only the next hop information unlike source 

routing in which all the intermediate nodes on the route 

towards the destination are stored. Figure 1.7 shows an 

example of route discovery mechanism in AODV. Let us 

suppose that node 1 wants to send a data packet to node 7 but 

it doesn’t have a route in its cache. Then it initiates a route 

discovery process by broadcasting a RREQ packet to all its 

neighboring nodes. 
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Fig. 5: Route discovery in AODV 

It inserts the SId, DId, SSeq, DSeq, BId, and TTL 

fields in the RREQ packet. When nodes 4, 3 and 2 receive 

this, they check their route caches to see if they already have 

a route. If they don’t have a route, they forward it to their 

neighbors, else the destination sequence number DSeq in the 

RREQ packet is compared with the DSeq in its corresponding 

entry in route cache. If the DSeq in RREQ packet is greater, 

then it replies to the source node with a RREP packet 

containing the route to the destination. In figure 1.19, node 3 

has a route to 7 in its cache and its DSeq is higher compared 

to that in RREQ packet. So, it sends a RREP back to the 

source node 1. Thus the path 1-3-6-7 is stored in node 1. The 

destination node also sends a RREP back to the source. For 

example, one possible route is 1-2-5-7. The intermediate 

nodes on the path from source to destination update their 

routing tables with the latest DSeq in the RREP packet. 

b) Route Maintenance 

The route maintenance mechanism works as follows – 

Whenever a node detects a link break by link layer 

acknowledgements or HELLO beacons, the source and end 

nodes are notified by propagating an RERR packet similar to 

DSR.  This is shown in Figure 1.8. If the link between nodes 

3 and 5 breaks on the path 1-3-5-7, then both 5 and 3 will send 

RERR packets to notify the source and destination nodes. 

One optimization possible in AODV route 

maintenance is to use an expanding ring search to control the 

flood of RREQ and discover routes to unknown destinations 

[10]. The main advantage of AODV is that it avoids source 

routing thereby reducing the routing overload in large 

networks. Further, it also provides destination sequence 

numbers which allows the nodes to have more up-to-date 

routes. Further, it has to maintain routing tables for route 

maintenance unlike DSR. 

 
Fig. 6: Route Maintenance in AODV 

c) Comparison of DSR and AODV 

Protocol 

Feature 
DSR AODV 

Destination sequence 

numbers 
Not used Used 

Link Layer 

acknowledgements 
Not Required 

Required (using HELLO beacons) for 

link breakage detection 
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Routing mechanism 
Source routing – Multiple route caches for each 

destination 

Table driven – one entry per 

destination. Sequence numbers used 

for 

Route storage 

mechanism 
Using route caches Using routing tables 

Timers Not Used Used 

Multiple Route caches Yes No 

Optimizations 
Salvaging, Gratuitous route replies (RREP) and Route 

Error (RERR) non-propagating route requests [11] 
Expanding ring search [10] 

Table 1.3: provides a comparison of the features of DSR and AODV: 

The main difference is the source routing employed 

by DSR in contrast to table-driven routing used by AODV. 

Due to this, DSR has a higher routing load when the size of 

the network increases since each packet header has typically 

more information when compared to AODV. Another 

important difference is that AODV requires link layer 

acknowledgements or HELLO beacons at periodic intervals 

in order to detect link breaks. However, DSR avoids this 

feature and hence more efficient. Further, DSR stores 

multiple route caches for a destination whereas AODV does 

not. It has been found that this has an impact on the end-to-

end delay and the delivery fraction as the size of the network 

increases. DSR has been found to perform well in lightly 

loaded networks, whereas AODV performs well in more 

stressful networks (with higher density of nodes). AODV also 

benefits from its timer mechanisms by maintaining fresher 

route entries as compared to DSR, which doesn’t implement 

any timers. Besides, in DSR all requests reaching a 

destination node are replied to, whereas in AODV the 

destination replies only once to the request arriving first and 

ignores others. 

4) Pros and Cons of Reactive Routing Protocols 

The main advantage of proactive routing protocols is that 

periodic routing updates are not required. Thus the number of 

routing packets in the network is reduced thereby decreasing 

the load on the network. Further, link breakages are detected 

by a route maintenance mechanism only when needed in 

contrast to table driven protocols which maintain updated 

routes by propagating periodic updates. In general, on 

demand routing protocols have found to perform better under 

higher mobility rates of nodes and exhibit low latency in 

moderate to large networks. 

5) Proactive Routing Protocols 

Proactive routing protocols work as the other way around as 

compared to reactive routing protocols. These protocols 

constantly maintain the updated topology of the network. 

Every node in the network knows about the other node in 

advance, in other words the whole network is known to all the 

nodes making that network. All the routing information is 

usually kept in tables [6]. Whenever there is a change in the 

network topology, these tables are updated according to the 

change. The nodes exchange topology information with each 

other; they can have route information any time when they 

needed Some examples of table-driven routing protocols are 

Destination Sequenced Distance-Vector routing protocol 

(DSDV) [3], Wireless Routing Protocol (WRP) [4], Cluster 

Switch Gateway Routing protocol (CGSR) [5], etc. In the 

following sections, working of DSDV and WRP are 

explained, and the general pros and cons of table-driven 

routing protocols are enumerated. 
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