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Abstract— In Corporate world, a trusted messaging and 

document sharing application can provide a secured and more 

reliable environment Data shared in corporate world can be 

sensitive, so to double the degree of encryption, NTRU 

algorithm will be used. NTRU is an open source public-key 

cryptosystem that uses lattice-based cryptography to encrypt 

and decrypt data. In this paper, we also emphasize on 

providing an android chat application which encapsulates a 

number of functionalities. The paper also includes the use of 

Openfire, an instant messaging and group-chat server that 

uses XMPP. Openfire is incredibly easy to setup and 

administer, but offers rock-solid security and performance.    
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I. INTRODUCTION 

This paper elaborates development process of a privacy 

preserving secured chatting app on Android system for 

authentic users. The app will be accessible only to the 

authorized users and not to anyone. 

Secured Chat is an application developed for 

communication and sensitive data transfer by using trusted 

and the latest cryptographic algorithm. The Secured Chat will 

provide the user with secured-flawless and   non-stop 

communication between peers. 

A. Technology 

1) XMPP 

Extensible Messaging and Presence Protocol (XMPP) is a 

communication protocol based on XML (Extensible Markup 

Language). It enables the near-real-time exchange of 

structured yet extensible data between any two or more 

network entities. The protocol was developed by the 

homonym open-source community in 1999 for near real-time 

Instant Messaging (IM). Along with IM XMPP also provides 

presence information, and contact list maintenance. Designed 

to be extensible, the protocol has been used for publish-

subscribe systems, signaling for VoIP, video, file transfer, 

gaming, the Internet of Things (IoT) applications such as the 

smart grid, and social networking services.  

XMPP provides with presence information, i.e. it 

will provide us with the information if a user is online 

particular moment. This provides us with an additional 

functionality to implement in the application. 

2) Openfire 

Openfire (previously known as Wildfire, and Jive Messenger) 

is an instant messaging and group chat server that uses XMPP 

server written in Java Openfire allows multiple server 

instances to work together in one clustered environment. 

It has one chat server, which makes two way connection 

between client and server. So each and every message is sent 

through the server. Openfire also keeps track of clients which 

are online at the moment. Openfire, also stores the messages 

if the receiver is offline and these messages are sent back once 

the receiver is online. It also provides with archiving services 

which is used to restore messages incase the client loses it. 

Open fire also allow the user to share documents and files. It 

also provides Broadcast message services. 

Openfire supports features like:  

 Web-based administration panel 

 Customizable 

 Can support more than 50,000 concurrent users 

 SSL/TLS support 

 User-friendly web interface and guided installation 

 Platform independent, pure Java 

3) NTRU 

As one of the main motive of this application is to provide 

security, we need to implement an encryption algorithm 

which will guarantee the security of data. NTRU(N-th degree 

Truncated polynomial Ring Unit) is an open source and 

patented public-key cryptosystem which uses lattice-based 

cryptography for encryption and decryption of text. The two 

keys used in this algorithm are public key and private key. 

The key is used for the encryption is public key or to verify 

the digital signature but private key is used for decryption. 

Unlike RSA and Elliptic Curve Cryptography, 

NTRU is not known to be vulnerable to quantum computer 

based attacks. 

At equivalent cryptographic strength, NTRU 

performs costly private key operations much faster than RSA 

does. The time of performing an RSA private operation 

increases as the cube of the key size, whereas that of an 

NTRU operation increases quadratically. 

4) Smack 

Smack is an Open Source XMPP client library for instant 

messaging and presence. A pure Java library, it can be 

embedded into your applications to create anything from a 

full XMPP client to simple XMPP integrations such as 

sending notification messages and presence-enabling 

devices.  

Smack was used to create a persistent connection 

between the client and OpenFire.  

II. REVIEW OF LITERATURE 

In paper [1], Number of techniques and algorithms are 

studied for the purpose of providing the security in many 

fields by many approaches. NTRU is a fast encryption 

algorithm and it is implemented in various fields but it was 

yet not implemented on SMS applications on android 

application. For providing the security to the data transferred 

on the network, NTRU algorithm is seen as fast and best 

algorithm for mobile application as less processing is 

required. This paper represents the implementation of the 

NTRU algorithm for security in application developed for 

chats and showed that this algorithm provides the best 

security for android chatting. 

Ammar Hammad Ali and Ali Makki Sagheer, 

proposed a secure chatting application with end to end 

encryption for smartphones that used the android OS [2]. 

Public key cryptography techniques are used to achieve the 
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security for peer-to-peer communication during chatting. 

They  used Elliptic Curve Diffie Hellman Key Exchange 

(ECDH) algorithm to generate the key pair and exchange to 

produce the shared key that will be used for the encryption of 

data by symmetric algorithms. The authors proposed an 

Application that allows users to communicate via text 

messages, voice, messages and photos. For the text message 

security the standard AES algorithm with a 128 bit key are 

used. The generated key (160 bit) minimized to 128 bit length 

by selecting the first 128 bit of the generated key in order to 

be used by the AES algorithm. 

In paper [3], This paper proposes NTRU Prime, 

which tweaks NTRU to use rings without these structures; 

proposes Streamlined NTRU Prime, a public-key 

cryptosystem optimized from an implementation perspective, 

subject to the standard design goal of IND-CCA2 security;  

finds high-security post-quantum parameters for Streamlined 

NTRU Prime; and optimizes a constant-time implementation 

of those parameters. The resulting sizes and speeds show that 

reducing the attack surface has very low cost. 

III. SYSTEM ARCHITECTURE 

The process begins with installing the application on two 

different phones, signing up, logging in. Each and every log-

in id is verified before granting the user access. This ensure 

security. After logging in, user can select the contact to send 

messages. The message sent would first be encrypted using 

NTRU Algorithm. After encryption, the encrypted message 

would be sent to the Company’s Server. This message would 

then be forwarded to the receiver as an encrypted message. 

When the message reaches the receiver, it would be decrypted 

first and the displayed to the user. Databases will be stored 

locally on the devices and also on the server. 

Along with this, Special measure will be taken to 

ensure proper authentication and verification of user.  

These verification steps can be done in multiple 

ways. We will go with the standard hashing the password 

before saving it in the database and to also include OTP 

verification to verify the authenticity of the user entered 

details. 

 
Fig. 1: Architecture of Secured chat 

A. Encryption on sender’s end 

Applying NTRU [4] on text message seems like the best 

option but, there is a limitation of NTRU algorithm, i.e, this 

algorithm can be applied to at most 64 bytes and not more. 

This is a sufficient reason to scrap the plan of using NTRU as 

text messages can usually get bigger than 64 bytes. To 

overcome this problem, we used a scheme where AES along 

with NTRU is used [7]. 

 
Fig. 2: Encryption on sender’s end 

To understand this, follow the fig. 2, instead of 

encrypting text message directly with NTRU, we generate a 

random key and use this key to encrypt the text with AES [8]. 

Next, this random key is encrypted using the public key of the 

user. This encrypts the message as well as the key. 

 Now, the encrypted message and the encrypted key 

are concatenated together and then sent to the receiver. The 

decryption is carried out on the receiver’s device. 

B. Decryption on receiver’s end 

After successful encryption and transmission of message, the 

message cannot be displayed as it on the receiver’s device as 

it might seem completely meaningless. The received message 

has to be decrypted before it is displayed to the user. 

 
Fig. 3: Decryption on receiver’s end 

The decryption is carried out in the following steps: 

1) Separate the text and the key from the received message 

so that it can be processed. 

2) Now, the user, using its private key decrypts the key 

section of the text. 

3) After doing this the user acquires the key to decrypt the 

text encrypted with AES [8]. Using this key the user gets 

the original text. 

IV. RESULTS 

We implemented the idea described in this paper and created 

an app, Secured Chat for Centre of advance computing 

(CDAC). This application supports functionalities like, 

sending messages, documents, emoji, group-chats, and 

broadcast messages. The application was built on Android 

Studio. Following figures are the screenshot of the 

implementation.  



NTRU Encrypted Android Chat Application using Openfire 

 (IJSRD/Vol. 7/Issue 02/2019/332) 

 

 All rights reserved by www.ijsrd.com 1214 

 
Fig. 4:  Login/Registration page 

Fig.4 represents the login and registration page. The 

first screen will allow you to login if you have already 

registered. If you haven’t click on ‘REGISTER’ and the 

second interface will show up. This interface will guide you 

to register a new entry. 

 
Fig. 5: ChatList 

Fig.5 Represents the chat list. This chat list interface will 

contain all the chats. Along with this, there will be a search 

functionality which will help to find a specific chat amongst 

a list of people. There is also an options button which paves 

path for implementing the future scope of editing profile and 

updating status. 

 
Fig. 6: Contact List 

Fig. 6 Represents the contact list of the phone. There 

will be two sections in this. One with the registered users and 

one with the unregistered users. 

 
Fig. 7: Chat Page 

 Fig.7 represents the actual chat page. The text on the 

left represents the messages from receiver. The chat on the 

right represents messages sent by sender. 
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V. CONCLUSION 

We have proposed an android application with the aim of 

providing a security-focused institutionalised chat and 

document sharing platform. We have used NTRU and AES 

algorithm to implement security. The server used will be the 

company’s personal server so that there are no chances of 

leakage and no possible chance of a hacker to get into the 

system unless he has access to the company’s server. Even if 

someone is able to access the server, it will be hard for the 

hacker to understand the message as they all will be saved in 

an encrypted form and there will be no record of the keys 

which can be used to decrypt the messages as they are 

calculated locally on the user’s device. 
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