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Abstract— M-Learning has enriched the e-learning by 

making the learning process considered as learner-centered. 

However, enforcing exam security in open environments 

where each student has device or Laptop connected to a Wi-

Fi network or internet through which it is further connected 

to the Internet can be one of the most challenging tasks. In 

such environments, students can easily exchange information 

over the network during exam time.    
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I. INTRODUCTION 

In the current era, where technology is rapidly evolving, 

education has also taken the support of ICT and now offers 

convenient ways to help increase the knowledge, education 

and literacy status of people. E-learning platform provides 

anywhere, anytime easy access for upgradation of knowledge 

and skills. It provides a platform wherein the individual gets 

a customized package related to key thematic areas, through 

a self-guided process. e-Learning courses provide an enabling 

platform by virtue of which the professionals can upgrade 

their knowledge without going for regular courses, ICDS 

functionaries, professionals working in the area of Health & 

Nutrition, Paramedics like nurses, Dieticians, students of 

home science colleges, medical students, Trainers of training 

Institutes, those who wish to avail themselves with current 

ideas in maternal and child development and also mothers 

who want to keep themselves abreast with the latest and 

correct knowledge would be certainly benefitted with these 

courses. 

E-learning has experienced such an extraordinary 

growth over the last years that its global industry market is 

estimated to be worth USD 91 billion. Learning Management 

Systems (LMS), due to being essential tools of e-learning, 

have been adopted by many organizations to establish and 

provide access to online learning services. Now days, the 

success of LMS is so great: 74 % of the US corporations and 

educational institutions currently offering e-learning employ 

LMS in their training programs. Thus, LMS must change to 

adapt to new user requirements and technologies. For 

example, interaction with external applications, such as social 

networks and mobile applications must be incorporated in 

LMS to facilitate personal learning demands that happen 

anywhere and at any time. M-learning puts the control of the 

learning process in hands of the learner itself and enhances 

collaboration and exibility. M-Learning has enhanced the e-

learning by making the learning process learner-centered. 

However, enforcing exam security in open environments 

where each student has his/her own mobile/tablet device 

connected to a Wi-Fi network through which it is further 

connected to the Internet can be one of the most challenging 

tasks. In such environments, students can easily exchange 

information over the network during exam time. My proposed 

work aims to identify various vulnerabilities that may violate 

exam security in m-learning environments and to design the 

appropriate security services and countermeasures that can be 

put in place to ensure exam security. It also aims to integrate 

the resulting secure exam system with an existing, open 

source and widely accepted Learning Management System 

(LMS) and its service extension to the m-learning 

environment, namely the Moodbile Project. 

II. PROBLEM DEFINITION 

The expansion of mobile devices, meanwhile, is providing 

new ways to learn (mobile learning or m-learning). The 

learning technology is expected to be increasingly adopted by 

institutions in one year time or less to make use of mobile and 

online learning. Forecast of the number of smart phone users 

for 2019 is 5.6 billion globally which is three times that for 

2013. Thus, LMSs must change to adapt to new user 

requirements and technologies. For example, interaction with 

external applications, such as social networks and mobile 

applications, must be incorporated in LMSs [9] to facilitate 

personal learning demands that happen anywhere and at any 

time. There are various issues with the existing system like 

student may cheat while attempting exam.  

III. LITERATURE OVERVIEW 

Purpose of study is to know the existing issue tracking 

system, its advantages and limitations and to propose a 

system that will make use of the advantages and overcome 

the limitations. This QAS plays important role in software 

development so as to track developer as well as testers 

performance and also to raise customers satisfaction. 

Mustafa Yaci and Menderes nal [2] A design and 

application of adaptive online exam system are accepted in 

this paper. Adaptive exam systems determine dissimilar 

question sets automatically and interactively for each student 

and measure their ability on a certain area of discipline 

instead of comparing their gains with each other. Through an 

adaptive exam system, a student’s disruption and motivation 

loss that is led by the questions with quite lower toughness 

level than his/her ability is prevented. In addition, negative 

effects of questions requiring higher knowledge than his/her 

ability over a student’s self-confidence and morale are 

dismissed. Since questions are focused so that they can allow 

making clear deductions about student gains, they are able to 

notice student competencies more effectively. Requiring less 

total time for calculating and being more flexible in the exam 

management system are among the advantages provided by 

the system. Self-sufficiency of the system in terms of 

arrangement, repeating and assessment of the measurement 

process especially allows itself to be used in the individual 

education sets. Through this system, student competencies 

can be determined more effectively in cases such as distant 

learning, in which some challenges are experienced 

frequently. 
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Ruth Raitman et al.[3] This paper reports the role of 

security in the collaborative e-learning background, and in 

particular, the social aspects of security and the significance 

of identity. It also represents a case study, completed in Nov 

2004, which was conducted to test the logic of security that 

students experienced whilst using the wiki platform as a 

means of online collaboration in the tertiary education 

environment. Fully editable websites, are easily accessible, 

require no software and allow its contributors (in this case 

students) to feel a logic of responsibility and ownership. The 

difference between two wiki studies will be made whereby 

one group employed user login and the other maintained 

anonymity throughout the course of the study. The results 

consider the independent participation and evolution of the 

work requirements over time, which in fact determines the no 

validity of administrative identification. 

NajwaHayaatiMohdAlwi and Ip-Shing Fan[4] E-

learning is a new system of learning and it depends on the 

Internet in its execution. Internet has become the place for a 

new set of prohibited activities and E-learning environment 

is now uncovered to the threats. In this paper the advantage 

and growth of e-learning is explained. This paper deliberates 

the security elements desired in e-learning. In addition, 

explains the circumstance and existing research on security in 

e-learning. Information security management is advised to 

contribute in preparing the secured e-learning environment. 

Yong Chen and Wu He[5] This paper describes a 

survey of online education which attempts to determine 

online education providers awareness of potential security 

hazards and the protection measures that will reduce them. 

The authors use a mixture of two methods: blog mining and 

a traditional literature search. The findings specify that, while 

scholars have identified diverse security hazards and have 

proposed solutions to mitigate the security threats in online 

education, bloggers have not deliberated security in online 

learning with great frequency. The modifications shown in 

the survey results generated by the two different methods 

check that online learning sources and practitioners have not 

considered security as a top priority. The paper also 

deliberates the next generation of an online education system: 

a safer personal learning environment which needs a one-stop 

solution for authentication, assures the security of online 

assessments, and balances security and usability. 

IV. SYSTEM ARCHITECTURE 

This aims to identify various vulnerabilities that may violate 

exam security in m-learning environments and to design the 

appropriate security services and countermeasures that can be 

put in place to ensure exam security. It also aims to integrate 

the resulting secure exam system with an existing, open 

source and widely accepted Learning Management System 

(LMS) and its service extension to the m-learning 

environment, namely the Moodbile Project. To design a 

Secure Exam Management System (SEMS) that meets the 

distinct security requirements of m-learning environments 

and to integrate it with the current Moodle/Moodbile 

platform. This will result in a complete LMS that is both 

equipped with secure exam services and suitable for m-

learning. Our intention of integrating SEMS with a well-

known LMS such as Moodle is so to get the benefits of 

Moodles readymade services in other learning aspects such 

as course material administration, documentation, etc. 

The system architecture is divided into three layers namely 

1) Registration 

2) Examiner Approval / Verification 

3) Attempt exam by candidate 

A. Registration 

In this stage every candidate must have to register with this 

system by providing some details like name, last name, DOB, 

Email, mobile number. Based on the given information by the 

candidate, his unique QR code is generated and sent on his 

registered Email Id. 

B. QR-Code Generation 

QR codes have become common in consumer advertising. 

Typically, a smart phone is used as a QR code scanner, 

displaying the code and converting it to some useful form 

(such as a standard URL for a website, thereby obviating the 

need for a user to type it into a web browser). QR code has 

become a focus of advertising strategy, since it provides a 

way to access a brand's website more quickly than by 

manually entering a URL. Beyond mere convenience to the 

consumer, the importance of this capability is that it increases 

the conversion rate (the chance that contact with the 

advertisement will convert to a sale), by coaxing interested 

prospects further down the conversion funnel with little delay 

or effort, bringing the viewer to the advertiser's website 

immediately, where a longer and more targeted sales pitch 

may lose the viewer's interest. Although initially used to track 

parts in vehicle manufacturing, QR codes are used over a 

much wider range of applications, including commercial 

tracking, entertainment and transport ticketing, product and 

loyalty marketing (examples: mobile couponing where a 

company's discounted and percent discount can be captured 

using a QR code decoder which is a mobile app, or storing a 

company's information such as address and related 

information alongside its alpha-numeric text data as can be 

seen in Yellow Pages directory), and in-store product 

labeling. It can also be used in storing personal information 

for use by organizations. An example of this is Philippines 

National Bu-reau of Investigation (NBI) where NBI 

clearances now come with a QR code. Many of these 

applications target mobile-phone users (via mobile tagging). 

Users may receive text, add a vCard contact to their device, 

open a URI, or compose an e-mail or text message after 

scanning QR codes. They can generate and print their own 

QR codes for others to scan and use by visiting one of several 

pay or free QR code-generating sites or apps. Google had an 

API, now deprecated, to generate QR codes, and apps for 

scanning QR codes can be found on nearly all smart phone 

devices. QR codes storing addresses and URLs may appear 

in magazines, on signs, on buses, on business cards, or on 

almost any object about which users might want information. 

Users with a camera phone equipped with the correct reader 

application can scan the image of the QR code to display text, 

contact information, connect to a wireless network, or open a 

web page in the telephone's browser. This act of linking from 

physical world objects is termed hard linking or objects hyper 

linking. QR codes also may be linked to a location to track 

where a code has been scanned. Either the application that 
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scans the QR code retrieves the geo information by using 

GPS and cell tower triangulation (aGPS) or the URL encoded 

in the QR code itself is associated with a location. 

This strategy is suitable for medium/large number of students 

where the proctor may not be familiar with all examinees. In 

this strategy the Exam Server has to generate a QR-code 

based exam access token for every student according to the 

following procedure. 

1) This strategy is suitable for medium/large number of 

students where the proctor may not be familiar with all 

examinees. In this strategy the Exam Server has to 

generate a QR-code based exam access token for every 

student according to the following procedure. 

2) The Exam Server creates an exam access string for every 

student. 

3) It then hashes the access string using SHA-1 to produce 

the message digest. 

4) The Exam Server signs the access string message digest 

with its RSA Private Key to get a signed message. 

5) Finally, the Exam Server generates the QR-Code of the 

signed access string to get the exam access token. 

The Exam Server repeats steps 2-5 for all students 

involved in the exam. All access tokens, ordered by student 

numbers, are printed on a special paper which can be teared 

easily. The proctor is given the access token list in the exam 

center before the exam. 

C. Examiner Approval / Verification 

This strategy best suits the case in which we have a small 

number of students and the proctor is familiar with them. 

When student want to give exam then he must have to bring 

his QR code which is mailed by the system and a secrete key. 

Then the examiner scans his QR code and decrypt the 

information by using secrete key. After this the examiner 

allows the student for the examination if all details are 

matched and physically verified. 

In case a student is found to be absent, his/her 

enrollment request will be disapproved by the examiner and 

particular candidate is not able to give examination. 

D. Attempt Exam by Candidate 

After successfully completed step 1 and 2 candidate is now 

ready to give examination through his mobile device. Once 

the examination is started then candidate is not able to toggle 

in between various applications if he tries to doing something 

wrong then an email is sent to an examiner. 

 
Fig. 1: System Architecture. 

E. Mathematical Model 

This section gives overview of set theory which is used for 

proposed system and the data requirements are given. 

Let S be the set of whole system i.e. S={input, process, output 

} 

Where, 

 Input is the set of inputs given to the system. 

 Process is step or techniques applied to the system. 

 Output is outcome of the system. 

1) Input 

Input = {U, QR, K, Q}. 

Where, 

 U be the user. 

 QR be the QR generated from users details. 

 K be the secret key to decrypt the encrypted QR code. 

 Q be question paper. 

2) Process 

1) Step 1: In this registration phase every candidate or user 

has to register themselves in order to give an exam. 

2) Step 2: After registration there will get a QR code image 

which is encrypted in formation of user information. The 

same information will be stored at the server side for 

admin/ examiner record.  

The secret key K is send to admin record, which is used for 

decryption purpose. 

3) Step 3: user will bring that QR code image while coming 

for exam then, admin. Examiner will scan that QR code 

image to check whether authenticated candidate has 

come for exam or not, the verification process done by 

that user information stored on server or examiner 

record, upon verified the admin will send the question 

paper Q to user account. 

4) Step 4: user will login to system, to attempt an exam.  

3) Output 

Secure Exam Management System (SEMS) to mitigate the 

unique exam security threats that exist in m-learning 

environments. 

V. RESULTS AND COMPARATIVE ANALYSIS 

The system is built for advanced secure exam management 

system web based and android based application which uses 

QR code for an authentication purpose. This system builds on 

java1.7 v platform and MySql database within wamp server. 

The implemented system gives the estimated results and we 

compare with different systems. On the theoretical results 

shows the satisfactory level accuracy. 

Here, System taken many more attribute for the 

input purpose but here author mainly focuses on the Time and 

performance of system. Considering few attributes like 

Unauthorized logins and access, confidentiality, Paperless 

work and time predicted analytical results of proposed system 

with respect to existing system. 
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A= Unauthorized logins and access. 

B= Confidentiality. 

C= Paperless work 

D= Time. 

 
Fig. 2: comparison between existing system and ASEMS 

Above figure shows the comparison between 

existing system and ASEMS implemented system. In this 

analysis blue bar represents existing system and orange bar 

represent ASEMS (Advanced secure exam management 

system). This figure shows comparison on 4 parameters. first 

parameter is Unauthorized logins and access as compare to 

existing system ASEMS is more secure for parameter one. 

This is achieved through examiner based approval. Second 

parameter is confidentiality. Confidentiality is achieved by 

sending QR code on registered mail id. Third parameter is 

paperless work in this both systems have same ranking. Last 

parameter is time. Implemented system take very less time 

than existing system. 

VI. CONCLUSION 

Introduced the design and implementation of a Secure Exam 

Management System (SEMS) to mitigate the unique exam 

security threats that exist in m-learning environments. 

ASEMS offers many exam services such as: secure and 

random distribution of exam questions, turbo-mode 

assessment, prevention of the unattended exam issue, QR 

code-based authentication service, preventing students from 

exchanging their devices during an exam, conducting exam 

securely through online or online strategies, and auditing. 

Used the QR based strategy to authenticate the student who 

is at- tempting the exam in the exam hall by the examiner who 

has the unique android based application which can scan the 

QR code to validate and allowed the student for exam. 
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