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Abstract— Trust Management plays a vital role in security of 

Wireless Sensor Networks. Recommendation Based Trust 

Model is a suitable component for the security of sensor 

networks, which is defined as the degree of beliefs about the 

behavior of the nodes. Trust Management has strong 

capabilities to identify the malicious nodes and offer a one’s 

future behavior. The combination of trust metric and Quality 

of Service metric is used to improve the security of the 

wireless sensor networks and the features of black hole attack 

is also analyzed. This project concentrates primarily on 

network-based intrusion detection, which is the art of 

detecting attacks that are executed across a network. The 

intrusion detection system gives the analyst a quicker and 

more efficient method to identify coordinated attacks across 

the networks. The simulation results have achieved both 

improved security and intrusion detection which is suitable 

for sensor networks using ns2.    
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I. INTRODUCTION 

Wireless sensor networks (WSNs) are infrastructure less, 

distributed and dynamic in nature [1]. Due to the vulnerable 

nature of WSNs, these networks are always exposed to severe 

types of threats which can vitiate their whole functionality. 

Authentication protocols and secure routing protocols 

implement the use of cryptographic keys to ensure secure 

transmission of data but cannot give protection against the 

inside attacks knows as passive attacks [10]. These protocols 

scramble. The WSN contains the "nodes” from a few to 

several hundreds or even thousands, where each node is 

connected to one (or sometimes several) sensors. Each sensor 

node has several parts, a radio transceiver with an internal 

antenna or connection to an external antenna, a 

microcontroller, an electronic circuit for interfacing with the 

sensors and an energy source are battery or      an embedded 

form of energy harvesting sensor node may vary in size from 

large down to the size of a grain of dust, although functioning 

nodes of genuine microscopic dimensions have yet to be 

created.  

The price of the sensor nodes is variable and ranging 

from a few to thousands of dollars, depending on the 

complexity of the individual nodes in Wireless Sensor 

Network. Node’s Size and cost constraints on nodes may 

result in variations on resources such as energy, memory, 

computational speed and communications bandwidth. The 

topology of the sensor network can vary from a simple star 

network to an advanced multi-hop wireless mesh network.  

The propagation technique between the hops of the 

sensor network can be routing and flooding. Due to limited 

resources of WSNs, it is challenging to incorporate basic 

security functions such as authentication, privacy, and key 

distribution. As a result, wireless sensor networks are prone 

to different types of malicious attacks, such as denial of 

service, routing protocol attacks as well as replay attacks. 

Security threats to WSNs are dissimilar in nature from other 

wireless technologies. The biggest implication for the 

implementation of a security technique is the cosnsideration 

of the constrained resources of nodes in the WSNs. 

Cryptographic techniques, in most cases, are considered as 

unsuitable for security implementation in WSNs [11]. Due to 

the broadcast transmission nature of the tiny nodes in the 

WSNs, they are always vulnerable to various kinds of attacks. 

Attacks on WSNs can be classified as either active or passive 

[10]. 

The paper is organized as follows; Section II 

includes the related work done then section III explains our 

proposed work; the simulation results are shown in section IV 

and finally section V presents the conclusions. 

II. RELATED WORK  

Knowledge based context aware approach is proposed for 

handling the intrusions that are generated by the malicious 

nodes. The system operates on a single knowledge base, 

located at the base station, which is used to store the events 

generated by the nodes inside the network. The events are 

categorized and the cluster heads (CHs) are acknowledged to 

block maliciously repeated activities generated [1].  

For routing Multipath Routing can be considered as 

one of the suitable routing protocol in Wireless Sensor 

Network tolerance of fault and intrusion detection. To 

improve IDS of WSN by extending its lifetime operation [2]. 

In multipath routing, multiple paths are considered rather than 

a single path so that the performance of the network can be 

enhanced. This protocol with fault tolerance is measured by 

Considering the alternate path that exists between the source 

and destination whenever the first path fails. 

Watchdog based intrusion detection and further 

prevention technique against wormhole attack. For detection 

the routing entry based detection technique is proposed which 

acquires offender node info like node range, attack time etc. 

Afterwards to stop wormhole attack victimization the 

neighbor trust worthy based technique is proposed [6].Mert 

Melih Ozcelik, Erdal Irmak, Suat Ozdemir proposed hybrid 

Intrusion Detection System (IDS) for clustered WSNs is 

based on functional reputation and misuse detection rules [8]. 

Trust-based intrusion detection scheme utilizes a highly 

scalable hierarchical trust management protocol for clustered 

wireless sensor networks. Unlike other existing methods, a 

trust metric considering both quality of service (QoS) trust 

and social trust for detecting malicious nodes. Cluster heads 

themselves are evaluated by the base station [9]. 

Security problems become obstacles in the practical 

application of wireless sensor networks and intrusion 
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detection is the second line of defense. This intrusion 

detection supports highly dynamic state aware and 

hierarchical node trust in networks , which is flexible and 

suitable for constantly changing WSNs characterized by 

changes in the perceptual environment, transitions of states of 

nodes and variations in trust value [12]. 

Neighbor Node Trust Based Intrusion Detection 

System for Wireless Sensor Network observes the trust level 

of its neighboring nodes. Usin this trust values, neighboring 

nodes may be declared as trustworthy, risky or malicious. 

Trustworthy sensor nodes are recommended to the 

forwarding engine for packet forwarding functions [13]. 

A Trust Based Adaptive Acknowledgment 

(TRAACK) IDS for WSN based on number of successful 

deliveries, and Kalman filter is to predict node trust is used. 

In TRAACK all the routes based on trust strength for 

distributed sensor networks is reverted to nodes acting as 

Security Agent. Based on trust value of entire route, 

Acknowledgement is initiated on select packets to decrease 

control overhead [15]. 

III. PROPOSED SYSTEM 

WSN consisting of a few sink nodes and a number of sensor 

nodes that are randomly distributed in a designated area. Each 

sensor node is in charge of both detecting events and acting 

as a router in order to forward Aall the incoming packets. All 

the sensor nodes are resource constrained and have the same 

limited coverage. Consequently, end-to-end communication 

in a WSN is normally achieved via multi-hop relaying where 

a communication path is established in a distributed manner. 

Trust model essentially performs trust derivation, 

computation, and application. Watchdog as the foundation of 

detection mechanisms. Each sensor node is responsible for 

monitoring the behavior of its neighbors and evaluating their 

trust level. More specifically, the detection results are utilized 

for the evidence of trust computation. (𝑖, 𝑗) represents the trust 

value of node 𝑗for node 𝑖. In our model, node 𝑖 is the 

evaluating device and node 𝑗 is the evaluated one. The trust 𝑡 
of an arbitrary node includes direct trust 𝑑𝑡 and indirect trust 

𝑖𝑡.  
 Direct trust is based on direct observations of each node 

that participates in data communication. 

 Indirect trust which is also called recommendation trust, 

stands for the trust relations between distributed nodes 

without direct interactions.    

Here, the routing metric is the combination of the 

trust metric and other QoS metrics such as delay and packet 

loss rate. Here, we define the optimal route as the maximizing 

of the desired service quality under the premise of security 

assurance. 

A. Trust Computation of Nodes  

Normally, the sensor nodes are highly constrained in terms of 

computational power, energy, memory, and bandwidth, so the 

design of security mechanisms for WSNs is significantly 

challenging. In addition, the trust value is subject to 0 ≤ 𝑡 ≤ 1. 

Generally, the higher trust value the sensor node is, the more 

trustworthy it has. Since  the behavior of nodes is monitored 

by its neighbors in the network, if a malicious node behaves 

differently to different nodes, it can be detected by 

considering the combination of direct trust and indirect trust. 

The computation of direct trust gives the neighbor’s 

past well behaved behavior, past malicious behavior and the 

current behavior of the node utilizing the intrusion detection. 

In indirect trust, for each recommendation our trust 

computation model uses a threshold value to determine 

whether the data is suspicious. In this case, if a malicious 

node that is incorrectly included in the trusted set of devices 

provides false data, it can be quickly detected as its false 

recommendation may have a significant difference from true 

ones. 

B. Trust Computation of Paths 

When a source node prepares to transmit packets to a 

destination node via multi hop communication, it must 

evaluate the trust value of the route. Generally, the design of 

trust computation of paths should comply with the following 

rules. Firstly, the trust information cannot be increased via 

propagation. In other words, the trust value of a path should 

not be greater than the trust value of any intermediate node in 

the path. Secondly, the destination node is considered to be a 

trusted entity in trust management systems and its trust value 

for any other node in the path should be set to 1. 

 
Fig. 1: Trust Computation 

Here the trusted path can be determined by either of 

the two methods 

 The trusted path can be determined by the highest 

product of all the trust values along the path. In figure 

4.1.2.1, v0 is the source node and v5 is the destination 

node. There are three paths from the source to the 

destination. Among then (v0, v3,v4,v5) is the most 

trusted path (t(v0, v3, v4,v5 ) = 0.7, t(v0,v1,v2,v5) = 

0.64, t(v0,v3,v2,v5) = 0.63). 

 We can also choose the most trusted path determined by 

the highest minimum trust values of intermediate nodes 

in the path. In this case , (v0,v1,v2,v5) is the most trusted 

path (t(v0,v1,v2,v5) = 0.8, t(v0,v3,v2,v5) = 0.7, 

t(v0,v3,v4,v5) = 0.7) 

The direct trust derivation process which is based on 

the direct observations of evaluating node will not produce 

much communication cost, because it mainly relies on its own 

detection system. By contrast, the recommendation 

mechanism is closely related to the communication overhead 

due to the packet interactions. In our project, we only choose 

the recommendations provided by the neighbor nodes of the 

evaluated one. Because most malicious behaviors can be 

detected by the neighbors and this mechanism can obviously 

reduce the overhead of trust derivation. In addition, the whole 
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trust derivation procedure can be monitored by the evaluating 

node in our scheme. In this case, if a selfish node does not 

participate in recommendation mechanism for its battery 

saving, its trust value will be degraded in our trust model and 

finally be evicted from the network. 

C. Trust Management in WSNs 

Trust is the level of confidence in a person or a thing. 

Numerous engineering models such as security, usability, 

reliability, availability, safety, and privacy models 

incorporate some limited aspects of trust with different 

meanings. For example, in sensor network security, trust is a 

level of assurance about a key’s authenticity that would be 

provided by some centralized trusted body to the sensor node 

(SN). In general, establishing trust in a network gives some 

benefits such as the following: 

 Trust solves the problem of providing corresponding 

access control based on judging the quality of SNs and 

their services. This problem cannot be solved through 

traditional security methods. 

 Trust solves the problem of providing reliable routing 

paths that do not contain any malicious, selfish, or faulty 

node(s). 

Trust makes the traditional security services more 

robust and reliable by ensuring that all the communicating 

nodes are trusted during authentication, authorization, or key 

management. 

D. Routing Scheme 

 When the source node prepares to send packets to the 

destination node, node initializes the trust derivation 

process and sends a trust request packet to its neighbor 

nodes. The trust request packet consists of evaluating 

node's ID and is the evaluated nodes' ID. To reduce the 

overhead of trust derivation procedure, the hop limit 

value of the trust request packet should be set to one. This 

value should be decremented by one every time the trust 

request packet is forwarded if it is not zero. The node that 

receives the trust request packet should first check if it 

has already received the same request. If it has, the 

request should be immediately discarded. If not, the node 

should broadcast this trust request to all its neighbors. 

 When receiving the trust request packet, the nodes except 

the evaluating one should check whether the evaluated 

node is its neighbor (the source node will simply discard 

this request as it is the source of the trust request). If not, 

it remains silent. Otherwise, the nodes may unicast a trust 

reply to the evaluating node (the source node) through 

the existing reverse routes. Then, these nodes will drop 

the broadcast trust request packets if the hop limit value 

is equal to zero. 

 After obtaining the recommendations provided by the 

neighbors of the evaluated node, the evaluating 

node computes the trust value by combining direct trust 

with indirect trust. Then, node can determine whether the 

evaluated node should be trusted according to the 

required path trust constraint. Similarly, node can find a 

trusted forwarding set and send the route request to these 

nodes in the forwarding set. 

 If an intermediate trusted node that receives the route 

request has the optimal route to the destination node, it 

will send a route reply to the source node. Then, the 

source node can find the optimal route to the destination 

node.  

 Once the route request hits the destination, the 

destination node will send a route reply to the source 

node via the selected reverse route. Finally, node can 

send data packets to node through the optimal route. 

 During the transmission of packets from source to 

destination via the trusted set of nodes, if an intruder is 

wrongly included in the trusted set of nodes, it can be 

easily detected as it behaves differently to different 

nodes. Here the malicious behavior can be detected by 

the neighbors. Then an alternate trusted route is 

determined again as mentioned in the previous steps and 

the packets are forwarded. 

E. Intrusion Detection 

Black hole attack is an attack in which a malicious node 

discards all the packets it should forward. Hence taking 

advantage of this a malicious node send a RREP packet to 

source node claiming that it has a route to destination node. 

But in reality that malicious node is not having any route to 

destination node. Means malicious node send a RREP having 

false information. 

Source node after receiving this reply send the data 

through this malicious node and this node drops the data. 

Hence such nodes can crash the network. Sometimes a chain 

of black nodes perform this attack known as cooperative 

black hole attack. Sometime in AODV if, in RREP the next 

hop information is also asked, then malicious node provide 

next malicious node as next hop. When confirmed with the 

next hop then malicious node replies that it is having route to 

the destination node but actually that node don’t have any 

information of routes to destination.  

 This trust management scheme can help source 

nodes find trusted routes that exclude the influence of black 

hole attacks. Once the malicious node has been detected, the 

source node sends an alarm message to all the other nodes in 

the network. Then an alternate trusted path is determined as 

mentioned in the routing scheme discussed above to forward 

the packet to the destination. 

IV. SIMULATION RESULTS  

The work has been simulated in NS 2.35 under the Ubuntu 

operating system. A wireless network of 50 nodes, assigned 

2 to 3 malicious nodes.  

A. Simulation Parameters 

Simulation software NS-2 

Monitoring area 1500 X 1500 m2 

Number of nodes 50 

Routing protocol AODV 

MAC type Mac 802_11 

Number of packets 200 

Antenna model Omni directional 

Initial energy value 100 

Interface queue type DropTail queue 

Propagation model Two ray model 

Table 4.1: Simulation parameters 
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V. RESULTS 

 
Fig. 2: Source node forwarding data packets to the 

destination along the trusted path 

 
Fig. 3: Nodes sends a message about detection of an attacker 

node 

 
Fig. 4: Source node forwarding data packets to the 

destination along the trusted path 

 
Fig. 5: Simulation time Vs Packet Delivery Ratio 

 
Fig. 6: Simulation time Vs Throughput 

VI. CONCLUSION 

Trust aware secure routing framework protocol can be used 

to increase distributed sensor network security. Also it can be 

combined with other methods (authentication, encryption and 

etc.) to provide more security for distributed sensor networks. 

We first analyzed the characteristics of black hole attack on 

trust based routing protocols. We proposed a network based 

intrusion detection, trust computation and trust derivation 

scheme to deal with the black hole attack. An optimized 

routing algorithm was presented by combining the trust 

metric and QoS metrics. Compared with some traditional 

trust aware mechanisms, the simulation results showed that 

TSRF had a wide applicability and improve the performance 

of the network security especially in dense networks. In 

future this method will be implemented in hardware for 

Military Application. 
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