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Abstract— Cloud computing is an immense technology that 

is growing vastly within the IT surroundings. The cloud 

computing faces several security problems each within the 

service supplier aspect and customer aspect. There are 

measure several problems mentioned earlier some measure 

with solutions and coding techniques. Few problems are still 

with unfound solutions and researchers are attempting to 

unravel them. Several common security problems measure 

mentioned within the paper and therefore the major security 

is taken because the security is concerned. This paper says 

that cloud security is that the major issue within the security 

concern as a result of each the service supplier and client 

measure upset regarding the info. The info is that the target 

for the hackers for assaultive the info center server. The info 

security problems are analyzed and solutions are mentioned 

during this paper. 
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I. INTRODUCTION 

Cloud computing has been important because due to next 

generation paradigm in computation. within the cloud 

computing environment, each applications and resources are 

unit delivered on demand over the net as services. Cloud is an 

environment of the hardware and code resources within the 

knowledge centers that give numerous services over the 

network or the Internet to satisfy user’s needs. Rationalization 

of “cloud computing” from the National Institute of 

Standards and Technology (NIST)  is that cloud computing 

allows present, convenient, on-demand shared computing 

resources and database (e.g., networks, servers, storage, 

applications, and services) which can be  easily  provisioned 

and discharged with minimal management effort or service 

supplier interaction.  

 Resources consult with computing applications, 

network resources, platforms, software services, virtual 

servers, and computing infrastructure. Cloud computing will 

be thought of as a brand new computing archetype which will 

give services on demand at a token cost. Three well-known 

and ordinarily used service models within the cloud paradigm 

area unit code as a service (SaaS), Platform service (PaaS), 

and infrastructure  service (IaaS). In SaaS, code with the 

connected knowledge is deployed by a cloud service supplier, 

and users will use it through the net browsers. 

 In PaaS, a service supplier facilitates services to the 

users with a collection of code programs which will solve the 

specific tasks. In IaaS, the cloud service supplier facilitates 

task  for  the clients with virtual machines and storage to 

improve their business capabilities. Cloud computing is 

closely associated with however not an equivalent as grid 

computing . Grid computing integrates numerous resources 

along and controls the resources with the unified operating 

systems to produce high performance computing services, 

whereas cloud computing combines the computing and 

storage resources controlled by totally different operative 

systems to produce services like large-scaled knowledge 

storage and high performance computing to users. Be overall 

image of grid computing has been modified by cloud 

computing. 

 
Figure 1: Cloud Architecture Level 

II. RELATED WORK 

In [1] We analysed the security threats, identified in [1], [6] 

and other public documents from standards bodies, to 

determine the threats faced by cloud consumers. We have 

seen how cloud providers are adapting the cloud security 

standards but how to handle those security remains illusion 

and also everything depends upon consumers which 

providers they should support. 

 In [2]  NIST Cloud Computing Reference 

Architecture is used . NIST Cloud Computing Reference 

system architecture focuses on security and  privacy policies 

under  the purview of the cloud provider.   Same concern as 

in [1] is remaining here as how many cloud vendors are 

adapting security standards and are capable of handling 

potential threats is still a problem in this method. 

 In [3] Privacy and Data Protection ,IT compliance 

and IT security ,it is IT compliance model which focuses in 

electronic data processing ,network  and IT infrastructure. 

They just proposed basic security models in their paper which 

was incomplete as defining model and implementing was 

quite different. 

 In [4] A survey on security issues in service delivery 

models of cloud computing have attempted to determine 

different cloud security risks and surveyed different security 

risks to the cloud. They analysed the security threats and other 

public documents from standard bodies to determine the 

threats faces by cloud consumers. 

 In [5]  The management of security in Cloud 

Computing ,the management of cloud security is major 

concern .They have attempted to determine cloud security 

issues .They tried a lot of techniques and models have been 

applied to get security issues in cloud computing areas.  

 In [6] Cloud Security and Privacy:An Enterprise 

Perspective on Risks and Compliance it is attempted to 

determine cloud security issues .It is seen that cloud based 

solutions are attractive for their cost savings and rapid  

provisioning privacy and security of cloud data remains a 

concerned for most clients and a key barrier in adoption of 

the cloud. 
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 In [7]  Understanding Cloud Controls Matrix -It is 

studied the NIST and CSA security documents .It is seen that 

various cloud security  standards bodies like Cloud Security 

Alliance (CSA) ,International Organisation for Standards 

(ISO) and most important governing body National Institute 

for Standards and Technology. 

 In [8] The NIST Definition of Cloud Computing -

The basic architecture for cloud security modeling  used was 

NIST cloud computing reference architecture classifies 

security and privacy policies under the purview of the cloud 

provider. 

 In [9] Application Security and Development STIG 

that is Security Technical Implementation Guide and OAuth 

is used with NIST models. It is open standard for token based 

authentication and authorization on the internet. It is used in 

mainly for authorization and deauthorization of third party 

apps for example Twitter and Facebook. 

 In [10] Cloud Computing Security issues and 

challenges are primary concern where it is attempted to 

determine cloud security issues .Authors  have shown 

concern on cloud security controls and standards has been 

focused primarily at the provider end and purely focused  on 

cloud engineering .    

III. EXISTING SYSTEM 

Existing model used in cloud computing uses different 

cryptography methods: 

A. Attribute based encryption(ABE): 

Attribute based encryption is a type of public key encryption 

A secret key is maintained of user and a ciphertext follows 

attributes which can be code used for place where user lives.  

B. Ciphertext Policy:  

Here administrator control the user rights. It mainly focuses 

on the design of the access structure. 

C. Key Policy:  

Type of keys are defined like private keys are associated to 

particular policy that client will have.  

 These are the systems used currently for cloud 

encryption safety as well as third party software which uses 

cloud data uses other method such as OAuth authorization 

methods for protecting client data. These method are dynamic 

but any false authorization leads to many loses of resources 

which is very unproductive in the terms of cloud security  

IV. PROPOSED SYSTEM 

As we have seen in current system that the system used in the 

existing system uses ciphertext method, attribute based model  

and key policy method .In all the methods used there the data 

is stored basically using checksum which is basically a 128 

bit checksum or 256 bit checksum. They all are hackable 

using dictionary attack or brute force algorithm which is most 

common used algorithm for cracking passwords .Since cloud 

computing is based on two corelated models in which one 

focuses on backend where data is stored on the cloud whereas 

second  one where the client uses third party software to 

access the data stored on the cloud. Here on the second phase 

authorization takes place where hackers exploit the password 

database. 

 It is possible that password cracking can be done by 

insiders as well employee working inside the cloud service 

provider. So a better way is required for cloud management. 

Here in this paper we are going to use the suitable methods 

for cloud security such as Customer Driven Monitoring 

System. This is suitable for administration level security as 

for authorization IP is tracked and checked in the cloud 

vendor list, then only access will be granted. So it is paving 

way for management level security. Most important 

technology which we are going to use is Image 

Steganography technique. 

 Steganography is a technique which is used to hide 

secret information in some other information where secret 

message cannot be detected. Here we are using image 

steganography where image will be used to hide secret 

encryption key.  This technique is very useful as will be 

impossible to crack encryption key using brute force or 

dictionary attack approach. 

V. ARCHITECTURE    

Cloud security architecture is divided into basically into two 

modules. One client and another cloud security architecture 

where two modules are used , first one being client integrity 

checker where validation of client is done which uses IP 

validation and basic level  integrity checker for third party 

application  

 
Figure 2:Steganography based cloud safety model 

 Where they uses OAuth technique to provide 

security to their clients. Here registration of end user is done 

as well as the deauthorization of client take place for example 

user on Facebook register themselves and login through 

credentials used while registration. This comes under Client 

Integrity Checker module. Then comes Image steganography 

Module where data is hidden in the form of image bits 

localization and delocalization. In the image steganography 

technique, we are going to encrypt our key in the bits 

specified in particular algorithm which will use it to match 

the bit specification which is used to validate user 

authentication for signing in into cloud application. If 

integrity checker grants permission then only user will be able 

to access the data from the cloud. In this way our system 

architecture works. 
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VI. MODULE DESCRIPTION 

Major modules used in this model are following components: 

1) Integrity Verification policy: Using of KeyGen to 

Compute and verify. 

2) Pixel Detector: It will be useful in detection of pixel 

which will be used in steganography (detection and 

verification based on pixel values). 

3) Customer Verification tools: Data will be send only to 

client trusted user, i.e not publicly accessible to all.(Used 

in Business models for security against breaches). 

VII. ALGORITHM 

A. Algorithm for Hiding Data: 

 
Figure 3: Code for hiding data. 

In this algorithm data is encoded or embedded into image 

where we are using secret key. The secret key is used to get 

the identity of image, which will acts as identifier for 

particular image. It is basically acting as container for secret 

message to be hide. 

 In this way our secret message will be hidden in the 

image, which will not be recognised by bared eyes, only by 

its extracting or decoding algorithm. 

B. Algorithm for extracting Data: 

 
Figure 4: Code for extracting data. 

VIII. RESULTS 

 
Figure 5: Comparison between original image vs image with 

hidden data. 

 The designed system is enforced, realised 

electronically as well as digitally and tested to make sure 

complete validation of its operation and functions of 

steganography technique. It can be used for cloud security 

purpose without any much changes for its adaption .It will not 

just provide security to cloud computing but it will be best 

method in doing so by providing double security as it will 

provide dual layer of security due to use of Virtual Machine 

.Since virtual machine will make sure data must be remain 

untouched by internal cloud service provider employee.  

 Also it will provide security by  malware and virus 

attack .Since it is quite difficult to attack using malwares in 

the Virtual environment .So it provide double security 

creating virtual environment and image steganography 

technique. 

 As in the image [] we can see that in RGB notation 

there is bit difference in both images .In Image 

Steganography technique we change some bits with secret 

keys using our defined algorithm .In this way it is quite 

impossible to get the difference between images and 

impossible for attackers to get the values .In this way this 

method of encryption policy for Cloud Safety is very safe and 

useful too. It is easy to implement and hard to detect. 

IX. CONCLUSION  

 Lot of economical and safe technique is applied to give 

safety to cloud computing technology but we can see that 

there is lot of attacks in last decades on the cloud ,most 

important thing to note that there is most of the attacks are 

due to the insiders .It is important to save data globally as well 

as insiders. Employees working inside cloud security should 

not be aware about the data present inside. Privacy policies 

must be implemented to take care of it. Here our system 

comes into role. Image steganography in cloud security is 

most stable and suitable technique which can be implemented 

in the cloud security platform to ensure that the data reside 

inside cloud servers remain secured as well as they can be 

assessed easily without any difficulty. 

Begin 

Input: Cover_Image, Secret_Message, 

Secret_Key; 

Transfer Secret_Message into Text_File; 

Zip Text_File; 

Convert Zip_Text_File to Binary_Codes; 

Convert Secret_Key into Binary_Codes; 

Set BitsPerUnit to Zero; 

Encode Message to Binary_Codes; 

Add by 2 unit for bitsPerUnit; 

Output: Stego_Image; 

End 

Begin 

Input: Stego_Image, Secret_Key; 

Compare Secret_Key; 

Calculate BitsPerUnit; 

Decode All_Binary_Codes; 

Shift by 2 unit for bitsPerUnit; 

Convert Binary_Codes to Text_File; 

Unzip Text_File; 

Output Secret_Message; 

End 



Cloud Safety Based on Steganography Technology 

 (IJSRD/Vol. 7/Issue 02/2019/420) 

 

 All rights reserved by www.ijsrd.com 1527 

REFERENCES 

[1] The Notorious Nine: Cloud Computing Top Threats in 

2013, pp. p8-p21, 2013. 

[2] NIST Cloud Computing Reference Architecture, 2011. 

[3] "Privacy and data protection", IT compliance and IT 

security-Part 1 Dr. Jorg Hladjk, vol. 7, no. 4, pp. 3-4. 

[4] S. Subashini, V. Kavitha, "A survey on security issues in 

service delivery models of cloud computing", Journal of 

Network and Computer Applications, vol. 34, no. 1, pp. 

1-11, January 2011. 

[5] S.Ramgovind, M.M. Eloff, E. Smith, "The management 

of security in Cloud computing", Information Security 

for South Africa (ISSA) 2010, vol. l, no. 7, 2–4 Aug. 

2010. 

[6] T. Mather, S. Kumarswamy, S. Latif, Cloud Security and 

Privacy: An Enterprise Perspective on Risks and 

Compliance, O'Reilly Media, 2009. 

[7] CSA Diana Kelley Understanding Cloud Controls 

Matrix vl.4.xls. 

[8] P.& Grance, t Mell, The NIST Definition of Cloud 

Computing (Special Publication 800–145), 2011. 

[9] Application Security and Development STIG, 2014. 

[10] K. Popovic, Z. Hocenski, "Cloud computing security 

issues and challenges", MIPRO 2010 Proceedings of the 

33rd International Convention, pp. 344-349, 24–28 May 

2010. 

 


