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Abstract— Phishing attacks are a common feature of online 

communications. Phishing assaults affect numerous on-

screen characters, from singular casualties to the corporate 

and government offices whose brands are misleadingly 

utilized. Reacting to phishing is enormous business, driving 

programming security markets, impacting eCommerce take-

up and interest, and ensuring corporate brand and picture. 

Phishing assaults target vulnerabilities that exist in 

frameworks because of the human factor. Numerous digital 

assaults are spread by means of components that adventure 

shortcomings found in end-clients, which makes clients the 

weakest component in the security chain. The phishing issue 

is expansive and no single silver-projectile arrangement 

exists to moderate every one of the vulnerabilities adequately, 

along these lines various strategies are frequently actualized 

to relieve particular assaults. A browser extension, SecureIt!, 

that provides phishing protection is described here. It 

automatically replaces the fake URLs with the original one, 

improving web security and defending against password 

phishing and other attacks. It achieves this functionality by 

implementing an in-built database. Since the browser 

extension applies a cryptographic hash function to a 

combination of the plaintext password entered by the user, 

data associated with the web site, theft of the password 

received at one site will not yield a password that is useful at 

another site. The extension is written in JavaScript and 

provides a simple yet powerful user interface. It is fully 

transparent, in the sense that the user can easily view the 

database without any technical knowledge and also modify 

the database to add his/her own websites.    
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I. INTRODUCTION 

Today in the world of frequent malware attacks, it’s common 

for people to get robbed of their hard –earned money just at a 

simple click of the mouse navigating to a fake website. There 

also exists many fraudulent practices of using another 

person’s name and personal information in order to obtain 

credits and other benefits in other person’s name. If we ignore 

these problems, people will be reluctant to use computers in 

future. This document proposes and shows the working of a 

secure browser extension with a user-friendly interface that 

will encompass several innovative security features aimed at 

simplifying the lives of people who want to access the 

internet.  

It is evaluated that almost 30,000 sites are 

contaminated with some kind of malware consistently. There 

were a few prominent assaults in late history that you may 

recall. For example, the terrible Target hack when 70 million 

individuals had their Mastercard data stolen. Another digital 

assault happened when J.P. Morgan had their information 

traded off bringing about more than 76 million family units 

and seven million independent ventures feeling the negative 

repercussions. 

Phishing is a social building assault that goes for 

misusing the shortcoming found in framework forms as 

caused by framework clients. For instance, a framework can 

be actually sufficiently secure against secret word burglary, 

however unconscious end clients may release their passwords 

if an aggressor requesting that they refresh their passwords 

through a given Hypertext Transfer Protocol (HTTP) 

interface, which at last debilitates the general security of the 

framework. 

With respect to secret key security, a standout 

amongst other strategies for catching passwords is remote 

keystroke logging—the utilization of programming (like 

eBlaster and Spector Pro by SpectorSoft. Another prominent 

apparatus is Invisible KeyLogger Stealth) or equipment, (for 

example, KeyGhost) to record keystrokes as they're 

composed into the PC. With keystroke logging instruments, 

you can survey the log documents of your application to 

perceive what passwords individuals are utilizing. 

The Common Password Problem is that the clients 

tend to utilize a solitary secret word at a wide range of sites. 

At this point there are a few announced situations where 

assailants break into a low security site to recover a huge 

number of username/watchword sets and specifically attempt 

them one by one at a high security internet business webpage, 

for example, eBay. Not surprisingly, this assault is 

astoundingly compelling. 

We will be incorporating a dynamic database of 

trusted websites to assist the user in navigating to the original 

site preventing phishing attacks.   

A new algorithm of “Hashed password” is also 

developed which prevents all the known password stealing 

techniques like keyboard tapping, camera surveillance of a 

person’s keyboard or even the deep viruses and malwares 

which might have infected a person’s computer. 

II. LITERATURE REVIEW 

There has been numerous proposition for program systems to 

recognize phishing sites [1, 2] and plans to keep clients from 

revealing their insider facts to them [3]. Others have taken a 

gander at spreading data about the reliability of sites through 

focal vaults (boycotts) or interpersonal organizations [4]. At 

exhibit, it appears that clients by and large overlook any 

signals that disclose to them that sites are probably going to 

be noxious [5, 6]. Like working frameworks, IDEs, and other 

complex programming frameworks, web programs might be 

stretched out by outsider code. Augmentations give 

unexpected new usefulness and are upheld by every single 

real program. In spite of the fact that an exact mean every 

program is difficult to acquire, different sources appraise that 

33% of all clients of Firefox (approximately 34 million) 

utilize augmentations, while the 50 most well-known Chrome 

expansions have each been downloaded a few hundred 

thousand times. 

The Password Composer [7] expansion for Mozilla 

Firefox changes secret key fields on the mutt lease page, 

enabling the client to enter a hashed watchword into another 

secret key field that is superimposed over the old one. Secret 

key Composer is likewise given as a bookmarklet and as a 
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JavaScript document that can be stacked for each page 

utilizing the GreaseMonkey Firefox expansion. A malignant 

content could read the pre-hashed secret word as it is 

composed into the superimposed watchword field, 

nonetheless.  

Halderman et al. [9] contemplate how to secure 

secret word hashing from lexicon assaults by utilizing ultra-

moderate hash capacities. As examined before, these systems 

can be incorporated into SecureIt! to help shield against word 

reference assaults. We take note of that our concentration 

here is altogether different from that of [9]. We are 

fundamentally worried about how to execute secret word 

hashing inside a cutting-edge program so phishing locale 

can't take cleartext passwords, with insignificant change to 

client encounter.  

Various existing applications — including Mozilla 

Firefox — give helpful secret key administration [8] by 

putting away the client's web passwords on circle, encoded 

under some ace watchword. At the point when the client tries 

to sign in to a site, the application requests the ace watchword 

and afterward discharges the client's secret key for that site. 

Along these lines, the client requires just recollect the ace 

secret word. The fundamental downside contrasted with 

SecureIt! is that the client can just utilize the web on the 

machine that stores his passwords. On the in addition to side, 

secret word administration frameworks do give more 

grounded insurance against lexicon assaults when the client 

picks a one of a kind, high entropy watchword for each site. 

Nonetheless, numerous clients may neglect. 

III. PROPOSED SYSTEM 

Overview: The extension searches for matching fake URLs 

stored in the database and replaces it with the original URL 

stored in the database. 

A background script runs which searches for 

password fields on the webpages and places the extension’s 

symbol on the right side of password fields. A user then clicks 

it and types his/her password and then, the extension will 

automatically convert it into a stronger password using SHA-

256 cryptographic function. 

A. Algorithm: 

1) Append the site & phrase with a vertical bar, like 

"facebook | hello world" 

2) Hash using SHA256 (separate downloaded file) 

3) Convert hexed output to base64 

4) Use only the first 16 characters (some websites set upper 

limits on length) 

5) Results in a 64x16= 1024-bit password 

B. System Architecture: 

1) Input: 

The user enters the url of the site he/she wants to visit. After 

entering the site, user has to enter a password for that site. 

2) Processing:  

The entered url is looked up in the ‘from’ column of the 

database. If a match is found in the underlying database, the 

url is replaced by the one written in the corresponding ‘to’ 

column.  

The domain name of the website and the user’s 

password are combined together and transformed into a 16-

character long random password which is then inserted into 

the password field when the user presses enter. 

3) Output:  

A correct url is generated which takes user to the correct site. 

After user enters password for any site a random password is 

generated. 

 

C. Functional Architecture: 

There are two modules - user module and developer module.  

User enters the URL of the website he/she wants to visit. The 

developer module’s function is to check whether the URL is 

correct. If it’s not correct, it is automatically converted into a 

correct URL and thus the user is prevented from visiting 

wrong site. 

When user enters password for a particular site a 

random password is generated for that site. 

 

D. Module Wise Description: 

1) Develop a user-friendly interface for the browser 

extension 

a) Optimise for use with touchscreen 

1) Maintain proper spacing 

2) Bigger buttons and icons 

b) Provide proper information and feedback to the user 

2) Provide an identity theft protection module 

a) Automatically detect the password fields in different 

websites 



SecureIt! -Phishing Protection for Chrome using Internet Protocol 

 (IJSRD/Vol. 7/Issue 02/2019/245) 

 

 All rights reserved by www.ijsrd.com 896 

b) Prompt the user to enter his/her password 

c) Auto-fill the website’s unique password 

1) Feed the user’s password and the domain name into 

SHA256 function 

2) Get the generated random password 

3) Provide a phishing protection module 

a) Warn the user against a potential phishing URL 

1) Develop a database of genuine banking URLs 

2) Compare and block similar-looking tricky URLs 

b) Provide an option to add an exception 

Pack all the modules into a single distributable file (.crx file) 

IV. IMPLEMENTATION DETAILS AND ANALYSIS 

A. Software Details: 

1) Google Chrome Extension 

 
Fig. 1: The extension installed in Google Chrome on a 

Windows 10 machine 

B. UI for Options: 

 
Fig. 2:  On clicking "options", the following window is 

displayed. An animation has been provided to provide it a 

modern look 

 
Fig. 3: This is the user interface of the extension. It provides 

complete information to the user regarding phishing and 

also provides the directions on how to use the extension. An 

option to view the database is also provided. 

C. Database: 

 
Fig. 4: The database of websites. Here, only the four 

websites are shown. This database can be easily extended by 

clicking on the "add" button. Existing websites can also be 

removed in 1-click 

D. Test Case and Analysis: 

Let’s select quora.com to show the working 
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V. CONCLUSION 

We incorporated a dynamic database of trusted websites to 

assist the user in navigating to the original site preventing 

phishing attacks.  A new algorithm of generating secure 

password has been developed which will prevent all the 

known password stealing techniques like keyboard tapping, 

camera surveillance of a person’s keyboard or even the deep 

viruses and malware which might infect a person’s computer. 

Above all, we needed to defeat assault contents at phishing 

locales that endeavour to take cleartext client passwords. Our 

answer empowers clients to safely type their passwords inside 

the program window as they as of now do. Results from 

preparatory client examines show that the essential usefulness 

of the expansion isn't hard to utilize. In this way, in all out we 

have made a secured web program which will keep the clients 

ensured thus the clients will be sure to visit any website or 

sort their significant passwords utilizing our program. Our 

browser extension is this correctly named ‘SecureIt!. 

VI. FUTURE WORK 

In future we can further develop the extension. We can 

include features which will tell the users to make their 

passwords stronger by increasing length or by including more 

numbers and characters. Our extension will also allow the 

users to switch between algorithms to generate secure 

password like SHA-224, SHA-384, SHA-512 etc. The 

database employed here can also be directly connected to a 

remote website which will help it to periodically refresh and 

update the list of websites automatically.  
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