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Abstract— As a part of an intelligent transportation system, a 

Vehicular Ad-Hoc Network (VANET) requires reliability by 

way of an essential need. Timely and accurately delivering 

safety messages in VANET is one of the reliability issues 

affected by different factors such as the lack of frequency 

spectrum as well as nodes’ inabilities or misbehaviors. To 

overcome spectrum shortage, Cognitive Radio (CR) has been 

proposed while employing a trust mechanism can lessen any 

damage caused to reliability by incapable or misbehaver 

nodes. An effective trust management system can analyze 

‘agree’ and ‘disagree’ messages and decide about an event to 

increase reliability. However, message transmission based on 

trust assessment imposes an extra decision delay causing a 

reliability cutback, especially in delay-sensitive safety 

messages. In this research, an effective trust management 

system for CR-VANET is proposed and analyzed based on a 

Birth and Death Process (BDP) model to evaluate the average 

delay imposed by the decision-making process. The 

probability of event occurrence is also derived in terms of 

arrival message rate. Moreover, the minimum and maximum 

permissible range of radio transmission to reach an 

acceptable degree of reliability, based on the above analysis, 

is determined. Simulation results show that, using the 

proposed radio transmission range, reliability can be 

improved by increasing the accuracy of event detection while 

reducing decision-making and safety message delivery 

delays.    

Keywords: Vehicular Ad-Hoc Networks, Reliability, Trust 

Management System, Birth and Death Process, Radio 
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I. INTRODUCTION 

VANETs (vehicular ad-hoc network) are created by applying 

the principle of mobile ad-hoc network. VANETs as a subset 

of mobile ad-hoc network attracted the attention of numerous 

researchers [1]. They involve different property according 

certain aspects, which include specialized applications, 

unrestricted energy, convenient access to GPS, multi-hop 

communication and communication with road side units 

(RSUs). 

There are three type application of VANETs: safety, 

non-safety and entertainment. One of the most important 

goals of a VANET is to increase the reliability of safety 

application, and using an efficient MAC protocol is too 

necessary in achieving this goal [1]. All of these applications, 

however, jointly use the available bandwidth [2]. To this 

extent, safety packet forwarding, only after evaluation, is a 

good way to optimize channel usage and increase reliability. 

On the other hand like enhancing the reliability of a 

VANETs using CR has been demonstrated. CR can reduce 

the contention period and safety packet delivery delay in 

adding to enhancing the reliability. In this way, considering 

this parameter in trust management system design and 

reliability evaluation is among the contribution of that 

research. 

Many different definitions have been proposed for 

reliability of MAC layer. Some definition of reliability are 

careful with right safety message delivery timely delivery of 

safety message and end to end delay, or average percentage 

of vehicle to receive a safety message [10]. In order to ignore 

a multiplicity of reliability definition, the definition adopted 

here is similar to the capability to take away out the fixed task 

within the constraints of desired frequency. 

So for, abundant activity has been carried out to 

enhancement networks reliability although nothing 

noticeable has been conducted to examine the fact of trust 

management system on reliability [12]. The existence of 

malicious and selfish users, or those who cannot send safety 

message due to software or hardware failure, can burden the 

arrival of ‘agree’ message. It make it problematic for the 

receiver to vaticinator to occurrence of an event before 

forwarding them is proposed in [14]. Thus considering the 

required level of reliability in trust management system 

design is another innovation of our work. We designed a trust 

management system which can decide upon safety message 

forwarding depending on nodes’ misbehavior and increase 

the reliability requirements. The proposed trust management 

system is based on the Markov process. In the course of 

determining the average decision delay of the proposed 

model, the maximum radio transmission range to achieve an 

acceptable level of reliability is also specified in this paper. 

Simulation results show that using the proposed transmission 

range can bring reliability to an acceptable level.  

Thus, in Section 2, we review some related trust 

management systems and their challenges. In Section 3, the 

proposed trust management system is described. Section 3 

also discusses the corresponding Markov chain analysis, 

average decision-making delay and relative probability 

calculations, while the analytical results and determination of 

the radio transmission range are presented at the end of this 

section. Section 4 presents a sample scenario with the 

simulation results for proposed radio transmission ranges, 

and we conclude the paper in Section 5 with some 

suggestions for future study. 

II. TRUST MANAGEMENT SYSTEMS 

VANET trust management systems are divided into two 

general categories: static and dynamic [15]. Static models are 

concerned with privacy while dynamic models deal with trust 

in relation to entities, data, or both. The authors in [14] 

proposed a system to analyze different messages about an 

event before packet forwarding. Their analysis was based 

only on packets’ spatial and temporal similarities and did not 

consider the required reliability level. The proposed method 
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in [2] divides nodes into reliable and unreliable categories. It 

also examines the effect of trust on decision-making delay, 

showing that the consideration of trust values can decrease 

the message error rate and increase accuracy; however, it is 

not a good system for a dense network nor does it calculate 

the amount of decision-making delays and their effect on 

reliability.  

A voting-based system is also presented in [16]. 

Nodes are divided into reliable and unreliable categories. 

Different algorithms are used to obtain the percentage of 

agree nodes for a reported event, regardless of decision-

making delays and their side effects.   

Most of the proposed methods specialize in the 

application layer, without cooperating with MAC and 

network layers, and therefore they cannot guarantee the 

timely and accurate delivery of safety messages. Considering 

decision-making, channel sensing and switching delays, a 

trust management system is presented in this paper in which 

reliability can be guaranteed based on the analysis of 

incoming messages and determining the radio transmission 

range.   

Moreover, a trust management system in a VANET 

can be faced with the following challenges: vehicle 

congestion and high-information overload, considering 

temporal and spatial distance in decision-making delays, 

scalability [15], being able to make a decision in low-density 

networks, short-time communications, the existence of 

misbehaver nodes [16], RSU inaccessibility, and dynamic 

topology [17]. Thus, the proposed trust management system 

acts in such a way that it can decide on the happening of an 

event, regardless of, as far as possible, the above-mentioned 

challenges. It can access a channel after a reasonable delay 

following the receipt of a safety message. As such, this 

system can guarantee the required level of reliability because 

it can deliver the safety message in a timely and accurate 

manner to related vehicles. 

According to scientific reports, the maximum 

allowable latency and radio transmission range in single-hop 

communications are 100ms and 50m~300m respectively 

[18]. However, to the best of the authors’ knowledge, there is 

no work to date which has focused on the determination of 

network parameters for multi-hop communication to increase 

reliability. 

III. PROPOSED TRUST MANAGEMENT SYSTEM 

When an event occurs various reactions might be triggered. 

Some vehicles are in an area where they can see the event 

directly (risk zone). While other vehicle receive the safety 

message from others (decision area). They should decide on 

the accuracy on this message and their reaction. In order to be 

efficient, safety message should not have more than 200 

millisecond of delay (18). In CR-VANETs, this time should 

be the total time needed for message production, channel 

access (channel sensing and switching), propagation and 

decision making on the receiver side. Therefore, the event to 

reaction delay (ERD) can be written as: 

ERD = Dpd + Dc + Dprc + Dprop            (1) 

In Equation 1, 𝐷𝑝𝑑 is the message production delay, 

𝐷𝑐 is the channel access delay, 𝐷𝑝𝑟𝑐is the message processing 

delay on the receiver side, and 𝐷𝑝𝑟𝑜𝑝is the message 

propagation delay. In a CR network with a total no of k =10 

channel, each with 10 mbps of achievable data rate and 4 

MHz channel space. The average end to end delay is, at most, 

20ms [19]. By taking ERD=200, the processing time should 

be less than 180ms so that a safety message can be delivered 

to all vehicles in the decision area before 200ms has elapsed. 

Therefore in order to guarantee the timely and accurate 

delivery of safety message in CR-VANET, we want to 

determine R in such a way that ERD is less than 200ms.  

A. Markov Chain Analysis  

The Markov chain is a tool for optimal decision- making have 

frequently being used in wireless network [20]. Based on the 

Markov process we also proposed and analyze a trust 

management system to enhance the reliability of cognitive 

radio VANETs. We suppose that the arrival rate of ‘agree’ 

and ‘disagree’ regarding an event are based on the Poisson 

process with the rate of ƛ and µ [20] [21]. It is also assumed 

that the neutral message does not exist, with each vehicle 

expressing its opinion about an event in terms of either 

‘agree’ or ‘disagree’. Therefore in order to determine the 

event occurrence, we count the number of agree and disagree 

message using Birth Death Process. Each state in BDP shows 

the resulting number of disagree message. The markov chain 

corresponding to this system is shown in figure 1. 

 
Fig. 1: Markov chain modeling the no of received message 

If the total no of ‘agree’ message crosses the 

threshold of the agree opinions (AT: agree threshold), the 

vehicle votes to recognize an event occurrences and enter the 

channel access phase. If the total no of disagree message 

crosses the thresholds message crosses the thresholds of the 

disagree opinions (DAT: disagree thresholds) the vehicle 

votes to recognized an event non-occurrences and discard the 

message. Obviously, the value of AT and DAT can differ, 

depending on the application requirements.  

In order to conduct a  simpler analysis of the 

proposed decision making system, we should shift the chain 

in figure 1 to the right side so that the DAT line can be 

adjusted to the zero state c=0 means that is no event 

occurrences while reaching state c=T=AT+DAT means that 

there is an event occurrences. Now this scenario is highly 

similar to gambler’s problem, where each gamblers start his 

game with n initial cash. The gambler’s then win/losses one 

dollar in each round, and the game ends after all the money 

(reaching state c=0) has been lost. 

We want to find the losing/winning probabilities 

(probability of an event occurrences or non-occurrences) and 

the average time period to loss/win (decision making delay). 

Using these result, we can defined the maximum minimum 

values of R, such that competition decreases and reliability 

increases. 
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At first we need to calculate the probability from 

going state I to i+1, and vice versa. We call these two 

probabilities  𝑝 = (𝑃𝑖,𝑖+1) and 𝑞 = (𝑃𝑖,𝑖−1), while we defined 

a rate metrics (Q) as follows 


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Based on Kolmogorov forward equations. The 

transition probability of P (t) is calculated using the following 

equation: 

  P′(t)        = P(t)Q                                     (3) 
Assuming that 𝑝(0) = 𝐼, we can use the following 

equation to calculate the exact value of P (t)                                         

  
 𝑃(𝑡) = 𝑒𝑄𝑡                                                      (4) 
Matrices 𝑒𝑄𝑡 can be estinimitated by the following 

exponential series:  

   𝑒𝑄𝑡 = ∑ (
𝑄𝑛

𝑛!
) = 𝐼 + ∑(

𝑄𝑛𝑡𝑛

𝑛!
)∞

𝑛=0           (5) 

Considering the initial state (primary population, the 

amount of primary dollar or the initial trust value about a 

reported event) is very important when analyzing the chain 

presented in figure 1, given that the opinion of a vehicle is 

related to its prior experience in an experience based trust 

management system [17]. This number can be any value 

bigger than zero, depending on the application requirements; 

we consider this to be n. in environment where the probability 

of neighbor’s misbehavior is low, the initial value of c can be 

considered as a bigger positive number, meaning that the 

decision can be made faster. The same analysis can be made 

to verify hardware or software failures. 

Figure 2 shows the probability of moving to the right 

on receiving an agree message moving to left and disagree 

message, and probability of steady state. 

 
Fig. 2: Markov chain modeling for the proposed trust 

management system 

Using MATLAB symbolic equation toolbox, 

transition probabilities are derived for a process with three, 

four and five states. These probabilities will be used to 

determines the average decision making delay in addition by 

using these numbers, the maximum and minimum amount of 

R will be obtained so that reliability can be guaranteed. 

States higher than five will not be used be caused 

firstly it will seems that a five decision making states system 

represent a good approximation in the [0-1] trust range. 

Secondly for states higher than five, analytical result show 

that the decision making delay more than the time required 

for human reaction (700ms). Thus this system would no 

longer be efficient. In order to prevent repetition and 

redundancy, only the two states chain metrics is presented in 

equation 6, we will only present the result of other states 

equations: 

𝑃(t) = (

μ+λe−(λ+μ)t

λ+μ
                  1 −

μ+λe−(λ+μ)t

λ+μ

1 −
λ+μe−(λ+μ)t

λ+μ
       

λ+μe−(λ+μ)t

λ+μ

)  (6) 

We start with a c=n primary population to produce 

with our analysis, we reiterate that when we reach state c=0 

or c=T the result is obtained (event occurrence or non-

occurrence ) the probabilities of obtaining a occurrences 

result before a non-occurrences result and expected time 

decision making to take place, are presented in section 3.1 or 

3.2 

1) Probabilities of Reaching State Zero before Reaching 

State  

We defines the probabilities of reaching state T (win state or 

occurrences state) before reaching a zero state by starting 

from state c=n(𝑊𝑛) as follows for all states we assume 

T=n+m: 

𝑊𝑛 = 𝑝 (1 − 𝑞)𝑊𝑛+1 + 𝑞(1 − 𝑝)𝑊𝑛−1 +            (𝑝𝑞 +

(1 − 𝑝)(1 − 𝑞))                                      (7) 

(𝑝 − 𝑝𝑞)𝑊𝑛+1 + (2𝑝𝑞 − 𝑝 − 𝑞)𝑊𝑛 + (𝑞 − 𝑝𝑞) 𝑊𝑛−1 =
0                                                                     (8) 

By writing the characteristic equation in equation (8), we 

have: 

         𝑟1 = 1                                                (9) 

𝑟2 =
𝑞(1−𝑝)

𝑝(1−𝑞)
                                                  (10) 

{
 
 

 
 
𝑊𝑛 = 𝐴(

𝑞(1 − 𝑝)

𝑝(1 − 𝑞)
)

𝑛

+ 𝐵 (1)𝑛

𝑊0 = 0
𝑊𝑇 = 1 }

 
 

 
 

    ⇒ 𝐴 =  −𝐵,  

𝐴 =
1

(
𝑞(1−𝑝)

𝑝(1−𝑞)
)
𝑛

− 1
                                           (11) 

Therefore when p and q are not equal, we have: 

𝑊𝑛 = 
(
𝑞(1−𝑝)

𝑝(1−𝑞)
)
𝑛

− 1

(
𝑞(1−𝑝)

𝑝(1−𝑞)
)
𝑇

− 1
≤  
(
𝑞(1−𝑝)

𝑝(1−𝑞)
)
𝑛

(
𝑞(1−𝑝)

𝑝(1−𝑞)
)
𝑇 = (

𝑝(1 − 𝑞)

𝑞(1 − 𝑝)
)

𝑇−𝑛

= (
𝑝(1 − 𝑞)

𝑞(1 − 𝑝)
)

𝑚

 𝑖𝑓 𝑝 ≠ 𝑞       (12)      

The following is an example of a chain with 4 statuses: 

(13) 

In the above equation 𝑝𝑖,𝑗 is calculated using 

equation 3. These values are substituted in equation 13. Since 

the values of 𝑊0 are always zero, and the values of 𝑊3 are 

always 1. Only the values of 𝑊1,𝑊2 are drawn in figure 

above. 
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Initial state
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p)(1-q)

Pq+(1-

p)(1-q)
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p)(1-q)
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Fig. 3: Probability of obtaining an occurrence result before a 

non-occurrence result in different states 

When considering Equation 11 to 13 and Figure 3, 

the following results are obtained: 

1) Result 1:  The smaller the m, the greater the probability 

of obtaining an event occurrences result. 

2) Result 2: when considering the Kolmogorov forward 

equation, we can see that when i increase, the probability 

from going state i to state i+1 also increase. Furthermore, 

as 𝜇 increase, the probability from going state I to i-1 also 

increase, therefore we can conclude that the more 𝜇 we 

have, the less 𝑊𝑛probability we have. Similarly, 𝑊𝑛 

probability can increase with an increase in arrival rate. 

In other words, the greater the differences 

between𝜆 𝑎𝑛𝑑 𝜇, the closer 𝑊𝑛 will be 0 or 1.These 

results can be useful in environments with very high or 

low trust, such as urban areas an highway respectively. 

For example, in urban areas, the probability of 

communication repeats is high; in that vehicle take 

precaution with their behaviors. This means that the 𝜇 

rate decreases. But this is not true for highway with few 

spectators, such as Road Side Units, where vehicle may 

act as maliciously or selfishly. Therefore in urban areas 

with a high 𝜆 rate, it is better to choose a lower initial 

state (lower c) so that we can assure the authenticity of 

an event. This result can be the basis for a reliability 

enhancing in the geolocation based trust management 

system. Some geolocation based trust management 

system are introduced in [23]. 

3) Result 3:   When the probability of receiving ‘agree’ and 

‘disagree’ message is equal by increasing n (in fact, by 

reducing m), an event occurrences result is more 

probable. In other words, the less m there is, is less 

probable it is that we will win. 

2) Required Time to Obtain a Result 

We can determine the expected time to obtained a result 

(event occurrence or the event non occurrences) by starting 

from state c=n (En) as follows. 

𝐸𝑛 = 𝑝(1 − 𝑞)(1 + 𝐸𝑛+1) + 𝑞(1 − 𝑝)(1 + 𝐸𝑛−1) +
((1 − 𝑝)(1 − 𝑞) + 𝑝𝑞)(1 + 𝐸𝑛)      (14) 

𝑝(1 − 𝑞)𝐸𝑛+1 + ((1 − 𝑝)(1 − 𝑞) + 𝑝𝑞 − 1)𝐸𝑛 +

𝑞(1 − 𝑝)𝐸𝑛−1 = −1                            (15) 

By solving the above equation, we have two roots as follows: 

     𝑟1 =
𝑞

1−𝑞
                                              (16) 

     𝑟
2=

𝑝(𝑞−1)−𝑞

𝑝(1−𝑞)

                                           (17) 

    𝐸𝑛 = 𝐴(
𝑞

1−𝑞
)
𝑛

+ 𝐵 (
𝑝(𝑞−1)−𝑞

𝑝(1−𝑞)
)
𝑛

        (18) 

In order to arrive a particular answer, we assume 

𝐸𝑛 = 𝑎𝑛 + 𝑏 to be answer to the equation, while we calculate 

a and b values by putting the answer in to the equation 16:  

𝑏 = 0                                                         (19) 

𝑎 = −
1

𝑝−𝑞
                                                       (20) 

Then the 𝐸𝑛 value is calculated as follows  

(𝑝 ≠ 𝑞) 

{
 
 

 
 𝐸𝑛 = 𝐴(

𝑞

1−𝑞
)
𝑛

+ 𝐵 (
𝑝(𝑞−1)−𝑞

𝑝(1−𝑞)
)
𝑛

−
𝑛

𝑝−𝑞

𝐸0 = 0                     → 𝐴 = −𝐵

𝐸𝑇 = 0         → 𝐴 =

𝑇

𝑝−𝑞

(
𝑞

1−𝑞
)
𝑇
−(

𝑝(𝑞−1)−𝑞

𝑝(1−𝑞)
)
𝑇

}
 
 

 
 

      (21) 

  𝐸𝑛 =
𝑇

𝑝−𝑞

(
𝑞

1−𝑞
)
𝑛
−(

𝑝(𝑞−1)−𝑞

𝑝(1−𝑞)
)
𝑛

(
𝑞

1−𝑞
)
𝑇
−(

𝑝(𝑞−1)−𝑞

𝑝(1−𝑞)
)
𝑇  −

𝑛

𝑝−𝑞
   𝑖𝑓 𝑝 ≠ 𝑞     (22) 

4) Result 4:    If 𝑝 > 𝑞 and 𝑇 → ∞ then 𝐸𝑛  →
𝑛

𝑝−𝑞
 . this case 

shows that, in situation where 𝜆 is low, taking in to 

account a greater initial trust value or a higher number of 

steps only increase the decision- making delay. 

5) Result 5:   If 𝑝 > 𝑞 and 𝑇 → ∞ then𝐸𝑛  →
𝑛

𝑞−𝑝
. Unlike 

the previous case, when the probability of receiving an 

agree message is high, the decision making delay is also 

limited to a specific value. 

We solve the above equation for a Markova chain 

with four states, as presented in the charts in Figure. 
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Fig. 4:  Average decision delay in a four state Markov chain 

According to the equation and figure, we can arrive at the 

result given below: 

6) Result 6:   If m→ ∞ 𝑡ℎ𝑒𝑛 𝐸𝑛 → ∞ . this state indicate 

that, as the no of steps increases, or the degree of initial 

trust values decreases, the amount of time required to 

obtain a result increases. 

7) Result 7: Even if we start with 𝑛 = 1, it is possible to 

receive massage ad infinitum without ever obtaining a 

result. 

8) Result 8: Starting with c=n and p=q, the probability of 

non-occurrence of an event is equal to 1. Here is the 

proof: 

for all T:p("non-occurence")>p(reaching "non-occurence\" " 

before reaching "occurence" 

= 1 − p(reach T before go broke) 

= 1 −
n

T
 → 1 as T →> ∞., 

In this case Kolmogorov equation for steady states 

cannot be simplified. In other words, neither the transition 

metrics derivative nor the transition probability matrix is zero 

when time goes to infinity. 

9) Result 9: By considering result 4 and 5 we can conclude 

that we have two ways to reduce the required time for 

decision making. The first is to reduce n as much as 

possible (or reduce to difference between T and n in 

small Ts) while the second is to increase the difference 

between p and q as much as possible (or the difference 

between 𝜆 𝑎𝑛𝑑 𝜇 respectively). In this respect, we will 

provide a way for increasing the difference p and q. 

IV. DEDICATED RADIO TRANSMISSION RANGE 

Since the values of p and q are related to𝜆 𝑎𝑛𝑑 𝜇, the 

important point is the definition of these two parameter. We 

defined these two parameter using equation 24 and 25. All 

parameters definition are stated in table  

                λ =
NtrmV

d
                                            (24) 

                  μ =
Ntr(1 − m)d

V
                              (25) 

                Ntr = 2βr                                                (26) 
We can now rewrite equation 24 as follows: 

           λ =
2VβRm

t
                                            (28) 

According to 28 each i increases, the probability of 

misbehavior increases, and 𝜆 decreses. In other words, by 

increasing the average distance between vehicles, the 

distance from the event area increases, thus, the agree 

message arrival rate may decreases while the possibility of 

misbehavior increases. The ratio of well-behaved nodes can 

be estimated based on the quality of previous relationship 

Name Definition 

ƛ Agree message arrival rate (in 100ms) 

µ Disagree message arrival rate (in 100 ms) 

   𝑁𝑡𝑟 The average no of nodes in a nodes range 

Β Nodes density in network (in vehicle per meter) 

R Radio transmission range 

M Nodes well behavior ratio 

V The average vehicle speed 

D The average distance between vehicle 

T Time to travel d meter by speed V 

AT The no of required agree message  for decision 

DAT 
The no of required disagree message  for 

decision 

Table 1: Parameters definition 

According to result 9 and equation 28, there are four 

possible ways to increase the difference between 𝜆 𝑎𝑛𝑑 𝜇: by 

increasing the value of 𝛽, 𝑅 𝑎𝑛𝑑 𝑚, or decreasing the value 

of t. as we assume the values of 𝛽, m and t to be constant, the 

only remaining way is to increase R, but what are the 

preferred minimum and maximum value for 𝑅. Allowable 

communication range for safety in a single hope is 

determined as 50-300 in [18]. Bat, as we will show in section 

4, a constant radio transmutation range cannot guarantee the 

reliability parameter in a long platoon.  

The minimum value should be determined in such a 

way that the sum of decision making delay and the average 

E2E delay for safety message is less than the human reaction 

time. The minimum value of R should be at least S*d, which 

means that we need to make sure that AT or DAT message 

are received in a reasonable time. 

In order to find the maximum value of R, we choose 

𝜆 im such a way that the decision making delay is lower than 

180ms. According to equation 28, by assuming constant 

value for 𝛽 and m in a specific period of time in the network, 

R can be determined as follows: 

R =
λ×t

2Vβm
                                          (29) 

In equation 29, choosing the maximum value of 𝜆 

depend upon the no of states Markova chain. According to 

figure 5 and 6, we choose the maximum value of 𝜆 equal to 

30 and 5 respectively. Where 𝜆 is greater than these two 

value, the decision making delay may greater than 180ms as 

for as safety message may not be effective. 

Table II presents a selection of proposes Rs 

according to equation 29, different densities and misbehavior 

probabilities. Distance between vehicle are selected in such a 

way the time distance between each vehicle is less than the 

human reaction time, meaning that we can evaluate the 

reliability and efficiency of the proposed trust management 

system. A comparison between the analytical and the 

simulation result is made in the next section 

Vehicle Avg. 

distance 

Related 

β 

Avg. vehicle 

speed 

Max 

derivative R 

10 0.1 20 75 

20 0.05 20 300 

30 0.03 20 750 

40 0.025 20 1200 



Enhancing the Reliability of Cognitive Radio Vehicular Ad-Hoc Network using Markov Chain Modeling Process and Determine Radio Transmission Range 

 (IJSRD/Vol. 7/Issue 02/2019/123) 

 

 All rights reserved by www.ijsrd.com 464 

Table 2: proposed R in a four state decision making system 

V=20m/s 𝜆𝑚𝑎𝑥 = 30 

V. PERFORMANCE EVALUATION 

This section chose how choosing optimum radio transmission 

range can increase the reliability of network and accuracy of 

a trust management system. Consider a platoon of a 100 cars 

travelling on a highway with an average speed of V=20
𝑚

𝑠
. 

Figure depicts this scenario. 

 
Fig. 5: The scenario considered in simulation 

VI. RESULTS AND DISCUSSIONS 

We suppose that the head of the platoon (V99) sees an event 

after a certain period of time. The head of the platoon 

immediately decrease its speed at the rate 8
𝑚

𝑠2
 and sends safety 

packet with a high rate value to the other vehicle. Each 

vehicle uses a trust management system with four statuses as 

mentioned in section 3. A packet with trust value between 0.5 

and 1 means that it agrees with an event. While a trust value 

between 0 and 0.5 means it disagree with an event. In each 

situation a malicious vehicle may involve, which sends the 

reverse its decision about an event to the others. Each vehicle 

should make a determination with in 180ms. 

If the resulting number of agree and disagree 

message is less than the specific threshold, after 180 MS, we 

should only judge on the basic of the number of received 

message. In other words, if the no of received agree message 

is positive, we can announce an event occurrence and vice 

versa. Other simulation parameter in table III .as cognitive 

radio framework is used here to simulate the network and 

evaluate the reliability. Using Macon each vehicle can chose 

a channel randomly from k =10 available channel. Figure 8 

present a comparison between two different decision making 

systems. 

Feature Value 

Simulation run for each 

configuration 
3 

MAC protocol Macon 

Type of road 
Highway with single 

lane 

Vehicle speed 70km/h 

Distance between vehicle 10,20,30,40 m 

Transmission range 50-1200 m 

Accident detection 
Distance less than 4 

meter 

Table 3: Simulation configuration 

In all states the result for low constraints are equal 

to, or better than, those for high constraints. In other words 

increasing the decision making time has a negative impact on 

system reliability. Thus we choose the low constraints to 

increase the reliability parameter in the next simulator. 

According to the derived R in Table II, Figure 15 

shows the Comparison between numbers of hands-off vs. 

number of nodes safety message to the last vehicle in the 

platoon.  

Each vehicle may either detect an event correctly 

(TP: true positive) or mistakenly detect an event (FN: false 

negative). In turn, we can calculate the accuracy of the trust 

management system in relation to event detection as follows:  

Accuracy =
TP

TP + FN
 

 
Fig. 6: Comparison between numbers of hands-off vs. 

number of nodes 

 
Fig. 7: Comparison between numbers of safety message 

switching delay vs. number of nodes 

 
Fig. 8: Comparison between numbers of channel allocation 

vs. no of nodes 
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Fig. 9: Comparisons between number of non safety message 

switching delay vs. no of nodes 

 
Fig. 10: Comparison between numbers of message delivered 

vs. no of nodes 

In figure 16 shows the comparisons between 

numbers of safety message switching delay versus no of 

vehicle nodes. We had seen that when we increase the no of 

nodes the safety message switching delay also increases. 

In figure 17 comparisons between numbers of 

channel allocation versus no of nodes. When the no of nodes 

is become large the channel allocation is not possible for all 

users.  

Figure 18 shows the comparisons between numbers 

of non safety message switching delay versus no of nodes. 

We have seen that the difference between the safety messages 

switching delay is less than difference between non-safety 

message switching delays. 

Figure 19 shows the no of message delivered versus 

no of vehicle nodes. As the no of vehicle nodes increase the 

message delivered are also increases. 

As a result, in networks with high misbehavior 

probabilities, we should increase the transmission range so 

that we can increase the probability of receiving safety 

messages in a timely and accurate manner. In this case, a 

greater number of nodes are able to receive a true event report 

directly, regardless of misbehaviors. It is clear that the 

imposition of this policy can eventually increase reliability. 

However, we must note that increasing R to a greater value 

than the proposed value can have two negative effects. First, 

it increases λ, which, according to the presented analysis in 

Section 3.2, may increase the decision-making delay to such 

an extent that the trust management system will lose its 

efficiency. Second, the channel collision rate and the dropped 

packet rate may increase when choosing high values for R.  

VII. CONCLUSION 

Reliability and trust are considered as the two of the main 

requirements for intelligent vehicular networks. Managing 

trust elaborately, along with holding the decision-making 

delay below its desired value, plays a considerable role in 

increasing reliability. To this end, a method was presented in 

this article based on deriving the probability of event 

occurrence using a Markov chain to maintain the safety 

message transmission delay below its acceptable value. 

Furthermore, as cognitive radio technology is considered an 

innovative solution to spectrum scarcity in vehicular 

networks, the proposed trust management system was applied 

to a CR-VANET to improve the reliability of such networks. 

Simulation results show that by keeping the coverage of 

transmission below the range derived by analysis, the delay 

elapsed in safety message delivery would be at its acceptable 

level. Moreover, the accuracy of critical message delivery 

was measured in terms of the percentage of malicious nodes, 

showing that the proposed algorithm may reach 100% 

accuracy when the probability of having malicious 

communicating vehicles is low.  

REFERENCES 

[1] S. Basagni, M. Conti, S. Giordano, and I. Stojmenovic, 

Mobile Ad Hoc Networking: The Cutting Edge 

Directions, 2nd ed., vol. 35. Wiley-IEEE Press, IEEE 

Series on Digital & Mobile Communication, 2013.  

[2] H. O. Al Falasi and N. Mohamed, “The impact of trust 

on vehicular applications,” in Proceedings of 2013 6th 

Joint IFIP Wireless and Mobile Networking Conference, 

WMNC 2013, 2013, pp. 1–4.  

[3] K. Fawaz, A. Ghandour, M. Olleik, and H. Artail, 

“Improving reliability of safety applications in vehicle ad 

hoc networks through the implementation of a cognitive 

network,” ICT 2010 2010 17th Int. Conf. Telecommun., 

no. August, pp. 798–805, 2010.  

[4] Azarfar, J.-F. Frigon, and B. Sanso, “Improving the 

reliability of wireless networks using cognitive radios,” 

Commun. Surv. Tutorials, IEEE, vol. 14, no. 2, pp. 338–

354, 2012.  

[5] X.-L. Huang, J. Wu, W. Li, Z. Zhang, F. Zhu, and M. 

Wu, “Historical Spectrum Sensing Data Mining for 

Cognitive Radio Enabled Vehicular Ad-Hoc Networks,” 

IEEE Trans. Dependable Secur. Comput., vol. 13, no. 1, 

pp. 59–70, 2016.  

[6] F. Akyıldız, W.-Y. Lee, and K. R. Chowdhury, 

“CRAHNs: Cognitive radio ad hoc networks,” Ad Hoc 

Networks, vol. 7, no. 5, pp. 810–836, Jul. 2009.  

[7] K. A. Hafeez, L. Zhao, Z. Liao, and B. N. W. Ma, 

“Reliability of cluster-based multichannel MAC 

protocols in VANETs,” in IEEE International 

Conference on Communications, 2012, pp. 418–423.  

[8] Mitrofanova, Lecture 3: Continuous times Markov 

chains, Poisson process, birth and death process. 

Pearson/Prentice Hall, 2007, p. Lecture.  

[9] J. Ghandour, K. Fawaz, and H. Artail, “Data delivery 

guarantees in congested Vehicular ad hoc networks using 



Enhancing the Reliability of Cognitive Radio Vehicular Ad-Hoc Network using Markov Chain Modeling Process and Determine Radio Transmission Range 

 (IJSRD/Vol. 7/Issue 02/2019/123) 

 

 All rights reserved by www.ijsrd.com 466 

cognitive networks,” in 2011 7th International Wireless 

Communications and Mobile Computing Conference, 

2011, pp. 871–876.  

[10] G. Xu, Q. Wu, M. Daneshmand, Y. Liu, and M. Wang, 

“A data privacy protective mechanism for wireless body 

area networks,” Wirel. Commun. Mob. Comput., vol. 16, 

no. 13, pp. 1746–1758, Sep. 2016.  

[11] S. Goli-Bidgoli and N. Movahhedinia, “A Trust-Based 

Framework for Increasing MAC Layer Reliability in 

Cognitive Radio VANETs,” Wirel. Pers. Commun., pp. 

1–21, 2017.  

[12] J. Zhang, C. Chen, and R. Cohen, “Trust modeling for 

message relay control and local action decision making 

in VANETs,” Secur. Commun. Networks, vol. 6, no. 1, 

pp. 1–14, Jan. 2013.  

[13] D. Saraswat and B. K. Chaurasia, “AHP based trust 

model in VANETs,” in Proceedings - 5th International 

Conference on Computational Intelligence and 

Communication Networks, CICN 2013, 2013, pp. 391–

393. 

[14] S. Mazilu, M. Teler, and C. Dobre, “Securing vehicular 

networks based on data-trust computation,” in 

Proceedings - 2011 International Conference on P2P, 

Parallel, Grid, Cloud and Internet Computing, 3PGCIC 

2011, 2011, pp. 51–58.  

[15] H. Networks, J. Cho, A. Swami, and I. Chen, “A Survey 

on Trust Management for Mobile,” in Advanced 

Information Networking and Applications (AINA), 2011 

IEEE International Conference on, 2011, vol. 13, no. 4, 

pp. 562–583.  

[16] Z. Huang, S. Ruj, M. Cavenaghi, and A. Nayak, 

“Limitations of trust management schemes in VANET 

and countermeasures,” in IEEE International 

Symposium on Personal, Indoor and Mobile Radio 

Communications, PIMRC, 2011, pp. 1228–1232.  

[17] P. Wex, J. Breuer, A. Held, T. Leinmuller, and L. 

Delgrossi, “Trust Issues for Vehicular Ad Hoc 

Networks,” in VTC Spring 2008 IEEE Vehicular 

Technology Conference, 2008, vol. pp, pp. 2800– 2804.  

[18] T. Mak, K. Laberteaux, and R. Sengupta, “A multi-

channel VANET providing concurrent safety and 

commercial services,” in Proceedings of the 2nd ACM 

international workshop on Vehicular ad hoc networks, 

2005, pp. 1–9.  

[19] H. M. Almasaeid, T. H. Jawadwala, and A. E. Kamal, 

“On-demand multicast routing in cognitive radio mesh 

networks,” in Global Telecommunications Conference 

(GLOBECOM 2010), 2010 IEEE, 2010, pp. 1–5.  

[20] M. A. Alsheikh, D. T. Hoang, D. Niyato, H.-P. Tan, and 

S. Lin, “Markov decision processes with applications in 

wireless sensor networks: A survey,” IEEE Commun. 

Surv. Tutorials, vol. 17, no. 3, pp. 1239–1267, 2015.  

[21] X. Ma, J. Zhang, and T. Wu, “Reliability analysis of one-

hop safety-critical broadcast services in VANETs,” 

IEEE Trans. Veh. Technol., vol. 60, no. 8, pp. 3933–

3946, 2011.  

[22] Garcia, Probability, Statistics, and Random Processes for 

Electrical Engineering. Pearson/Prentice Hall, 2008.  

[23] J. Grover, M. S. Gaur, and V. Laxmi, “Trust 

establishment techniques in VANET,” in Wireless 

Networks and Security, Springer, 2013, pp. 273–301.  

[24] X. Ma and X. Chen, “Delay and broadcast reception rates 

of highway safety applications in vehicular ad hoc 

networks,” in 2007 Mobile Networking for Vehicular 

Environments, MOVE, 2007, pp. 85–90.  

[25] “Cognitive Radio Cognitive Network Simulator,” 2013. 

[Online]. Available: 

http://faculty.uml.edu/TriciaChigan/Research/CRCNSi

mulator.htm%5C. 


