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Abstract— The social life of everyone has become associated 

with the online social networks. These sites have made a 

drastic change in the way we pursue our social life. Making 

friends and keeping in contact with them and their updates 

has become easier. But with their rapid growth, many 

problems like fake profiles, online impersonation have also 

grown. There are no feasible solution exist to control these 

problems. In this project, we came up with a web application   

with which automatic detection of fake profiles is possible 

and is efficient. This application   uses classification 

techniques like machine learning algorithm. Fake accounts 

are a preferred means for malicious users of online social 

networks to send spam, commit fraud, or otherwise abuse the 

system.    
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I. INTRODUCTION 

1) Twitter has become a popular media hub where people 

can share news, jokes and talk about their moods and 

discuss news events.  

2) There is a growing number of people who hold accounts 

on social media platforms (SMPs) but hide their identity 

for malicious purposes.  

3) Unfortunately, very little research has been done to date 

to detect fake identities created by humans, especially so 

on SMPs.  The distinction between these three classifiers 

is the level of automation placed on the account. 

4) The distinction between these three classifiers is the level 

of automation placed on the account. 

5) To assist human users in identifying who they are 

interacting with our project focused on classification of 

human and bot account on twitter by using the 

combination of future extracted from users accounts   to 

determine the likelihood being the human or bot. 

6) we came up with a web application with which automatic 

detection of fake profiles is possible and is efficient.  

A. Problem Statement:  

To assist human users in identifying who they are interacting 

with our project focused on classification of human and bot 

account on twitter by using the combination of future 

extracted from users accounts to determine the to determine 

the likelihood being the human or bot. 

II. EXISTING SYSTEM 

Earlier, They identified number of characteristics that 

distinguish fake and genuine followers such as number of 

tweets and number of followers. Then, we used these 

characteristics as attributes to machine learning algorithms to 

classify users as fake or genuine. We achieved high detection 

accuracy using machine learning algorithms. Machine 

learning algorithms are essential to the detection of fake 

accounts on Twitter and other similar social media. Knowing 

the key features and behavioral differences between humans 

with real accounts as opposed to bots operating via fake 

accounts is key to the detection and elimination of fake 

followers. 

III. PROPOSED SYSTEM 

There is a growing number of people who hold accounts on 

social media platforms (SMPs) but hide their identity for 

malicious purposes. Unfortunately, very little research has 

been done to date to detect fake identities created by humans, 

especially so on SMPs. In contrast, many examples exist of 

cases where fake accounts created by bots or computers have 

been detected successfully using machine learning models. 

 
Fig. 1: System Architecture 

IV. SOFTWARE & HARDWARE REQUIREMENTS 

A. Software Requirements 

1) Python  

2) Scikit –learn for machine learning algorithm. 

3) Seabom for graphing and visualization. 

4) MongoDB (Database). 

5) Python libraries. 

6) Twitter API 

B. Hardware Requirements 

1) Microprocessor-Intel Core i5,i7 

2) RAM-4GB 

3) Hard disk-100GB 

4) Cache Memory - 4MB 

5) System Intel (2.4 GHz) 

V. ALGORITHM 

1) start 

A:- 

1) read train data set 

2) Take both message and profile module information 

with URL 

3) Concatenate MSG and profile module information 

4) Calculate feature of all training data. 

5) store feature of all dat file 
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6) Train data 

B:- 

1) Read query data 

2) Take both MSG profile module information with URL 

3) Concatenate MSG &amp; profile module information 

4) Check for valid URL in the query data 

5) Consider profile and MSG information calculate features 

6) Store feature in feature data file. 

2) Classify data based on Decision classifier knowledge 

3) Based on decision value classify profile and message 

value. 

4) Stop 

VI. PROJECT IMPLEMENTATION 

A. System Workflow 

 
Fig. 2: System workflow 

B. Screenshots of Implemented Project 

 

 

 

VII. CONCLUSION 

In our project focused on detecting fake accounts created by 

humans, as opposed to those created by bots. Our model will 

be able to identify whether a twitter user is a bot or a human 

.We can extend our work to other social media platform like 

Facebook, etc. The main contribution of this paper is to show 

that the engineered features that were previously used to 

detect fake accounts generated by bots are not similarly 

successful in the detection of fake accounts generated by 

humans. 

VIII. FUTURE SCOPE 

In our project focused on detecting fake accounts created by 

humans, as opposed to those created by bots. Our model will 

be able to identify whether twitter user is bot or a human. We 

can extend work to other social media platform like 

Facebook, etc. 
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