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Abstract— Pilferage and adulteration of gasoline, diesel and 

kerosene on fuel tankers en-route from terminals to retail 

outlets pose a major problem in downstream petroleum 

product handling. The tankers can be provided with fuel 

filling and drain valves/lids which are monitored online for 

the instant/location and duration of their openings. Driver is 

not supposed to open these valves/lids and should be opened 

only in case of emergency situation. The online monitoring 

system with IoT shall reveal whether tanker has been 

pilferage or adulterated en-route from terminal to retail 

outlets.    
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I. INTRODUCTION 

we are going to design an Electromechanical valve which is 

electrically controlled via software and we can install our 

system on existing fuel tankers which consist of an different 

sensors based on internet of thing (IoT) technology it will 

monitor all the parameter related to the quality and quantity 

of the fuel and it compares all the parameters with predefined 

readings which will help to identify unwanted chemical in it. 

At location of delivery no one can open the valve of 

that tanker only higher authority will open the valve by 

passing the unique code. If forcefully someone trying to open 

the valve during run time of tanker an alert message will be 

send to higher authority person via IoT technology. 

we have designed IoT (server) base software that are 

synced to every tool (hardware) on the tanker (wirelessly) 

which will continuously monitor all the parameter with 

proper delay and display it on the screen at main control 

station, in that software we can see graphical representation 

of all the parameter related to the quality and quantity of the 

fuel in the tanker and if there is any issue related to security 

of the fuel, quality of the fuel and also related to tanker 

parameter (like air pressure, tier temperature, engine 

temperature, tanker speed, location of tanker, accident 

detection) the alert message will popups on the screen of the 

software. 

Fuel adulteration and pilferage are becoming a 

global issue nowadays. Transportation facilities must be 

better enough for the overall development of the country, 

which basically depends on the quality and purity of the fuel 

used in automobiles/vehicles. The term “Adulteration” 

basically refers to the process of adding few adulterants to 

degrade the quality of the fuel and also to increase the density 

of the fuel quantity. To altering the properties of fuel, it 

doesn’t meet the specifications as per requirement. Use of 

adulterated fuel in automobiles causes the exhaust gases to be 

emitted from vehicles which is a major source of urban air 

pollution in this modern world. Adulteration of gasoline and 

diesel further provokes the problem. In order to overcome the 

adulteration, monitoring of fuel quality at the loading and 

unloading end, therefore, is essential. The term “Pilferage” 

basically refers to stealing or thefting. Oil theft always results 

in huge economic loss, human causalities, and extremely 

environment pollution especially when the leaks from crude 

oil pipeline are not detected and repaired timely. The 

intelligent anti-theft system application can not only stop oil 

theft timely, but also prevent oil mice from stealing crude oil 

before-hand. An efficient automotive security system is 

implemented for anti-theft detection using embedded system 

consists of Global Positioning System (GPS) and a WI-FI 

module 

An area of physical security that often doesn’t get 

much attention is the transportation of liquid fuels in vehicles 

such as a gasoline tanker truck. This is a HUGE problem in 

emerging markets; but in fact theft of gasoline and other high 

value liquid fuels happens even in developed markets such as 

the US and Europe. Fuel theft in parked vehicles is increasing 

day by day these days. Moreover increasing fuel prices adds 

to the frustration of a fuel theft. This project focuses on the 

fuel theft problem and puts forward an effective solution for 

this problem. It senses the amount of fuel in tank and visually 

displays it to the used. It successfully detects fuel thefts using 

a unique method. 

IT detects weather the vehicle is turned off. If the 

fuel decreases while vehicle is turned off it triggers an event 

and this event is linked to message sending functionality. Fuel 

level sensing gauge will be connected to µC through ADC. 

Quantity of the fuel will be displayed on LCD. A GSM 

modem with a SIM card will be interfaced with µC. If the fuel 

level in the tank decreases while vehicle is in OFF state, then 

an alert will be sent to user’s mobile in text form. 

Crude oil stealing always results in huge economic 

loss, environment pollution and human causalities in the 

world. In China, oil companies lost about more than three 

billion Yuan every year. Then, the oil thieves named oil 

burglars who know oil companies’ operations of detecting 

technology well began to rob crude oil by pumping from oil 

tanks or drilling a hole into oil pipeline. The oil burglars are 

becoming millionaires at one night even relatively small 

amounts when oil price is very high, and oil companies suffer 

a huge economic loss at the same time. These oil companies 

undergo extreme economic loss and negative social 

influences on society so that most of them are determined to 

set up perfect intelligent monitoring system. This magnitude 

system might cost millions of dollars or even more, which is 

not a big issue when compared to billions of economic losses 

that the oil theft result in. So how to make use of advanced 

information technology to improve the current techniques 

that only detect change of pressure in oil tanks is the problem 

to be addressed urgently all over the world. Petroleum is one 

of the important transportation fuels. It occurs naturally 

below the earth surface. It is processed and converted into 
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various types of fuels called gasoline. Adulterants alter the 

chemistry of base fuel so the product will not meet the 

requirement and specification which interns affect the 

internal combustion engines giving harmful pollutants in the 

atmosphere. Fuel adulteration are rampant globally and is 

surreptitious operation in which higher priced fuel is mixed 

with cheaply available substitute. The adulteration intern 

damages the engines of the vehicle leading to the emission of 

harmful gases causing pollution and affecting the human 

survival. 

II. RELATED WORK  

We have interface all the processor interface on taker to (IoT) 

server to take the decision. 

For the quality check operation- 

We have designed one H-unit that automatically 

performs the task to check the quality of the petrol and 

continuously sends the readings on the server in that quality 

checking operation there are two types methods are used to 

check the quality.  

1) Automatic hydrometer test 

2) Automatic paper test 

In that H-unit there are in built microprocessor 

which performs the task of automatic paper test and 

hydrometer test in hydrometer test which checks the quality 

of the petrol based on the proportional reading taken by the 

ultrasonic sensor and the temperature sensor, And all that 

analysis data (related to parameter of fuel and tankers) are 

encrypted and send to the IoT server (i.e. Software at main 

Station), we are going to buy one IoT server (Thingworx, 

Amazon) that provides us total analytical platform.  

We are going to use all the sensors on the tanker are 

wireless that reduces the complexity of wiring and also 

automatic controlled electromechanical valve that only 

controlled by higher authority. 

III. OVERALL SYSTEM  

 

IV. AUTOMATIC QUALITY CHECK UNIT  

 
I this unit there is a robotic arrangement which is shown is the 

figure above. In that unit the petrol in which is available in 

the tank is tested periodically by the two method.  

The principle to check the quality of the petrol  

1) by hydrometer 

2) by paper test 

These two methods are used inside that unite it will 

periodically check the quality of petrol which currently 

available in to the tanker while doing the hydrometer test as 

we can see  in the figure there is a one bucket which holds the 

incoming petrol into the bucket after bucket is full the petrol 

for test is stop and the test operation will start in that the 

hydrometer is deep into the petrol bucket to check the gravity 

of petrol, hydro reading of the petrol and the level of the deep 

of the hydrometer is measured with the ultrasonic sensor 

arrangement periodically the temperature of the petrol is 

tested to determine the hydro reading. With the 

microcontroller that reading is takes place with less en-route 

continuously and transmit on to the IoT server for analysis. 

 The second is the paper test which is also carried out 

automatically with the help of the microcontroller. 

 The paper test will identifies the amount of 

impurities present in the petrol while the hydra test is carried 

out parallel paper test is done automatically in that the petrol 

drop in to the test paper and based on the impurities present 

into the petrol the colour of the test paper will change and 

with the help of the colour sensor we will find how much 

amount of impurities will be added into the petrol e-route and 

that reading will send to the server for the analysis. 

By this periodically test we will find if any mixing of other 

chemicals in to the petrol an-route and it will automatically 

inform to the main station.   

V. BLOCK DIAGRAM  
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As shown into the figure there is a single microcontroller to 

continuously monitor the all the parameter and encrypt it and 

continuously transit to server for analysis.  

 We have been used to interface between hardware 

unit on the tanker to the IoT server we use Thingworx or 

Thingspeak. The microcontroller the microcontroller 

continuously takes the physical reading from accident sensor, 

electromechanical valve, tier air pressure, temperature of the 

tier, battery status and encrypt the readied data and 

periodically send it to the IoT server. 

VI. SYSTEM DEVELOPMENT    

 
This method is only able to track the vehicle’s position and 

send information that a theft happened or that the truck had 

undergone collisions or accidents. The theft cannot be fully 

avoided and the vehicle safety is not guaranteed. Pilferage 

and adulteration of gasoline, diesel and kerosene on fuel 

tankers en-route from terminals to retail outlets pose a major 

problem in downstream petroleum product handling. The 

tankers can be provided with fuel filling and drain valves/lids 

which are monitored online for the instant/location and 

duration of their openings. Driver is not supposed to open 

these valves/lids and should be opened only in case of 

emergency situation. The online monitoring system with IoT 

shall reveal whether tanker has been pilferage or adulterated 

en-route from terminal to retail outlets. 

   we are going to design an Electromechanical valve 

which is electrically controlled via software and we can 

install our system on existing fuel tankers which consist of an 

different sensors based on internet of thing (IoT) technology 

it will monitor all the parameter related to the quality and 

quantity of the fuel and it compares all the parameters with 

predefined readings which will help to identify unwanted 

chemical in it. At location of delivery no one can open the 

valve of that tanker only higher authority will open the valve 

by passing the unique code. If forcefully someone trying to 

open the valve during run time of tanker an alert message will 

be send to higher authority person via IoT technology.  

VII. CONCLUSION   

An overall view can be concluded as, the device designed for 

tracking fuel road tankers for Anti-pilferage and Anti-

Adulteration is technically feasible to the petroleum industry 

domain and Government. It is based on ARM micro-

controller provided GSM service using trending technology 

that is IoT. It gives real time information always, even in rural 

areas which in-turn helps to take the remedial measures in 

time to avoid the occurrence of disasters/destructions for 

nature and human resources. It is very helpful. It gives ease 

of access also. By implementing these ideas, the percentage 

for appropriate fuel pilferage and fuel adulteration 

information retrieved can be improved.   
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