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Abstract— One of the best thing about the blockchain is that,
Itis are Decentralized system that exist between all permitted
parties, there is no need to pay intermediaries and it saves u
time and conflict. Ethereum android was created to enable
Aabrod varity of use cases where mobile devices need to
connect to Blockchain technology based on Ethereum. Smart
contract extends the applicability of Blockchain in various
decentralized cases. Every connection to the blockchain is
only done via trusted end point using certificate pinning and
end to end encryption. The Decentralized application provide
flexibility, smart degree aims to provide a decentralized
solution to manage degree. Smart degree currently uses
Ethereum as backing blockchain. Once a degree is committed
on the blockchain, anyone is able to verify if a degree has
been validated by the entity. Lightweight SC are introduced
in this work which, use Device 2 Device communications for
sending sold or rented object’s or each party’s images, and
ID data directly to the other party instead of storing them in
the public blockchain to reduce the cost.
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I. INTRODUCTION

Setting up contracts between two parties require paper work
and time declaration along with identity declaration handle
requested tasks for this purpose, some solution have been
proposed but most of them follow a centralized approach and
inherit the drawbacks of centralized architectures by relying
on the owners of those platforms as known as Trusted-Third-
Parties (TTP). A TTP also can be single point of failure in
each platform. This platforms have to store a description of
the purchased items and their price, and customers can
interact with that platforms to buy an item. User needs to
register at each platforms and have to give access to their data
to the TTP .they also often have to pay transaction fees.

A smart contract is a contract implemented,
deployed and executed within Ethereum environment
(EVM). Smart contracts are deployed, stored and executed
within the Ethereum virtual machine. Smart contracts can
store data. The data stored can be use to record information,
fact associations balances and any other information needed
to implement logic for real world contracts. Smart contracts
are very similar to object oriented classes. A smart contract
can call another smart contracts just like an object oriented to
create and use objects of another class. Think of smart
contracts as a small program consisting of functions. You can
create an instance of the contract and invoke functions to
view and update contract data along with execution of some
logic.

A Smart contract is computer code running on top
of a blockchain containing a set of rules under which the
parties to that smart contract agree to interact with each other.
If and when the predefine rules are mate, the agreement is
automatic enforced. The smart contract code facilitate,
verifies, and enforces to the negotiation or performance of an

agreement and transaction. It is the simplest form of
decentralized automation.

It is a mechanism involving digital assets and two or
more parties, where some or all of the parties deposit assets
on the smart contract and assets automatically get
redistributed among those parties according a formula based
on the certain data, which is not known at the time of contract
initiation.

It is a mechanism involving digital assets and two or
more parties, where some or all of the parties deposit assets
on the smart contract and assets automatically get
redistributed among those parties according a formula based
on the certain data, which is not known at the time of contract
initiation.

For a setting up trading contract and to tackle
problem in TTP based apps, these paper propose are Dapp,
based on Ethereum blockchain which enables by smart
contract. This Dapp is develop for android based mobile
phones with are P2P architecture.

Il. BASIC INFORMATION OF THE SYSTEM

A. Ethereum:

Ethereum is a decentralized platform for applications that run
exactly as programmed without any chance of fraud,
censorship, or third party interference. This Apps run on a
custom built blockchain, an enormously powerful shared
global infrastructure that can move value around and
represent the ownership property.

B. Solidity:

Solidity is an object-oriented programming language for
writing smart contracts. It is used for implementing smart
contracts on various blockchain platforms. A contract in the

sense of solidity is a collection of code and data that resides
at a specific address on the Ethereum blockchain

C. Ethereum android:

Ethereum android was created to enable a broad variety of
use cases where mobile devices need to connect to a
blockchain technology based on Ethereum

D. Application Programming Interface:

Our android library makes it possible to make secure
blockchain calls with plain java codes form an android
application. A developer using the library does not need to
know anything specific about the Ethereum implementations
nonce handling or serialization. Instead the libraries offers
regular, known java interface to works with

I1l. IMPLEMENTATION OF THE SYSTEM

A P2P architecture is design for purpose Dapp, as shown in
the figure 1. Contracts are sign on the user local devices and
protected by storing only on internal storage and being
encrypted while sending. This Dapp can be utilized by
scanning QR code of smart degree, It enables using QR
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readers by reading while every uses owns are QR images as
shown in figure 1.

(]

Fig. 1: System Architecture

In this Dapp, Service interfaces of the java library are used by
android clients to load and deploy smart contract. The java
web3j library is used for rapping the interfaces of smart
contract. In java class which is in next step needed by the
android client to execute transactions on blockchain. Web3j
is the lightweight, highly modular, reactive, type safe java
and android library for working with the smart contract and
integrating with client on the Ethereum network.
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Fig. 2: Implementation Architecture

This allows you to work with Ethereum blockchain,
without the additional over head of having to right your own
integration code for the platform.

In the propose Dapp, renting price is calculated in
“wei per seconds” which is update regularly based on
description of each item includes “Title”, “Textual
Description”, and “Image signature”. Image signature are
determine by using the SHA256 hash function of the image
that can be taken by user.

Scan degree's QRCode

SCAN QR CODE

Degree is valid

Fig. 3: Validation of Degree

IV. CONCLUSIONS

The potential of smart contracts can’t be limited. They can be
used for small regular agreements as well as contracts for
government and enterprises too. They allow traders and
buyers to track their purchase back in the supply chain which
increase trust.

Smart contract technology evolves, it will surely
disrupt many industries. Major industries such as financial
services, government, real state. Manufacturing and
healthcare have begun testing this new technology it is only a
matter of time differ the technology is fully implemented.
Lawyers can play an active role by staying abreast of changes
that may affect their clients. Transactional lawyer may wish
to learn more about the technical aspect of their future smart
contract to ensure with the development of mobile
communication technologies, the way of life will become
more intelligent, the system of mobile payment will be
ameliorated too. The future of NFC payment is still bright and
the applications supporting NFC will continue to turn up with
the maturation of the market.
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