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Abstract— The most   extensively   used   technology   of   

today’s   world is   Cloud Computing.  Cloud Computing is a 

collection of resources (combination of software and 

hardware) which is provided to the users on the pay per use 

basis through internet. Basically it provides three types of 

services i.e, software as a service (SaaS), platform as a 

Service (PaaS) and Infrastructure as a Service (IaaS). Cloud 

provides the facility to scale up its servers; storage etc.  And 

can provide service to large number of requests. Cloud 

provides these facilities to its consumers in multitenant 

environment. But as the facility increases, vulnerability also 

increases. So security in cloud computing is one of the major 

challenge for service provider. Cloud service adopter takes 

the service based on pay per use. So the most vulnerable issue 

in cloud computing is that, sometimes distributed Denial of 

Service (DDoS) attack and cloud resource consuming attack 

is transformed to a new attack, which is Economic Denial of 

Sustainability (EDoS). It aims to consume the cloud resource 

by attacker, but the cost is finally paid by the legitimate user. 

EDoS attack is different from DDoS attack.  The main goal 

of EDoS attack is to break down the victim’s budget, not to 

crash the server. This paper proposes a solution for EDoS 

attack on the basis of public key infrastructure (PKI). 

Through the proposed technique, any unauthorized person 

will not be able to take the services of cloud and legitimate 

user will pay only for the Resources which it actually used.    
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I. INTRODUCTION 

Cloud computing presents a model in which on demand 

network access to the computer resources, utility-based 

pricing model, and dynamic resource assignment is granted 

as a service over the Internet. The cloud resources can be 

rapidly provisioned and freed with minimal cloud provider 

intervention by using an auto scaling feature. The feature 

automatically triggers a scale up that allocates more resources 

to handle the high load, and a scale down that releases these 

resources when the load returns to normal. The auto scaling 

feature is activated by monitoring parameters such as CPU 

utilization, memory usage, response time, and network 

bandwidth. Based on a survey conducted by the International 

Data Corporation (IDC), security is cited as the major 

challenge for the cloud computing model. Nearly 87% of the 

Information Technology (IT) executives reported the cloud 

security as the principal challenge prohibiting its adoption. 

With security being a top concern that hinders cloud 

computing environments, it became a major field of study. 

However, the aspect of cloud computing security is wide and 

general. Hence, it is vital to consider two well-known types 

of network security threats; Denial of Service (DoS) and 

Distributed Denial of Service (DDoS). The DoS and DDoS 

attacks overwhelm a network infrastructure by employing a 

number of infected machines to perform unwanted operations 

intended to cause damage to the network infrastructure. Such 

attacks make, for example, an organization website 

unavailable to end users due to an exhaustion of its resources  

II. RELATIVE STUDY 

A. EDOS-Shield-A Two-Steps Mitigation Technique against 

EDoS Attacks in Cloud Computing 

Cloud computing is currently one of the most hyped 

information technology fields and it has become one of the 

fastest growing segments of IT. Cloud computing allows us 

to scale our servers in magnitude and availability in order to 

provide services to a greater number of end users. Moreover, 

adopters of the cloud service model are charged based on a 

pay-per-use basis of the cloud's server and network resources, 

aka utility computing. With this model, a conventional DDoS 

attack on server and network resources is transformed in a 

cloud environment to a new breed of attack that targets the 

cloud adopter's economic resource, namely Economic Denial 

of Sustainability attack (EDoS). In this paper, we advocate a 

novel solution, named EDoS-Shield, to mitigate the 

Economic Denial of Sustainability (EDoS) attack in the cloud 

computing systems. We design a discrete simulation 

experiment to evaluate its performance and the results show 

that it is a promising solution to mitigate the EDoS. 

B. Abusing Public Third-Party Services for EDoS Attacks 

Cloud computing has been widely adopted nowadays as it 

provides economical, elastic and scalable services to 

customers. The cloud resources are offered in an on demand 

manner and the consumers are charged based on their 

resource usage, known as “pay-as-you-go”. Such a cloud 

utility scheme opens the door to Economic Denial of 

Sustainability (EDoS) attacks in which the cloud consumers 

would suffer from financial losses. In this paper, we uncover 

the severity of EDoS attacks through demonstrating that 

EDoS attacks can be easily conducted at very low costs. In 

specific, we show that attackers can launch amplification 

attacks against the cloud consumers by abusing the free 

public third-party services provided by the Internet giants 

such as Google, Microsoft, Face book and LinkedIn. Through 

studying the characteristics of 10 main public third-party 

services, we reveal that all of them can be abused to launch 

EDoS attacks and the amplification factor can reach up to 

135K. To combat against the uncovered attacks, we propose 

several mitigation strategies for the third-party service 

providers as well as the cloud consumers. 

C. Change-Point Cloud DDoS Detection sing Packet Inter-

Arrival Time 

Notwithstanding the increased popularity of cloud 

computing, Distributed Denial of Service (DDoS) remains a 

threat to its adoption. In this paper, we propose the use of a 

change-point monitoring algorithm to detect DDoS flooding 

attacks against cloud services by examining the packet inter-
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arrival time (IAT). This method leverages on the fact that 

most DDoS attacks are automated and exhibit similar 

patterns. These patterns, when closely examined, can be 

distinguished from normal traffic patterns, and can therefore 

be tracked using a cumulative sum (CUSUM) algorithm. The 

proposed solution was validated by conducting a trace-driven 

simulation and empirical evaluation. The results 

demonstrated the efficiency and accuracy of this proposed 

solution. 

III. PROPOSED ALGORITHM 

The EDoS-ADS technique uses the threshold and the duration 

parameters that are typically associated with the cloud auto 

scaling conditions. The EDoS-ADS depends on the use of an 

average CPU utilization threshold as a parameter to trigger 

the auto scaling condition since it is a good indicator of 

abnormal behavior. A duration value is also used by EDoS-

ADS to ensure that auto scaling is triggered only for 

legitimate requests in order to mitigate EDoS attack effects. 

So, the EDoS-ADS is considered a reactive technique 

because it starts running only when the threshold parameter 

is crossed at which time it verifies whether the incoming 

requests are from legitimate users or from attackers. Thus, it 

only allows the legitimate users requests to access the cloud 

and drops all attack traffic. Moreover, to overcome the effect 

of punctuations in the cloud resources average CPU 

utilization, four thresholds with two timers are used. 

A. Algorithm: EdoS-ADS 

The EdoS ADS has four cloud modes; normal, suspicion, 

flash overcrowd, and attack. The normal mode indicates that 

the cloud CPU utilization due to all incoming requests is 

below the scaling-up utilization thresholds. The mode 

switches to the suspicion mode when the cloud CPU 

utilization exceeds the scaling-up utilization thresholds. If the 

increase in the incoming requests is classified as coming from 

attackers, the mode switches to the attack mode. If not, the 

mode switches to the flash overcrowd mode indicating that 

the incoming requests are from legitimate clients. 

B. Architecture: 

 
Fig. 1: Architecture of EdoS-ADS 

C. Screen Shots 
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IV. CONCLUSION 

The EDoS attack is one of the major threats to the cloud. This 

paper presents the EDoS Attack Defense Shell (EDoS-ADS) 

reactive mitigation technique. EDoS-ADS is only triggered 

when there is suspicious traffic arriving at the cloud. Thus, all 

incoming traffic are directed to the EDoS-ADS to investigate 

its legitimacy. Once an EDoS attack is detected, the EDoS-

ADS triggers a checking component to differentiate between 

legitimate users and attackers. Subsequently, attacker 

requests are dropped while legitimate user requests are 

directed to the cloud. The EDoS-ADS is the first known 

technique that is able to effectively identify the legitimacy of 

clients behind a NAT and prevent the blocking of an entire 

NAT-based network from accessing the cloud. The EDoS- 

ADS effectiveness is evaluated using CloudSim simulator. 

Further, the EDoS-ADS are compared with the EDoS-Shield. 
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The comparison results show that the EDoS-ADS is better 

than the EDoS-Shield in terms of performance metrics 
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