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Abstract— Personalized recommendation is important to find 

relevant information to customers. It often relies on a large 

collection of user data, in particular users’ online activity on 

social media, to mine user preference. However, releasing 

such user activity data makes users vulnerable to inference 

attacks, as private data will often be inferred from the users’ 

activity data. In this, we proposed PrivRank, a customizable 

and continuous privacy-preserving social media data 

publishing framework protecting users against inference 

attacks while enabling personalized ranking-based 

recommendations. Its key idea is to continuously obfuscate 

user activity data such that the privacy leakage of user-

specified private data is reduced under a given data distortion 

budget, which bounds the ranking loss incurred from the info 

obfuscation method in order to preserve the utility of the data 

for enabling recommendations In this , we plan to extend our 

framework by considering the data types with continuous 

values rather than discredited values, and explore further data 

utility beyond personalized recommendation. 
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I. INTRODUCTION 

Big Data represents all data generated worldwide at an 

unprecedented rate. This data may be structured or 

constructive. Today's business enterprises provide a huge 

success that enhances strong knowledge to succeed 

financially. Data drives modern companies in the world, and 

therefore it is very difficult to understand this data, separate 

the different shapes and reveal the connections that are not 

visible in the oceanic seascape. Companies that need to 

change into Big Data Business Intelligence can instantly 

execute. Improved decision and leads to a better way to 

strategize for companies regardless of their size, geography, 

market share, customer segmentation and other taxonomies. 

Hadoop data is a choice platform for working with very large 

volumes. The tomorrow's most successful companies are the 

ones that make sense of the data at very high volumes and 

speed in order to capture new markets and customer base. To 

provide high quality and personalized recommendations, 

online services like ecommerce applications typically rely on 

user activity data in a large collection of user data, 

particularly tagging / rating records, comments, check-ins or 

other forms of social media. User activity data. In practice, 

many users like to release data (or data streams) to a service 

provider rather than get high quality personalized 

recommendations about their online activities on social 

media. In this case, we represent such user activity data as 

public data. However, they are often considered part of their 

social media profile as part of their gender, income level, 

political perspective or social relationships. In the following, 

we represent that data as private data. Although users refuse 

to release private data, the inherent correlation between 

public and private dates often causes serious privacy leaks. 

For example, one's political relationships are predicted from 

her TV show rating; One's gender is assumed from its 

activities in location-based social networks. These studies 

suggest that private studies are often suspected of suspected 

attacks, and an antagonist analyzes the user's public data to 

obtain illegal information about his personal data. Hence the 

key to protecting the personal data of the user is when 

delivering public data to recommendation engines. In order 

to apply privacy-protected data publishing techniques to 

social media-based recommendations, an instant tactile will 

disclose user data to the user's public data before sending it to 

the social media. However, such a policy is unrealistic 

because it prevents key benefits for consumers. In real-world 

usage cases, social media provides users with a social 

partnership platform where they can communicate with their 

friends by sharing their comments / ratings on topics, blogs, 

photos, videos or their real-time locations. For example, when 

a user sees a good movie and wants to share her high rating 

with her friends, she does not want this rating to be blurred in 

any sense. We study the privacy issue that publishes the user's 

social media data by examining both the special needs of 

customer privacy in social media and the use of data to launch 

a quality personalized recommendation. For this purpose, we 

are facing the following three challenges, because consumers 

often have different privacy concerns, and a specific type of 

data can be considered private by some users, and other users 

are better able to personalize it. Therefore, the first challenge 

provides customizable privacy protection for users, i.e. only 

to protect user-specific private data. Secondly, when 

subscribing to third party services, Customer often allows 

service providers not only to share their historical public data, 

but also their future data as data stream. Vague historical 

public data can effectively reduce privacy leaks. 

II. RELATED WORK 

To protect user privacy when publishing user data, the current 

practice mainly relies on policies or user agreements, e.g., on 

the use and storage of the published data. However, this 

approach cannot guarantee that the users’ sensitive 

information is actually protected from a malicious attacker. 

Therefore, to provide effective privacy protection when 

releasing user data, privacy-preserving data publishing has 

been widely studied. Its key idea is to obfuscate user data such 

that published data remains useful for some application 

scenarios while the individual’s privacy is preserved. 

According to the attacks considered, existing work can be 

classified into two categories. 
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A. Personality traits and concern for privacy: an empirical 

study in the context of location-based services 

For more than a century, concern for privacy (CFP) has co-

evolved with advances in information technology. The CFP 

refers to the anxious sense of interest that a person has 

because of various types of threats to the person's state of 

being free from intrusion. Research studies have validated 

this concept and identified its consequences. For example, 

research has shown that the CFP can have a negative 

influence on the adoption of information technology; but little 

is known about factors likely to influence such concern. This 

attempts to fill that gap. Because privacy is said to be a part 

of a more general ‘right to one's personality’, we consider the 

so-called ‘Big Five’ personality traits (agreeableness, 

extraversion, emotional stability, openness to experience, and 

conscientiousness) as factors that can influence privacy 

concerns. Protection motivation theory helps us to explain 

this influence in the context of an emerging pervasive 

technology: location-based services. Using a survey-based 

approach, we find that agreeableness, conscientiousness, and 

openness to experience each affect the CFP. These results 

have implications for the adoption, the design, and the 

marketing of highly personalized new technologies. 

B. Checking in without worries: Location privacy in 

location based social networks 

In current location based social networks (LBSNs), users 

expose their location when they check in at a venue or search 

a place. The release of location privacy could lead to a severe 

breach of other privacy, such as identity or health condition. 

In this paper, we propose a framework to safeguard users' 

location information as well as the check-in records. 

Considering the special demands in LBSNs, we design a 

novel index structure to provide a fast search for users when 

they check in at the same venue frequently. At the same time, 

our framework outsources the heavy cryptographic 

computations to the server to reduce the computational 

overhead for mobile clients. Due to the dynamic feature of 

LBSNs, our framework uses a lightweight approach to handle 

a user's revoked friends and new friends. We prove the 

security of our framework in the random oracle model and 

demonstrate its efficiency on a Motorola Droid phone. 

C. Calibrating noise to sensitivity in private data analysis 

We continue a line of research initiated in on privacy-

preserving statistical databases. Consider a trusted server that 

holds a database of sensitive information. Given a query 

function f mapping databases to reels, the so-called true 

answer is the result of applying f to the database. To protect 

privacy, the true answer is perturbed by the addition of 

random noise generated according to a carefully chosen 

distribution, and this response, the true answer plus noise, is 

returned to the user.Previous work focused on the case of 

noisy sums, in which f = ∑ig(xi), where xi denotes the it row 

of the database and g maps database rows to [0,1]. We extend 

the study to general functions f, proving that privacy can be 

preserved by calibrating the standard deviation of the noise 

according to the sensitivity of the function f. roughlyspeaking; 

this is the amount that any single argument to f can change its 

output. The new analysis shows that for several particular 

applications substantially less noise is needed than was 

previously understood to be the case. 

III. PROPOSED SYSTEM 

Information-theoretic privacy protection approaches have 

also been proposed Rank based algorithm. They try to 

quantitatively measure privacy leakage based on various 

entropy-based metrics such as conditional entropy and mutual 

information, and to design privacy-protection mechanisms 

based on those measures. Although the concept of differential 

privacy is stricter (i.e., against attackers with arbitrary 

background knowledge) than that of information-theoretic 

approaches, the latter is intuitively more accessible and fits 

the practical requirements of many application domains. In 

particular, information theory can provide intuitive 

guidelines to quantitatively measure the amount of a user’s 

private information that an adversary can learn by observing 

and analyzing the user’s public data (i.e. the privacy leakage 

of private data from public data) 

IV. ALGORITHM 

A. Rank Based Algorithm: 

Many real-world classification applications fall into the 

problems of learning from positive (P) and unlabeled 

examples (U). Most of the algorithms proposed to the 

problems are based on two-step strategy: 1) identifying a set 

of reliable negative examples (RN) from U; 2) applying a 

standard classification algorithm to RN and P. Intuitively, the 

capacities of negative extracting methods (NEMs) in step 1 

are critical since the classifiers used in step 2 can be very 

sensitive to the noise in RN. Unfortunately, most of the 

existing NEMs are based on the assumption that there are 

plenty of positive examples and cannot work when there is a 

paucity of positive examples. Furthermore, most studies did 

not try to extract positive examples from U. It is conceivable 

that a classifier trained on an enlarged P (by adding positive 

examples extracted from U to P) could have better 

performance. Therefore, we propose rank-based algorithms 

which extract both reliable positive and negative examples 

from U. We then use these examples to train the subsequent 

classifiers. The experimental results show that our proposed 

approaches can greatly enhance the effectiveness of follow-

up classifiers, especially when the size of P is small. 

B. Cluster-wise obfuscation function learning 

Considering the above ranking loss as a constraint to ensure 

high data utility, we now present our algorithm that learns the 

optimal cluster-wise obfuscation function pGˆ|G . For a given 

dataset, we can empirically determine pG, Y according to 

private data Y (e.g., gender). Thus, the obfuscation function 

pGˆ|G can be learned by Algorithm 1, which contains a 

convex optimization problem with three constraints (can be 

solved by many solvers such as CVX [21]). The first 

constraint is for the distortion budget that bounds the 

expected Kendall-τ distance the probabilistic obfuscation 

function pGˆ|G. Note that it is easy to compute the Kendall-τ 

distance for Gˆ and G. The last two constraints are probability 

constraints of pGˆ|G. To stress the protected private data Y , 

we denote the corresponding optimal obfuscation function. 

As pGˆ|G,Y . Note that we do not assume any inference attack 
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methods in our framework, and that any inference attacks on 

Y should be rendered weak. As we try to find the optimal 

obfuscation probability between each pair of user clusters, the 

problem complexity of learning optimal pGˆ|G in Algorithm 

1 is O(n 2 ), where n is the number of user clusters |G| rather 

than the number users |U|. The later evaluation shows that a 

small number of G can indeed provide efficient privacy 

protection. 

C. Probabilistic historical data obfuscation 

Since the learned obfuscation function is based on user 

clusters, we still need to bridge the gap between clusters and 

users to obfuscate individual public data vector. Algorithm 

describes the probabilistic data obfuscation process. 

Specifically, for a user u, we first obtain the corresponding 

obfuscation function pGˆ|G, Y to protect her private data Y. 

We then obfuscate her cluster G to another Gˆ based on the 

obfuscation function pGˆ|G,Y (Gˆ|G). Finally, since all users 

in cluster Gˆ share the similar public data vectors, we 

randomly select one user uˆ in the cluster Gˆ, and leverage her 

public data vector V uˆ to obfuscate. 

D. Probabilistic Online Activity Obfuscation 

Based on the learned obfuscation functions, we obfuscate 

each incoming activity from a user’s activity stream using 

Algorithm. For each incoming activity on item I, we first 

obtain the corresponding obfuscation function p u ˆi|i,Y to 

protect u-specified private data Y We then obfuscate the 

activity on item i based on p u ̂ i|i,Y (ˆi|i), and map the activity 

onto item ˆi as obfuscated data. 

V. SCREENSHOTS 
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VI. CONCLUSION 

This paper introduced PrivRank, a customizable and 

continuous privacy-preserving social media data publishing 

framework. It continuously protects user-specified data 

against inference attacks by releasing obfuscated user activity 

data, while still ensuring the utility of the released data to 

power personalized ranking-based recommendations. To 

provide customized protection, the optimal data obfuscation 

is learned such that the privacy leakage of user-specified 

private data is minimized; to provide continuous privacy 

protection, we consider both the historical and online activity 

data publishing; to ensure the data utility for enabling 

ranking-based recommendation, we have a tendency to 

certain the ranking loss incurred from the info obfuscation 

process using the Kendall-τ rank distance. we showed 

through in depth experiments that PrivRank can provide an 

economical and effective protection of private data, whereas 

still protective the utility of the published information for 

different ranking-based recommendation use cases 

REFERENCES 

[1] S. Salamatian, A. Zhang, F. du Pin Calmon, S. 

Bhamidipati, N. Fawaz, B. Kveton, P. Oliveira, and N. 

Taft, “How to hide the elephant-or the donkey-in the 

room: Practical privacy against statistical inference for 

large data,” in Proc. of GlobalSIP. IEEE, 2013.  

[2] D. Yang, D. Zhang, Q. Bingqing, and P. Cudre-Mauroux, 

“Privcheck: Privacy-preserving check-in data publishing 

for personalized location based services,” in Proc. of 

UbiComp’16. ACM, 2016.  

[3] C. Li, H. Shirani-Mehr, and X. Yang, “Protecting 

individual information against inference attacks in data 

publishing,” in Advances in Databases: Concepts, 

Systems and Applications. Springer, 2007, pp. 422–433. 

[4] B. Fung, K. Wang, R. Chen, and P. S. Yu, “Privacy-

preserving data publishing: A survey of recent 

developments,” ACM Computer Survey, vol. 42, no. 4, 

p. 14, 2010. 

[5] I. A. Junglas, N. A. Johnson, and C. Spitzmuller, 

“Personality traits ̈  and concern for privacy: an empirical 

study in the context of location-based services,” 

European Journal of Information Systems, vol. 17, no. 4, 

pp. 387–402, 2008. 

[6] P. Cremonesi, Y. Koren, and R. Turrin, “Performance of 

recommender algorithms on top-n recommendation 

tasks,” in Proc. of RecSys’10. ACM, 2010, pp. 39–46.  

[7] N. Li, R. Jin, and Z.-H. Zhou, “Top rank optimization in 

linear time,” in Advances in neural information 

processing systems, 2014, pp. 1502–1510.  


