
IJSRD - International Journal for Scientific Research & Development| Vol. 7, Issue 02, 2019 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 556 

A Keyword Search Scheme for Secure Cloud Storage 

S. Krishna Prasad1 JS. Ananad Kumar2 

1Student 2Assistant Professor 
1,2Department of Computer Applications 

1,2KMM Institute of PG Studies, Tirupati, India

Abstract— Temporary keyword search on confidential 

knowledge in an exceedingly cloud setting is that the main 

focus of this analysis. The cloud providers are not fully 

trusted. So, it's necessary to source knowledge within the 

encrypted kind. In the attribute-based keyword search 

(ABKS) schemes, the authorized users can generate some 

search tokens and send them to the cloud for running the 

search operation. These search tokens may be accustomed 

extract all the cipher texts that square measure created at any 

time and contain the corresponding keyword. Since this could 

cause some data leak, it's safer to propose a theme during 

which the search tokens will solely extract the cipher texts 

generated in a specified time interval. To this end, throught 

this paper we have a tendency to    brand to crypotologic 

primitive refereed to as key-policy attribute-based temporary 

keyword search (KPABTKS) which give this property. To 

evaluate the protection of our theme, we formally prove that 

our proposed scheme achieves the keyword secrecy property 

and is secure against selectively chosen keyword attack 

(SCKA) both in the random oracle model and below the 

hardness of Decisional linear Diffie-Hellman (DBDH) 

assumption. Furthermore, we have a tendency to show that 

the complexness of the secret writing algorithmic program is 

linear with relevance the amount of the concerned attributes. 

Performance evaluation shows our scheme’s practicality.    
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I. INTRODUCTION 

Cloud computing plays an important role in our daily life, 

because it provides efficient, reliable and scalable resources 

for data storage and computational activities at a very low 

price. However, the direct access of the cloud to the sensitive 

information of its users threatens their privacy. A trivial 

solution to address this problem is encrypting data before 

outsourcing it to the cloud. However, searching on the 

encrypted data is very difficult. Public key encryption with 

keyword search (PEKS) is a cryptographic primitive which 

was first introduced by Boneh et al. to facilitate searching on 

the encrypted data. In PEKS, each data owner who knows the 

public key of the intended data user generates a searchable 

cipher text by means of his/her public key, and outsources it 

to the cloud. Then, the data user extracts a search token 

related to an arbitrary keyword by using his/her secret key, 

and issues it to the cloud. The cloud service provider (CSP) 

runs the search operation by using the received search token 

on behalf of the data user to find the relevant results to the 

intended keywords. Characteristic based watch word are 

trying to find (ABKS) to allow an information proprietor to 

govern the access of information customers for searching on 

his/her re-appropriated scrambled statistics. They applied 

feature based totally encryption (ABE) to construct handy 

cryptographic crude in the multi-sender/multi receive rmodel. 

In their paintings, the real data customers can sign up the 

cloud to run the pursuit challenge for the gain of them without 

requiring any reference to the statistics owner. In a secure 

ABKS scheme, a records proprietor cannot gather any facts 

approximately the catchphrases which the facts customers 

expect to look for. In any case, in most of the people of the 

PEKS and ABKS plans, when the cloud receives an 

enormous hunt token identified with a specific watchword, 

the cloud can take a look at the catchphrase's essence 

previously and any destiny parent content. In this way, at the 

off danger that the enemy knows the Corresponding 

watchword of the objective pursuit Motivated by this 

problem, Abdalla et al. introduced the notion of public key 

encryption with temporary keyword search (PETKS) which 

restricts the validation of the token to a certain time period. 

They applied anonymous identity-based encryption in their 

generic scheme. In addition, Yu et al. [6] proposed another 

public key searchable encryption in the context of temporary 

keyword search. Despite the good features of their schemes, 

these schemes do not provide the facility for data owners to 

enforce their intended access policy. In this paper, we propose 

a novel notion of Key-Policy Attribute-Based Temporary 

Keyword Search (KP-ABTKS). In KP-ABTKS schemes, the 

data owner generates a searchable cipher text related to a 

keyword and the time of encrypting according to an intended 

access control policy, and outsources it to the cloud. After 

that, each authorized data user selects an arbitrary time 

interval and generates a search token for the intended 

keyword to find the cipher text. Then, he/she sends the 

generated token to the cloud to run the search operation. By 

receiving the token, the cloud looks for the documents 

contain the intended keyword. The search result on a cipher 

text is positive, if (i) the data user’s attributes satisfies the 

access control policy, (ii) the time interval of the search token 

encompasses the time of encrypting, and (iii) the search token 

and the cipher text are related to the same keyword. To show 

that the proposed notion can be realized, we also propose a 

concrete instantiation for this new cryptographic primitive 

based on bilinear map. 

II. LITERATURE SURVEY 

Public key encryption with keyword sealic key encryption 

with keyword search (PEKS) is a well-known cryptographic 

primitive for secure searchable data encryption in cloud 

storage. Unfortunately, it's inherently subject to the (inside) 

offline keyword shot attack (KGA), which is against the data 

privacy of users. Existing countermeasures for addressing 

this security issue primarily suffer from low potency and 

square measure impractical for real applications. In this 

paper, we provide a practical and applicable treatment on this 

security vulnerability by formalizing a new PEKS system 

named server-aided public key encryption with keyword 

search (SA-PEKS).In SA-PEKS, to come up with the 

keyword ciphertext/trapdoor, the user needs to query a semi 
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trusted third-party called keyword server (KS) by running an 

authentication protocol, and hence, security against the 

offline KGA can be obtained. We then introduce a universal 

transformation from any PEKS theme to a secure SA-PEKS 

theme mistreatment the settled blind signature. To illustrate 

its practicableness, we present the first instantiation of SA-

PEKS scheme by utilizing the Full Domain Hash RSA 

signature and the PEKS scheme proposed by Boneh et al.in 

Eurocrypt 2004. 

Finally, we have a tendency to describe the way to 

firmly implement the client-KS protocol with a rate-limiting 

mechanism against on-line KGA and appraise the 

performance of our solutions in experiments. Verifiable 

attribute-based keyword search over outsourced encrypted 

data It is common these days for information homeowners to 

source their information to the cloud. Since the cloud can't be 

absolutely trustworthy, the outsourced data should be 

encrypted. This but brings a spread of issues, such as: How 

should a data owner grant search capabilities to the data 

users? How will the licensed information users search over a 

knowledge owner's outsourced encrypted data? How will the 

information users be assured that the cloud dependably dead 

the search operations on their behalf? Motivated by these 

queries, we have a tendency to propose a completely unique 

cryptological answer, referred to as verifiable attribute-based 

keyword search (VABKS). 

The solution permits a knowledge user, whose 

credentials satisfy a knowledge owner's access management 

policy, to  

1) search over the data owner's outsourced encrypted data, 

2) outsource the tedious search operations to the cloud, and  

3) verify whether the cloud has faithfully executed the 

search operations. 

We formally define the security requirements of VA 

B K S and describe a construction that satisfies them. 

Performance analysis shows that the planned schemes square 

measure sensible and deployable. A secure and dynamic 

multi-keyword stratified search theme over encrypted cloud 

data Secure Dynamic Multi-Keyword stratified Search theme 

Encrypted Cloud data. Due to the increasing popularity of 

cloud computing, more and more data owners are motivated 

to outsource their data to cloud servers for great convenience 

and reduced cost in data management. However, sensitive 

information ought to be encrypted before outsourcing for 

privacy needs that obsoletes information utilization like 

keyword-based document retrieval. In this paper, we have a 

tendency to gift a secure multi-keyword hierarchic search 

theme over encrypted cloud information, that at the same time 

supports dynamic update operations like deletion and 

insertion of documents Specifically, the vector house model 

and also the widely-used TF nine military unit model square 

measure combined within the index construction and question 

generation. We construct a special tree-based index structure 

and propose a “Greedy Depth-first Search” algorithmic 

program to supply economical multi-keyword hierarchical 

search. 

The secure kNN algorithmic program is employed 

to cipher the index and question vectors, and in the meantime 

guarantee correct connexion score calculation between 

encrypted index and question vectors. In order to resist 

applied math attacks, phantom terms are added to the index 

vector for blinding search results. Due to the use of our 

special tree-based index structure, the planned theme can do 

sub-linear search time and cope with the deletion and 

insertion of documents flexibly. Extensive experiments 

square measure conducted to demonstrate the potency of the 

planned theme 

III. PROPOSED MODEL 

In this paper, we propose a singular concept of Key-Policy 

Attribute-Based Temporary Keyword Search (KP-ABTKS). 

In KP-ABTKS plans, the information proprietor creates an 

available discern content diagnosed with a catchphrase and 

the season of scrambling as in step with a planned access 

manipulate association, and re-appropriates it to the cloud. 

From that point forward, each accredited information 

purchaser chooses a subjective time meantime and creates a 

glance token for the expected catchphrase to discover the 

ciphertext. Then, he/she sends the produced token to the 

cloud to run the pursuit mission. By getting the token, the 

cloud searches for the documents include the expected 

watchword. The question item on figure content is certain, on 

the off hazard that  

1) the statistics patron's traits fulfills the entrance 

manipulate arrangement, 

2) the time meantime of the inquiry token includes the 

season of encoding, and 

3) The quest token and the parent content material are 

diagnosed with a similar watchword. To display that the 

proposed idea can be mentioned, we likewise advocate a 

stable instantiation for this new cryptographic crude 

depending on bilinear guide. 

A. Key-Policy Attribute-Based Temporary keyword Search 

(Kp-Abtks) 

We suggest every other crude named "Key-Policy Attribute-

Based Temporary Keyword Search (KP-ABTKS)".This 

conspire accommodates of 4 materials consisting of records 

owner, information patron, cloud server and Trusted Third 

Party (TTP) which can be depicted as pursues: 

1) Data Owner:  

Is a detail who encodes its reports under a discretionary get 

admission to control approach and re-appropriates them to the 

cloud. She/he considers the season of encoding ingenerating 

the parent writings. We ought to function that the information 

proprietor moreover scrambles his/her records below his/her 

discretionary get right of entry to control arrangement. In any 

case, on this paper we focus on the encryption of the separated 

catchphrase. 

2) Data User:  

Is a substance who is looking for statistics which includes a 

planned watchword, and are scrambled in a determined time 

intervening time. The time interim is discretionarily selected 

with the aid of the facts customer. 

3) Cloud Server (CS): 

Is a substance with first-rate calculation and capability 

belongings. CS stores a massive measure of encoded 

information, and receives the experiment tokens to look for 

the specified reviews inside the interest of the data consumer. 

The cloud unearths the pertinent statistics, and sends them 

back to the information patron. 
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4) Trusted Third Party (TTP): 

Is a very confided in element who gets each purchaser's 

entrance tree, and produces their mystery keys evaluating to 

his/her features set exhibited in his/her front tree. At that 

point, the TTP sends lower back the customers 'accreditations 

through a secure and demonstrated channel.  

In this new crude, every datum owner as indicated 

by means of an entrance manipulate technique creates an on 

hand figure content material dependent on a discretionary 

watchword and the season of encoding. Every datum 

customer for looking through a catchphrase in an explicit time 

intervening time, produces a hunt token that is huge most 

effective for that time meantime. The information customers 

can produce the search tokens without interfacing with the 

data proprietors. The cloud server depending on the got 

pursuit token can find out the encoded facts which contain the 

anticipated catchphrase and are produced in the 

predetermined time intervening time. At that factor, it 

restores the question object to the data customers whose 

features full fill the entrance manipulate strategy carried out 

via the facts proprietor. 

IV. RESULTS AND ANALYSIS 

A. Screenshots 
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V. CONCLUSION 

Anchoring distributed storage is an important issue in 

disbursed computing. We tended to this trouble and provided 

the concept of key-arrangement great primarily based 

transitory catchphrase are looking for 

(KPABTKS).According to this thought, every datum client 

can produce look token that's enormous simply temporarily 

period in-between. We proposed the primary stable 

development for this new cryptographic crude dependent on 

bilinear manual. We formally proven that our plan is provably 

relaxed inside the arbitrary prophet show. The multifaceted 

nature of encryption calculation of our hints direct regarding 

the quantity of the covered traits. What's greater, the quantity 

of required matching inside the pursuit calculations is free of 

the amount of the predicted time unit's predefined in the 

inquiry token and it's far direct as for the amount of traits. 

Execution evaluation of our plan in term of both 

computational price and execution time demonstrates the 

useful elements of the proposed plan. 
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