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Abstract— The emerging trends of cloud environment in the 

field of distributed computing, data security are a huge 

concern for most of the cloud users. In a cloud environment 

anyone can access the data, over the internet, therefore the 

authentication and access control are main issues to secure 

the data. Trusted third parties are the independent service 

providers who facilitate secure transmission of data between 

two parties. The Integrity of data should be ensured by trusted 

third parties. In this paper, the security is provided for the 

cloud environment with a semi trusted party which provides 

a) access control Mechanism b) Key Management c) Policy 

File Encryption d) Policy Revocation and e) Policy renewal. 

The results reveal that combined key algorithms can be 

effectively used for security of outsourced data by engaging 

key management and access control.  
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I. INTRODUCTION 

Cloud computing metaphor: the group of networked elements 

providing services need not be individually addressed or 

managed by users; instead, the entire provider-managed suite 

of hardware and software can be thought of as an amorphous 

cloud. 

Cloud computing is shared pools of configurable 

computer system resources and higher-level services that can 

be rapidly provisioned with minimal management effort, 

often over the Internet. Cloud computing relies on sharing of 

resources to achieve coherence and economies of scale, 

similar to a public utility. 

The goal of cloud computing is to allow users to take 

benefit from all of these technologies, without the need for 

deep knowledge about or expertise with each one of them. 

The cloud aims to cut costs, and helps the users focus on their 

core business instead of being impeded by IT obstacles. The 

main enabling technology for cloud computing is 

virtualization. Virtualization software separates a physical 

computing device into one or more ”virtual” devices, each of 

which   can be easily used and managed to perform computing 

tasks. With operating system level virtualization essentially 

creating a scalable system of multiple independent computing 

de- vices, idle computing resources can be allocated and used 

more efficiently. Virtualization provides the agility required 

to speed up IT operations, and reduces cost by increasing 

infrastructure utilization. Autonomic computing automates 

the process through which the user can provision resources 

on-demand. By minimizing user involvement, automation 

speeds up the process, reduces labor costs and reduces the 

possibility of human errors. 

Cloud computing also leverages concepts from 

utility computing to provide metrics for the services used. 

Such metrics are at the core of the public cloud pay-per-use 

models. In addition, measured services are an essential part 

of the feedback loop in autonomic computing, allowing 

services to scale on-demand and to perform automatic failure 

recovery. Cloud computing is a kind  of  grid  computing;  it 

has evolved by addressing the QoS (quality of service)  and 

reliability problems. Cloud computing provides the tools and 

technologies to build data/compute intensive parallel 

applications with much more affordable prices compared to 

traditional parallel computing techniques. 

Data Recovery sometimes server may break down 

and cause damage or loss to users data. To avoid this, data 

should be backed up to be recovered in future. Data Locality, 

In SaaS model of cloud environment, the user doesn’t know 

where the data is stored which may be an issue. The issue can 

be solved by creating secure SaaS model which can provide 

reliability to the customer on the location of the data of the 

user. 

Cloud malware injection attack, In this attack a 

malicious virtual machine or a service implementation is 

injected into the cloud system. One solution to prevent this is 

to perform the integrity check to the service instance. Cookie 

poisoning, In this an unauthorized access is made into the 

application by modifying the contents of the cookie. One 

solution is to clean up the cookie or encrypt the cookie data. 

II. RELATED WORKS 

In this paper [1] described new techniques that secure cloud 

data by ensuring a range of protections, from integrity and 

freshness verification to high data availability. We also 

proposed an auditing framework that offers tenants visibility 

into the correct operation of the cloud. These techniques 

enable an extension of the trust perimeter from enterprise 

internal data centers into public cloud. These techniques will 

alleviate some of the concern over security in  the  cloud and 

facilitate migration of enterprise resources into public clouds. 

proposed an auditing framework that audits the cloud 

environment for ensuring the freshness of the data, data 

retrievability, and resilience against disk failures. How- ever, 

the technique depends on the users employed scheme for data 

confidentiality. Moreover, data cannot be protected against 

service provider wholesale. 

In this paper [2] cryptographic network file system 

has to guarantee confidentiality and integrity of its files, and 

also   it has to support random access. For this purpose, 

existing designs mainly rely on(often ad-hoc) combination of 

Merkle hash tree with a block cipher mode of encryption. In 

this paper, we propose a new design based on a MAC tree 

construction which uses a universal-hash based stateful 

MAC. This new design enables standard model security proof 

and also better performance compared with Merkle hash tree.  

We formally define the security notions for file encryption 
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and prove that our scheme provides both confidentiality and 

integrity. We implement our scheme in coreFS, a user- level 

network file system, and evaluate the performance in 

comparison with the standard design. Experimental results 

confirm that our construction provides integrity protection at 

a smaller cost. Nevertheless, the presence of cryptographic 

metadata on the storage side can be a potential threat. 

Paper [3] the problem of building a secure cloud 

storage service on top of a public cloud infrastructure where 

the service provider is not completely trusted by the 

customer. We describe, at a high level, several architectures 

that combine recent and non-standard cryptographic 

primitives in order to achieve our goal. We survey the 

benefits such an architecture would provide to both customers 

and service providers and give an overview of recent 

advances in cryptography motivated specifically by cloud 

storage. Proposed a virtual private crypto- graphic storage 

service to provide confidentiality and integrity to the user data 

within the cloud. The client application in the proposed 

method has three modules: (a) data processor, (b) data 

verifier, and (c) token generator. However, the key in resides 

at client side and may be subject to a single point of failure 

Propose [4] a basic idea for keyword search based 

on se- cure inner product computation, and then give two 

improved schemes to achieve various stringent privacy 

requirements in two different threat models. General 

encryption schemes keep data discretion, but also limit the 

functionality of the storage system because a few operations 

are supported over encrypted data. Constructing a secure 

storage system that supports multiple functions is challenging 

when the storage system is distributed and has no central 

power. We propose  a threshold proxy re-encryption scheme 

and integrate it with a decentralized erasure code such that a 

secure distributed storage system is formulated. The 

distributed storage system not only supports secure and 

robust data storage and retrieval, but also lets a user forward 

his data in the storage servers    to another user without 

retrieving the data back. The main technical contribution is 

that the proxy re- encryption scheme supports encoding 

operations over encrypted messages as well as forwarding 

operations over encoded and encrypted messages. Our 

method fully integrates encrypting, encoding, and 

forwarding. We analyze and suggest suitable parameters for 

the number of copies of a message dispatched to storage 

servers and the number of storage servers queried by a key 

server. However, aforesaid schemes require heavy 

implementation level changes on the cloud side. The 

following section presents the operational mechanism of the 

FADE protocol followed by details of DaSCE. 

The FADE [5] is a light-weight and scalable 

technique that assures the deletion of files from cloud when 

requested by the user. However, during our analysis, FADE 

fell short on issues of security of keys and authentication of 

participating parties. Based on our analy- sis and issues 

identified with FADE, we propose enhance- ments to the 

scheme and name it as data security for cloud environment 

with semi-trusted third party (DaSCE) that enhances the 

security of keys and authentication process. Moreover, to 

mitigate the man-in- the-middle-attack, we included 

supplementary steps for the session key establish- ment 

process. The aforesaid steps augment the security level and 

prohibits the malicious user to carry out the attack at a slight 

performance overhead. However, the results from our 

verification analysis revealed that DaSCE is more secure than 

FADE when man-in-the- middle attack was introduced. 

Applications [6] software needs to both scale down 

rapidly as well as scale up, which is a new requirement. Such 

software also needs a pay-for-use licensing model to match 

needs of cloud computing. Infrastructure software must be 

aware that it is no longer running on bare metal but on VMs. 

Moreover, metering and billing need to be built in from the 

start. Hardware systems should be designed at the scale of a 

container, which will be the minimum purchase size. Cost of 

operation will match performance and cost of purchase   in 

importance, rewarding energy proportionality5 by putting 

idle portions of the memory, disk, and network into low- 

power mode. Processors should work well with VMs and 

flash memory should be added to the memory hierarchy, and 

LAN switches and WAN routers must improve in bandwidth 

and cost. 

The [7] cloud can apply to different kinds of services 

typically differentiated as platform- a-service, infrastructure- 

as-a-service, and software-as-a-servic, and it is the subject of 

rampant hype about its benefits. This paper draws on 

extensive readings from the literature and consultations with 

a wide range of experts over the past two years. Intended    to 

provide a counter to the cheerleading and a framework for 

more balanced consideration of public cloud services, in 

particular, it begins with an exercise in accentuating the 

negative. In particular, it lays out various ways in which    the 

cloud might be seen as a new platform for malice. The paper 

enumerates key issues, including kinds and sources   of risk 

associated with providers and/or users and implications for 

trustworthiness in cloud contexts, as well as the prospects for 

new technology to counteract apparent sources of risk. It 

addresses different cloud contexts, and it argues for 

leveraging cloud concerns to rethink fundamental issues 

about the nature, handling, and protection of data In the cloud, 

no one cares about your software license.  That is one of the 

most liberating–and frustrating–things about cloud 

computing. Depending on your perspective, it either opens up 

computing or closes it off. Customers don’t  seem  to care one 

way or another, happily shoveling data into cloud services 

like Google, Facebook, and others without (yet) wondering 

what will happen when they want to leave. The key is to 

create an open Web platform, one into which a diverse array 

of mobile software services can tie. This is   one reason 

Google is such an advocate for open source. Android and 

other projects bring more people to the Web, a Web that 

Google monetizes through proprietary services like AdWords 

Though clouds are becoming increasingly popular, we have 

seen that some things can go wrong when one trusts a cloud 

provider with his data. Providing defenses for these is an 

active area of research. We presented a brief survey of 

solutions being proposed in this context. Nevertheless, these 

solutions are, at this point in time, academic. There are still 

questions regarding how well these protections can work in 

practice, and moreover, how easy-to-use they can be. Finally, 

we have yet to see how popular storing data in clouds will 

become, and what protections users will choose to use, if  any. 

Cloud [8] computing offers a host of potential 

benefits to public bodies, including scalability, elasticity, 
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high performance, resilience and security together with cost 

efficiency. Understanding and managing risks related to the 

adoption and integration of cloud computing capabilities into 

public bodies is a key challenge. Effectively managing the 

security and resilience issues related to cloud computing 

capabilities is prompting many public bodies to innovate, and 

some cases to rethink, their processes for assessing risk and 

making informed decisions related to this new service 

delivering model. This report identifies a decision-making 

model that can be used by senior management to determine 

how operational, legal and information security requirements, 

as well as budget and time constraints, can drive the 

identification of the architectural solution that best suits the  

needs  of  their organization. The main objectives  of  the  

report are: to highlight the pros and cons, with regard to 

information security and resilience, of community, private 

and public cloud computing delivery models; to guide public 

bodies in the definition of their requirements for information 

security and resilience when evaluating cloud computing 

service delivery models; Moreover this report wants to 

indirectly    to support European Union Member States in the 

definition of their national cloud strategy with regards to 

security and resilience. 

Authentication [9]and key exchange should be 

linked. If authentication and key exchange are independent, 

then an attacker could allow two parties to carry out 

authentication unhindered, and could take over one partys 

role in key ex- change. This would allow the attacker to 

impersonate a valid party after authentication and key 

exchange are completed. Asymmetry in a protocol is 

desirable. Symmetries in a protocol should be used with 

caution, due to both the possibility of reflection attacks, and 

attacks in which responses from one party can be re-used 

within a protocol. As an obvious illustrative example, the 

authentication responses of  each of two parties should not be 

identical. Messages within a particular protocol run should be 

logically linked or chained in some manner, to prevent the re-

use of previous messages or the introduction of messages 

from a parallel run. 

Outsourcing data to a third-party managerial control, 

as   is done in cloud compute, gives rise to security concerns. 

The data compromise may occur due to attacks by other users 

and nodes within the cloud. Therefore, high security 

measures are required to protect data within the cloud. 

However, the employed security strategy must also take into 

account the optimization of the data retrieval time. In this 

paper, we propose Division and Replication of Data in the 

Cloud for Optimal Performance and Security (DROPS) that 

collectively approaches the security and presentation issues. 

In the DROPS methodology, we divide a file into fragments, 

and replicate the fragmented data over the cloud nodes. Each 

of the nodes stores only a single fragment of a particular data 

file that ensures that even in case of a  successful  attack, no 

meaningful information is revealed to the attacker. Moreover, 

the nodes storing the fragments, are separated with certain 

distance by means of graph T-coloring to prohibit   an attacker 

of guessing the locations of the fragments. Furthermore, the 

DROPS methodology does not rely on the traditional 

cryptographic techniques for the data security; thereby 

relieving the system of computationally expensive 

methodologies. We show that the probability to locate and 

compromise all of the nodes storing the fragments of a single 

file is extremely low.  We also compare  the  performance of 

the DROPS methodology with ten other schemes. The higher 

level of security with slight performance overhead was 

observed. 

A small[10] complete, and efficient SAT-solver in 

the style of conflict-driven learning, as exemplified by Chaff. 

We aim to give sufficient details about implementation to 

enable the reader to construct his or her own solver in a very 

short time. This will allow .users of SAT-solvers to make 

domain specific extensions or adaptions of current state-of-

the-art SAT-techniques, to meet the needs of a particular 

application area. The presented solver is designed with this in 

mind,   and includes among other things a mechanism for 

adding arbitrary boolean constraints. It also supports solving 

a series of related SAT-problems efficiently by an 

incremental SAT- interface. 

The cloud [11] computing exhibits, remarkable 

potential to provide cost effective, easy to manage, elastic, 

and powerful resources on the fly, over the Internet. The 

cloud computing, upsurges the capabilities of the hardware 

resources by opti- mal and shared utilization. The above 

mentioned features encourage the organizations and 

individual users to shift their applications and services to the 

cloud. Even the critical infrastructure, for example, power 

generation and distribution plants are being migrated to the 

cloud computing paradigm. However, the services provided 

by third-party cloud service providers entail additional 

security threats. The migration of users assets (data, 

applications, etc.) outside the administrative control in a 

shared environment where numerous users are collocated 

escalates the security concerns. This survey details the 

security issues that arise due to the very nature of cloud 

computing. Moreover, the survey presents the recent 

solutions presented in the literature to counter the security 

issues. Furthermore, a brief view of security vulnerabilities in 

the mobile cloud computing are also highlighted. In the end, 

the discussion on the open issues and future research 

directions is also presented 

Many [12] tools for system security, such as patch 

management and vulnerability management software, use 

proprietary formats, nomenclatures, measurements, 

terminology, and content. For example, when vulnerability 

scanners do not use standardized names for vulnerabilities, it 

might not be clear to security staff whether multiple scanners 

are referencing the same vulnerabilities in their reports. This 

lack of interoperability can cause delays and inconsistencies 

in security assessment, decision making, and remediation. 

The emerging [13] cloud computing paradigm has 

driven the creation of data centers that consist of hundreds of 

thou- sands of servers and that are capable of supporting a 

large number of distinct services. Data intensive systems have 

a real need for tens to hundreds of Gbps of bandwidth and 

deterministic Quality of Service (QoS), which is satisfied by 

thousands of servers interconnected together. Security of the 

data flowing in and out of the data center is of high concern. 

In this regard, verification of the protocols that are running 

into the data center is compulsory. Simulations and testing are 

the techniques, widely used for the verification purposes. But 

in case of data intensive systems the aforementioned 

techniques become infeasible because of large-scale datasets, 
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flowing among physical storage devices and computational 

clusters. In this paper, we use verification tools and methods 

to verify the protocols running in the data center. As an 

example, we took an Open Shortest Path First (OSPF) routing 

protocol that is used for routing within the data center. We 

used (a) content verification and (b) route verification, to 

verify the correctness of OSPF on multi-access segments. We 

propose a novel method for route verification that is based on 

delay information, which can be further exploited to verify 

protocols in a scalable manner. Moreover, we use the Z3 

solver as a tool for verification. 

Cloud [14]storage is an application of clouds that 

liberates organizations from establishing in-house data 

storage systems. However, cloud storage gives rise to security 

concerns. In case of group-shared data, the data face both 

cloud-specific and conventional insider threats. Secure data 

sharing among a group that counters insider threats of 

legitimate yet malicious users is an important research issue. 

In this paper, we propose the Secure Data Sharing in Clouds 

(SeDaSC) methodology that provides: 1) data con- 

fidentiality and integrity; 2) access control; 3) data sharing 

(forwarding) without using compute-intensive reencryption; 

4) insider threat security; and 5) forward and backward access 

control. The SeDaSC methodology encrypts a file with a 

single encryption key. Two different key shares for each of 

the users are generated, with the user only getting one share. 

The possession of a single share of a key allows the SeDaSC 

methodology to counter the insider threats. The other key 

share is stored by a trusted third party, which is called the 

cryptographic server. The SeDaSC methodology is 

applicable to conventional and mobile cloud computing 

environments. We implement a working prototype of the 

SeDaSC methodology and evaluate its performance based on 

the time consumed during various operations. We formally 

verify the working of SeDaSC by using high-level Petri nets, 

the Satisfiability Modulo Theories Library, and a Z3 solver. 

The results proved to be encouraging and show that SeDaSC 

has the potential to be effectively used for secure data sharing 

in the cloud. 

Smartphones [15] are now capable of supporting a 

wide range of applications, many of which demand an ever 

increasing computational power. This poses a challenge 

because smartphones are resource-constrained devices with 

limited computation power, memory, storage, and energy. 

Fortunately, the cloud computing technology offers virtually 

unlimited dynamic resources for computation, storage, and 

service provision. Therefore, researchers envision extending 

cloud computing services to mobile devices to overcome the 

smartphones constraints. The challenge in doing so is that the 

traditional smartphone application models do not support the 

development of applications that can incorporate cloud 

computing features and requires specialized mobile cloud 

application models. This article presents mobile cloud 

architecture, offloading decision affecting entities, 

application models classification, the latest mobile cloud 

application models, their critical analysis and future research 

directions. A Survey of Mobile Cloud Computing 

Application Models Google’s [16] news of apparent attacks  

from China on its Gmail service was a comparatively public 

alert to the need to rebalance popular thinking about the 

merits of cloud computing. Touted by its  advocates  as  the  

next big thing in computing, if not the  next  incarnation  of 

the Internet, the cloud has a combined market potential  that  

is  huge. The market embraces different kinds and extents of 

cloud service, generally differentiated as (a) the wholly do-it- 

yourself Infrastructure as a Service (IaaS, such as Amazon 

Elastic Compute Cloud), (b) the middle ground of Platform 

as a Service (PaaS, such as Microsoft Azure), and (c) a 

specific application leveraging the cloud-provider’s platform 

and infrastructure (Software as a Service or SaaS, such as 

Gmail or Salesforce.com). (1) Cloud services leverage the 

technology of virtualization, the use of software to divide up 

capacity on computing hardware into virtual machines (VMs) 

associated with specific customers and their data and/or 

processes. Much of the technology is not new, but the busi- 

ness models are Security concerns emerged early for public 

cloud offerings, which dominate exposure for the general 

public and for at least smaller enterprise users. (2) By 2008, 

commercial consortia such as the Cloud Security Alliance 

(CSA) and conferences for researchers and practitioners were 

discussing security for the cloud–although implementation of 

new cloud security ideas lags, (3) at best. This paper responds 

to these trends by (1) considering the alter ego of the cloud as 

a platform for malice, and (2) arguing for more systematic 

rethinking about how we handle information 

In Cloud [17] Data Governance (CDG) Working 

Group has been constituted to provide more detailed research 

deliv- erables based upon Domain 5: Information 

Management and Data Security within the CSA publication 

Security Guidance for Critical Areas of Focus in Cloud 

Computing. The CDG Working Group as currently chartered 

will focus  on  two key phases of Data Governance research 

Survey Phase: Understanding the top requirements and needs 

of different stakeholders on governing and operating data in 

the cloud, and Best Practices Recommendation Phase: 

Prioritizing and answering of the key problems and questions 

identified by cloud stakeholders As the leading non-profit 

organization ed- ucating and promoting vendor-neutral best 

practices for cloud computing Security, the Cloud Security 

Alliance (CSA) is in the ideal position for this data-oriented 

research. Our team is led by CSA Singapore and CSA Silicon 

Valley chapters,  in collaboration with CSA Global. All CSA 

members are welcome to contribute to this working group. 

The [18] editorial team and committee consists of a 

mix of practitioners and researchers in the area of cloud data 

protection and governance. The Working Group aims to 

publish a white paper featuring different stakeholder groups 

concerns over a quarterly publication cycle. Together, these 

white papers will contribute to the main CSA Guidance 

documentations future. 

Cloud Computing [19] has become another 

buzzword after However, there are dozens of different 

definitions for Cloud Computing and there seems to be no 

consensus on what a Cloud is. On the other hand, Cloud 

Computing is not a completely new concept; it has intricate 

connection to the relatively new but thirteen-year established 

Grid Computing paradigm, and other relevant technologies 

such as utility computing, cluster computing, and distributed 

systems in general. This paper strives to compare and contrast 

Cloud Computing with Grid Computing from various angles 

and give insights into the essential characteristics of both. 
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In this paper [20]many application portals 

successfully manage to scale elastically in order to provide a 

stable response time by integrating on-demand cloud 

resources. This is more challenging for applications that have 

to manage a dynamic configuration. Our paper investigates 

the question: under what circumstances (if any) dynamically 

adding more nodes to the Hadoop computation will result in 

performance improvement? On one hand, if we add more 

nodes to a Hadoop computation, the computation will 

potentially finish faster since more computational power will 

be brought to bear on the problem. On the other hand, 

ensuring that we can use those nodes effectively may require 

data redistribution, thus creating additional overhead which 

may obviate any performance advantages. In this paper, we 

identified the container allocation as a key factor that affects 

Hadoop per- formance. Moreover, to mitigate the overhead, 

we describe and evaluate three methods for data 

redistribution in this use case and discuss their advantages 

and disadvantages. 

III. CONCLUSION 

Hence we proposed and developed the DaSCE protocol, a 

cloud storage security system that provided key- 

management, access control, and file deletion. The key 

management was accomplished using (k, n) threshold secret 

sharing mechanism. Policy File Encryption-Policy files are 

generated when user upload their files in cloud. Inside the 

policy file contains username, filename which is upload by 

the user and access permission. This policy file will be 

encrypted by KeyManager by using user attributes. 
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