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Abstract— No matter which way you look at it, technology 

has been headed towards automation for a long time now. In 
fact, isn’t the very basic principle of technology to make our 

lives easier by leaving fewer things to be explicitly done by 

us? It might be making us all lazier everyday, or one might 

argue that it is giving us far greater time to pursue whatever 

we desire. Whatever might be the effect, there is no doubt 

that automation is the future and place that it is happening 

the most significantly is right in our homes. 
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I. INTRODUCTION 

IoT has become so vital in our daily life and it is going to 

create a big impact in the near future. For example, solutions 

can be provided instantly for the traffic flows, reminding 

about the vehicle maintenance, reduce energy consumption. 

Monitoring sensors will diagnose pending maintenance 

issues, and even prioritize maintenance crew schedules for 

repair equipment. Data analysis systems will help 

metropolitan and cosmopolitan cities to function easily in 

terms of traffic management, waste management, pollution 

control, law enforcement and other major functions 
efficiently. Big Data manages the enormous amount of data 

generated using its technologies. The Internet of Things 

(IoT) and big data are two vital subjects in commercial, 

industrial, and many other applications. The name IoT was 

framed in approximately a decade ago and refers to the 

world of machines or devices connected to the Internet, by 

which a large amount of big data is collected, stored and 

managed. Big data additionally refers to the analysis of this 

generated data to produce useful results. The main 

motivating power behind the IoT and big data has been the 

collection and analysis of data related to consumer activities 

in order to find out why and what customers buy. 
It was not too long ago that we visualised houses of 

the future where things would be done on their own- lights 

coming on by themselves, coffee being brewed just the way 

you like as you are about to wake up and your shower 

knowing the weather outside and adjusting the water 

temperature accordingly. And now we are at a point where 

technology to achieve all that has been around for a while 

and has now become affordable. Hence, it is not a 

particularly big surprise that we are witnessing some 

amazing things happening in the world of automation. 

II. INTERNET OF THINGS PLATFORM  

IoT platform is an essential component of a large IoT 

ecosystem that supports and connects all components within 

the system. An IoT platform is a multi-layer technology that 

enables uncomplicated provisioning, management, and 

automation of connected devices within the Internet of 

Things universe. It principally connects your hardware, 

however diverse, to the cloud by using resilient connectivity 

options, enterprise-grade security mechanisms, and broad 

data processing powers. The IoT platform confers a set of 
ready-to-use features that very much speed up development 

of applications for connected devices as well as take care of 

scalability and [1]cross-device compatibility. It is generally 

referred to as middleware when we talk about how it 

connects remote devices to user applications and handle all 

the interactions between the hardware and the application 

layers. IoT platforms originated in the form of IoT 

middleware, which mainaim was to function as a mediator 

between the application layers and hardware. Its main action 

contains data collection of the devices over various 

protocols and network topologies, device management, 

remote device configuration and control, and over-the-air 
firmware improved. In real world miscellaneous IoT 

ecosystems, IoT middleware is expected to support concord 

with almost any connected device and combination in with 

third party. Applications used by the device. This freedom 

from the underlying hardware and overhanging software 

permits a single IoT platform to handle any kind of 

connected device in the same effortless way.  

 
Fig. 1: 

III. INTERNET OF THINGS FOR SMART CITIES 

In this section, we are overview some of the services that 

might be enabled by an urban IoT model and that are of 

potential interest in the smart city context, because they can 

realize the win-win circumstance of increasing the quality 

and ameliorate the services offered to the citizens while 

bringing an inexpensive advantage for the city 

administration in terms of reduction of the operational costs. 
The smart cities could be considered a collection of 

industries that contains waste water management, [2] city 

lighting, city transit, emergency services, traffic 

management and more. Actually, new IoT smart city 

projects are likely to emerge as the available technologies 

become more widely adopted, and more targeted at the need 

of specific use cases. For the state body to successfully 

increase efficiency, improve their services, and make better 

the quality of life for their residents, they necessity a 

platform that can power IoT applications for smart cities. 
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The right one will combined, process, and interpret the data 

that smart devices [3] generate, make sure that the 

infrastructure is in place to take these cities into the new 
epoch of connectivity. Below, we are discussing an 

overview of the most popular use cases that are already 

implemented in smart cities across the globe.  

A. Effective Water Supply  

The IoT has the potential to transform the way town 

consume water. The smart meters can make better leak 
detection and data integrity and stop losing revenue due to 

inefficiency, and boost productivity [4] by lack of the 

amount of time spent entering and analyzing data. In 

addition, these meters can be designed to feature consumer 

facing portals, providing residents with real time access to 

information about their consumption and water supply. 

B. City Lighting 

The lighting is one of the most popular examples of IoT 

applications for smart cities, and many municipalities at 

present are turning to wireless communications for cost 

savings and energy deficiency. In this context, Lumca 

Lighting of Quebec City is putting smart city lighting to 

work .[5].For instance, this outdoor lighting outfit developed 

an extensive lighting solution the lumca smart pole with 

built-in power, connectivity,  sensors, and  other 

intelligent characteristics, all of which are configured and 

handle through digi remote manager, a centralized software 
platform with a graphical user interface .  

C. IoT in Road Traffic  

The smart cities make sure that their citizens move from 

point A to point B as safely and efficiently as possible. To 

attain this, municipalities turn to IoT development and 

execution smart traffic solutions. The smart traffic solutions 
use dissimilar types of sensors, bring in GPS data from 

drivers smart phones to control the number, location and the 

speed of vehicles.  Concurrently, smart traffic lights 

connected to a [6] cloud management platform permit 

monitoring green light timings and automatically change the 

lights based on current traffic circumstance to put a stop to 

congestion. Besides, using historical data, smart solutions 

for traffic management can forecast where the traffic could 

go and take measures to put a stop to potential congestion.  

D. Citizens Safety  

For improved public safety, IoT based smart city 

technologies proposed real time monitoring, analytics, and 

decision-making tools. Integrate data from acoustic [7] 

sensors and CCTV cameras deployed ubiquitously the city 

with the data from a social media feed and analyzing it, 

public safety solutions can prophecy potential crime scenes. 

This will permit the police to prevent potential criminal.  

E. Garbage Management  

Most garbage collection operators empty containers 

according to predefined schedules. This is not a very 

efficient procedure since it leads to the unproductive use of 

garbage containers and unneeded fuel consumption by 

garbage collecting trucks. IoT-enabled smart city solutions 
help to optimize garbage collection schedules by tracking 

waste levels, also providing route optimization and 

operational analytics. Each garbage container gets a sensor 

that gathers the data about the level of the garbage in a 

container [8]. It is close to a certain threshold, the garbage 
management solution receives a sensor record, processes it, 

and sends a notification to a truck driver’s mobile app. 

Consequently, the truck driver empties a full container, 

avoiding emptying half-full ones.    

F. Smart Parking  

The assist of GPS data from drivers’ smartphones, smart 
parking solutions determine whether the parking spots are 

engaged or not engaged and create a real-time parking map. 

When the nearest parking spot becomes free, drivers receive 

a notification and use the map on their phone to discover a 

parking spot faster and effortless as an alternative of blindly 

driving around.  

G. Environment 

The IoT driven smart city solutions permit tracking 

parameters critical for a healthy environment in order to 

maintain them at a good level. For instance, to supervise 

water quality, a city can deploy a network of sensors across 

the water grid and connect them to a cloud management [24] 

platform. Sensors measure pH level, the amount of 

dissolved oxygen and dissolved ions. If leakage happens and 

the chemical composition of water varies, the cloud platform 

triggers an output defined by the users. For example, if a 

Nitrate (NO3-) level exceeds 1 mg/L, a water quality 
management solution warning maintenance teams of fouling 

and automatically creates a case for field workers, who then 

start fixing the difficult circumstances. 

IV. HOME AUTOMATION SYSTEM 

It doesn’t take a genius to figure out what home automation 

entails: it’s pretty much just the usage of smartphones and 

other easily available computing devices to automate and 

control household items and devices-from electrical 
appliances to lights to doors-with the help of hardware that 

can be controlled remotely. Most home automation begins 

small-people start with controlling simple binary devices, 

that could either be in an “on” or “off” state. But it’s when 

these devices are hooked up to the internet that they become 

truly smart and enter the realm of the internet of things. In 

fact, most automation systems nowadays use their internet 

enabled abilities to record and analyse usage patterns of 

devices, mostly lighting and heating systems, to reduce 

monthly electricity bills and overall energy expenditure. 

While setting up a home automation system, the 
best place to start investing in is your personal nuisances, for 

many people, the most obvious problem is their electricity 

bill, so most people purchase a few smart lights as their first 

home automation product. Or if you are the kind of person 

who is constantly paranoid about whether they left the 

geyser on, smart switches would ease your paranoia. From 

there, you slowly build up a full lighting system that can be 

remotely controlled and would respond to human presence, 

or an automated home theatre comprising a smart TV with 

smart ambient lighting. 

Any smart home automation system today is 

generally a central hub that can be configured to control a 
bunch of smart devices, sensors and switches, all of which 
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communicate with the hub using certain communication 

protocols. The hub, in turn, is instructed through an app or 

the web. The main takeaway is the distribution of 
monitoring and computing functions between the hub and 

the remote app. For example: in smart lighting system, a hub 

would act as the central interface between multiple smart 

devices, say, a bulb and a door contact sensor. 

 
Fig. 2: 

The smart devices and hub communicate using 

certain common communication technologies, and an app 

would be used to control the lighting system. If you are still 

unclear about the role of the Hub, you can draw close 

parallels between it and a standard Wi-Fi router. In simple 

terms, both are devices that route signals from multiple 

sources to one another. In a few products, the hub and router 
are integrated together, thus reducing the need for two 

devices. However, in the cases when they are separate, the 

hub, which needs to be internet enables to function, is 

connected to the router, so basically, a smart hub provides a 

centralized method to control all your smart devices, as they 

can connect all your devices to the cloud and consolidate all 

apps into the one provided by the hub manufacturer. 

V. INTERNET OF THINGS IN AGRICULTURE DOMAIN  

In IoT based smart farming, a system is built for monitoring 

the crop field with the assist of sensors  like as light, 

humidity, temperature, soil moisture, and automating the 

irrigation system. The farmers can monitor the field 

conditions from anyplace. The applications of IoT based [9] 

smart farming not only aim traditional, huge farming 

operations, but could also be new levers to uplift other 

growing or common trends in agricultural like organic 

farming, family farming and improve highly transparent 

farming. IoT-based smart farming can provide great 

advantage, including more efficient water usage, or 
optimization of inputs and treatments [10]. IoT recent trends 

in agriculture are using technology in order to make smarter 

decisions, decrease costs, and boost production. 

A. Internet of Things Use Case for Agriculture 

Internet of Things networks of objects that interact with 
other objects via internet holds potential to transform today's 

agriculture by enabling more appropriate resources 

management via low-cost sensors and generating huge 

amounts of data for effective decision-making. Farming has 

seen a number of technological alterations in the last 
decades, becoming more industrialized and technology 

driven. In this section, we are exploring the IoT use cases in 

agriculture sector.  

B. Monitoring of Climate Conditions 

Perhaps the most famous smart agriculture gadgets are 

weather stations, integrate different smart farming sensors. 
Located across the field, they collect different data from the 

environment and send it to the cloud. The provided 

measurements can be used to map the climate conditions, 

select the suitable crops, and take the required measures to 

make better their capacity.  

C. Precision Farming  

The precision farming can be idea of as anything that makes 

the farming implementation more controlled and well-aimed 

when it comes to raising livestock and growing of crops. In 

this method of farm management, a key component is the 

use of IT and different items like robotics, autonomous 

vehicles, sensors, control systems, automated hardware, 

variable rate technology, and so on. The precision 

agriculture is one of the most renowned applications of IoT 

in the agricultural sector and numerous organizations is 

leveraging this technique around the world.  

D. Greenhouse Automation  

In addition to sourcing, environmental data, weather stations 

can automatically coordinate the conditions to match the 

given parameters. In particular, greenhouse automation 

systems use an almost identical principle. For example, 

Farmapp and Growlink are also IoT agriculture product 

offering like as capabilities among others.  

E. Agricultural Drones  

At present, agriculture is one of the major industries to 

incorporate drones. Drones are being used in agriculture in 

order to increase different agricultural practices. The ways 

ground-based and aerial based drones are being used in 

agriculture are crop monitoring, crop spraying, crop health 
assessment, irrigation, planting, and soil and field analysis 

etc. The major advantage of using drones include crop 

health imaging, integrated GIS mapping, effortless to use, 

saves time, and the potential rise yields.  

F. Crop Management 

Using of IoT product in agriculture and another element of 

precision farming are crop management devices. Similar to 

weather stations, they should be placed in the field to collect 

data specific to crop farming from temperature and 

precipitation to leaf water potential and overall crop health.  

G. Livestock Monitoring  

Huge farm owners can utilize wireless IoT applications to 

collect data regarding the location, well-being, and health of 

their cattle. This information, assist them in identifying 

animals that are sick so they can be separated from the herd, 

thereby stop the spread of disease. It also lowers labor costs 

as ranchers can locate their cattle with the assistance of IoT 

based sensors.  
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VI. IOT BIOMETRICS DOMAIN 

IoT plays an important role in the biometrics security system 

such as a eye scanner system, fingerprint system, voice 

recognition system, etc. Presently, a biometric system is 

something that we always encounter in our everyday life. 

We every time either use a fingerprint sensor or an eye 

scanning system, depends on company to company.The 

conventional methods such as login and password for 

authentication on a smart node does not in fact compliment 

the IoT technology When objective is to achieve efficiency 

with IoT, conventional authentication methods become a 
bottleneck to it.  In this context, passwords can be forgotten, 

guessed or shared, compromising security and exposing the 

endpoint [5]. It can also compromise the security of other 

IoT devices if similar password is used. The combining 

password by an additional factor of authentication to 

achieve two factor authentication ameliorate security, but 

removes convenience and user experience as well.All these 

shortcomings of conventional authentication methods can be 

fixed by using biometrics for IoT endpoint authentication. 

Biometrics makes use of an individual’s physiological and 

behavioral characteristics like iris patterns, vein pattern, 
fingerprint patterns, to identify the user. Since these features 

are unique to an individual, they can be used as a secure 

procedure for authentication. 

VII. IOT IN FUTURE 

The 5G will enable connected cars to send and receive 

messages 10 times faster. According to a recent report, the 

global connected car market is expected to grow from 5.1 

Million units in 2015 to 37.7 million units by 2022. 
Adoption of telematics units and advances in tech with 

emphasis on driver and passenger experience along with 

safety and cyber security are ushering in a new era of 

growth for connected cars globally. India is expected to 

emerge as a huge market for such vehicles. Currently, less 

than 2 percent of all vehicles sold in the country have some 

form of connectivity embedded in them. But our experience 

with smartphones has shown that mass adoption of 

technology can happen fast provided we are comfortable 

with the price tag. 

A. Safe Driving 

With connected cars, insurance companies can offer 

incentives to drivers to drive well in return for lower 

premiums. This will make our roads safer and improve the 

driving experience. Drivers can also use this information to 

evaluate and improve their driving skills. In a country where 

we constantly complain about traffic jams, thanks to big 
data, your car will someday soon wake you up early to 

remind you that if you don’t reach office early, you will 

have to deal with more traffic. Big data will bring in more 

predictability in traffic management with data from each 

vehicle adding up. 

B. Predictive Maintenance 

Drivers and fleet managers will now get inputs on vital 

vehicle diagnostics data leading to detection of issues before 

they turn into a major problem. This will reduce vehicle 

breakdowns and ensure hassle free driving as well as 

improved mileage. Well maintained vehicles also minimize 

emissions. 

VIII. CONCLUSION 

The term Things on the Internet of Things refers to anything 

and each thing in daily life which is accessed or connected 

via the internet. The IoT technology is cultivate and 

demonstrating the features in different applications need the 

integration of the highest, most generalized layer of 

intelligence and user interface that ties together link into 

devices and web services using interoperable platforms that 

deliver the functionality needed by the end-users. It inhabits 
in the ways the IoT is used to leverage the insights from 

automate, digitize, digitalize, data, optimize and in more 

fully developed stages transform processes, business models 

and even industries in a scope of digital mutation. The IoT is 

an advanced automation and analytics system which deals 

with sensor, networking, and artificial intelligence, cloud 

messaging, to deliver complete systems for the product or 

services. The whole working process of IoT starts with the 

device themselves, like as digital watches, electronic 

appliances, smartphones, which securely communicate with 

the IoT platform. The platforms collect and analyze the data 
from all various devices and platforms and shifting the most 

valuable data with applications to devices. In the end, this 

paper will give a better understanding for the new 

researchers in this field of IoT application domains.  
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