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Abstract— In the business, sometimes sensitive data must be 

handed over to trusted third parties. So some companies 

distribute their data to trusted third parties. These companies 

(data distributor) found their some of the data in 

unauthorized place (e.g., on the Web or somebody’s laptop). 

The distributor understands that the leaked data came from 

one or more agents. Our goal is to detect which agent leaks 

that data and provide the security to that data. When the 
distributor’s sensitive data have been leaked by agents, and 

to identify the agent that leaked the data. We propose data 

allocation strategies (across the agents) that improve the 

probability of identifying leakages. These methods do not 

rely on alterations of the released data (e.g., watermarks). In 

some cases we can also inject “realistic but fake” data 

records to further improve our chances of detecting leakage 

and identifying the guilty party. The Main Aim of the 

system can be given as follows: Identify data leakages from 

distributed data using some data allocation strategies and 

find out the fake agent who leaks that data. Improve 
probability of finding out fake agent and provide the 

security to that data. 
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I. INTRODUCTION 

In the course of doing business, sometimes sensitive data 

must be handed over to supposedly trusted third parties. For 

example, a hospital may give patient records to researchers 

who will devise new treatments. Similarly, a company may 
have partnerships with other companies that require sharing 

customer data. Another enterprise may outsource its data 

processing, so data must be given to various other 

companies. Sensitive data of companies and organizations 

includes intellectual property (IP), financial information, 

patient information, personal credit-card data, and other 

information Depending on the business and the industry. 

Furthermore, in many cases, sensitive data is shared among 

various stakeholders such as employees working from 

outside the organizational premises (e.g., on laptops), 

business partners and customers. 
We call the owner of the data the distributor and 

the supposedly trusted third parties the agents. Our goal is to 

detect when the distributor’s sensitive Data have been 

leaked by agents, and if possible to identify the agent that 

leaked the data. It can also be defined as the accidental or 

unintentional distribution of private or sensitive data to 

unauthorized entity. In the business, sometimes sensitive 

data must be handed over to trusted third parties, so some 

companies distribute their data to trusted third parties. These 

companies (data distributer) found there some of the data in 

unauthorized place (e.g., on the web or somebody’s laptop). 

The distributor understands that the leaked data came from 
one or more agents. Our goal is to detect which agent leaks 

that data and provide the security to that data. 

When the distributor’s sensitive data have been 

leaked by agents, and to identify the agent that leaked the 

data. We propose data allocation strategies (across the 

agents) that improve the probability of identifying leakages. 

These methods do not rely on alterations of the released data 

(e.g., watermarks). In some cases we can also inject 

“realistic but fake” data records to further improve our 

chances of detecting leakage and identifying the guilty 

party. The Main Aim of the system can be given as follows: 

Identify data leakages from distributed data using some data 
allocation strategies and find out the fake agent who leak 

that data. Improve probability of finding out fake agent and 

provide the security to that data. 

II. LITERATURE SURVEY 

Literature survey is the most important step in software 

development process. Before developing the tool it is 

necessary to determine the time factor, economy and 
company strength. Once these things are satisfied, ten next 

steps are to determine which operating system and language 

can be used for developing the tool. Once the programmers 

start building the tool the programmers need lot of external 

support. This support can be obtained from senior 

programmers, from book or from websites. Before building 

the system the above consideration are taken into account 

for developing the proposed system. 

The guilt detection approach we present is related 

to the data provenance problem tracing the lineage of S 

objects implies essentially the detection of the guilty agents. 

And assume some prior knowledge on the way a data view 
is created out of data sources. Our problem formulation with 

objects and sets is more general As far as the data allocation 

strategies are concerned; our work is mostly relevant to 

watermarking that is used as a means of establishing original 

ownership of distributed objects.  Finally, there are also lots 

of other works on mechanisms that allow only authorized 

users to access sensitive data through access control 

policies. Such approaches prevent in some sense data 

leakage by sharing information only with trusted parties. 

However, these policies are restrictive and may make it 

impossible to satisfy agent’s requests. 
Data leakage/exhilaration detection has been active 

area of research in recent years and a number of approaches 

have been investigated within both enterprise and cloud 

systems. In this section, we survey existing data leakage 

detection.  

III. LIMITATIONS OF EXISTING SYSTEM 

Reference Limitations 

[1] 
The current technique used for    Data Leakage 

Detection is ”Watermarking” 

[2] A unique code is embedded in each copy. 

[3] 

It involves some modification of data that is 

making the data less sensitive by altering 
attributes of the data. 

[4] The second problem is that these watermarks 
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can be sometimes destroyed if the recipient is 

malicious. 

A. Proposed system 

The proposed system facilitates for the sensitive data to be 

handled by the distributors as well as the agents but it 

restricts unauthorized access of the data by any intruder. If 

there is an attempt of any kind manipulation of the data, the 

data would be replaced by the dummy data and the sensitive 

data would be hence protected 

B. Data Flow Diagram of our proposed System 

A data flow diagram (DFD) is a graphical representation of 

the "flow" of data through an information system, modeling 

its process aspects. A DFD is often used as a preliminary 

step to create an overview of the system without going into 

great detail, which can later be elaborated. 

 
Fig. 3.5.3: DFD Diagram 

C. Algorithm used for: 

In RSA cryptography, both the public and the private keys 

can encrypt a message; the opposite key from the one used 
to encrypt a message is used to decrypt it. This attribute is 

one reason why RSA has become the most widely used 

asymmetric algorithm: It provides a method to assure the 

confidentiality, integrity, authenticity, and non-repudiation 

of electronic communications and data storage. 

D. How does the RSA algorithm work? 

Alice generates her RSA keys by selecting two primes: p=11 

and q=13. The modulus is n=p×q=143. The tontine is n 

ϕ(n)=(p−1)x(q−1)=120. She chooses 7 for her RSA public 

key e and calculates her RSA private key using the 

Extended Euclidean algorithm, which gives her 103. 

Bob wants to send Alice an encrypted message, M, so he 

obtains her RSA public key (n, e) which, in this example, is 

(143, 7). His plaintext message is just the number 9 and is 

encrypted into cipher text, C, as follows: 

Me mod n = 97 mod 143 = 48 = C 

When Alice receives Bob's message, she decrypts it by 

using her RSA private key (d, n) as follows: 
Cd mod n = 48103 mod 143 = 9 = M 

To use RSA keys to digitally sign a message, Alice would 

need to create a hash -- a message digest of her message to 

Bob -- encrypt the hash value with her RSA private key, and 

add the key to the message. Bob can then verify that the 

message has been sent by Alice and has not been altered by 
decrypting the hash value with her public key. If this value 

matches the hash of the original message, then only Alice 

could have sent it -- authentication and non-repudiation -- 

and the message is exactly as she wrote it -- integrity. 

Alice could, of course, encrypt her message with 

Bob's RSA public key -- confidentiality -- before sending it 

to Bob. A digital certificate contains information that 

identifies the certificate's owner and also contains the 

owner's public key. Certificates are signed by the certificate 

authority that issues them, and they can simplify the process 

of obtaining public keys and verifying the owner. 

 

IV. CONCLUSION 

In a perfect world, there would be no need to hand over 

sensitive data to agents that may unknowingly or 

maliciously leak it. And even if we had to hand over 

sensitive data, in a perfect world, we could watermark each 

object so that we could trace its origins with absolute 

certainty. However, in many cases, we must indeed work 

with agents that may not be 100 percent trusted, and we may 

not be certain if a leaked object came from an agent or from 

some other source, since certain data cannot admit 

watermarks. 
In spite of these difficulties, we have shown that it 

is possible to assess the likelihood that an agent is 

responsible for a leak, based on the overlap of his data with 

the leaked data and the data of other agents, and based on 

the probability that objects can be “guessed” by other 

means. Our model is relatively simple, but we believe that it 

captures the essential trade-offs. The algorithms we have 

presented implement a variety of data distribution strategies 

that can improve the distributor’s chances of identifying a 

leaker. We have shown that distributing objects judiciously 
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can make a significant difference in identifying guilty 

agents, especially in cases where there is large overlap in the 

data that agents must receive. 
Our future work includes the investigation of agent 

guilt models that capture leakage scenarios that are not 

studied in this paper. For example, what is the appropriate 

model for cases where agents can collude and identify fake 

tuples? A preliminary discussion of such a model is 

available in [14]. Another open problem is the extension of 

our allocation strategies so that they can handle agent 

requests in an online fashion (the presented strategies 

assume that there is a fixed set of agents with requests 

known in advance). 
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