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Abstract— Each and every individuals has many bank 

accounts in different banks, people’s need to carry multiple 

ATM cards for transaction, there may be different PINs for 

each and every account. In traditional system, ATM 

customer recognition systems is only depends on bank 

cards, security pin number, and such identity verification 

methods which are used to measures are not perfect and 

functions are too single and at time there are incidents where 

we forget security PIN number, lose of cards, cards get 

stolen, PIN numbers get stolen. To overcome these situation 
in traditional ATM system, introducing a new ATM 

terminal customer recognition system, “One Touch 

Transaction for Multi-banking System Using Biometric and 

Unique-ID Identification”. Biometric based fingerprint 

authentication technique is one of the most secure systems, 

unauthorized accesses will be restricted, as this makes 

fingerprint a unique identification for everyone. Also this 

system assures a secure GSM (OTP-One time Password) 

based transaction. And also the proposed system has no risk 

overhead in managing multiple account transactions and 

achieves high security as compare to the traditional ATM 
system. 
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I. INTRODUCTION  

Today, ATMs and Credit cards are used for the purpose of 

money transactions which play a vital role in the nature of 

trade. The weaknesses of existing authentication scheme 
such as password and PIN number caused the leakage of 

information stored in ATM smartcard which lead to the lost 

of money in bank account and private information misuses. 

To overcome this shortcoming of piracy in money 

transactions, we propose the idea of using fingerprints of 

customers as password included with traditional PIN 

number. After authorized verification, the customer will be 

able to proceed for transaction else after three successive 

wrong attempts, the ATM card will be blocked for 24 hours 

and a message will be sent to the registered mobile number. 

Fingerprint biometric of every person is unique and 
unchangeable as well as one of the famous techniques for 

smart card security. 

Biometric technology is the most widely accepted 

and mature biometric method and is the easiest to deploy 

and for a higher level of security. Using biometric identifiers 

offers several advantages over traditional and current 

methods. It is simple to install and also it takes little time 

and effort to acquire one’s fingerprint with a fingerprint 

identification device.  

Thus, fingerprint recognition is considered among 

the least intrusive of all biometric verification techniques. 

Though fingerprint images are initially captured, the images 

are not stored anywhere in the system. Instead, the 

fingerprints are converted to templates from which the 

original fingerprints cannot be recreated; hence no misuse of 

system is possible. 

II. REVIEW OF LITERATURE 

In Literature Review, we studied about existing project 

related to this topic and try to understand about the existing 

system behavior. 

MohsinKarovaliya, SaifaliKaredia, SharadOza, 

Dr.D.R.Kalbande, [1] proposed “Enhanced Security for 

ATM machine with OTP and facial recognition features,” 

International Conference on Advanced Computing 

Technologies and Applications (I CATA- 2015). 

http://www.360biometrics.com/faq/fingerprint_sca

nners.phpL ast seen 02 Sept2017, [2] in this author proposed 

many of the optical scanner devices uses the Minutiae 
Algorithm because it gives high accuracy. 

https://www.bayometric.com/fingerprint-reader-

technology- comparison/ Last seen 02 Sept2017, [3] in 

author many of the optical scanner devices uses the 

Minutiae Algorithm because it gives high accuracy. 

Iwasokun Gabriel Babatunde, Munda Josiah Lange, 

Akinyokun Oluwole Charles, Dehinbo Johnson Olumuyiwa, 

[4] proposed “Experimental Study of Thumbprint-Based 

Authentication Framework for ATM Machines”, Science 

and Information Conference 2014 August 27-29, 2014 | 

London, UK. 

Shweta Singh, Akhilesh Singh, Rakesh Kumar, [5] 
proposed “A Constraint- based Biometric Scheme on ATM 

and Swiping Machine,” 2016 International Conference on 

Computational Techniques in Information and 

Communication Technologies (ICCTICT). 

Iwasokun Gabriel Babatunde, Munda Josiah Lange, 

Akinyokun Oluwole Charles, Dehinbo Johnson Olumuyiwa, 

[6] proposed “Experimental Study of Thumbprint-Based 

Authentication Framework for ATM Machines,” Science 

and Information Conference 2014 August 27-29, 2014 | 

London, UK. 

Yun Yang , JiaMi, “ATM terminal design is based 
on fingerprint recognition,” 978-1-4244-6349-7/10/$26.00 

©2010 IEEE,[7] In author proposed on cloud we can 

securely handle critical data by the use of biometric 

fingerprint this helps to use here cloud technology. 

III. OBJECTIVES OF STUDIES 

 To provide access to multiple accounts in a single touch 

with the high security based transactions. 

 To provides facilities like interbank transactions and 
also no need to maintain multiple cards and PINs. 

http://www.bayometric.com/fingerprint-reader-technology-
http://www.bayometric.com/fingerprint-reader-technology-
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IV. PROPOSED WORK 

The architecture of the proposed system depicted in Figure: 

1.The working of system starts with reading input from user 

as a fingerprint of user. It will be read by fingerprint 

scanner. The input will be verified from the data stored in 

the database and gets validated. 

The architecture of proposed system is divided into 

three different working modules,  

1) Working of Fingerprint Module  

2) Function of web Services  

3) Working of GSM module. 
The databases are stored on cloud. Web services 

give access to all the bank accounts of user. 

 
Fig. 1: Proposed Overview Diagram. 

A. Working of Fingerprint Module 

 
Fig. 2: Working of Fingerprint Module 

Fingerprint scanner reads the data through the optical 
scanner sensor and authenticates it with the enrolled data in 

the database on the cloud. If authentication is successful it 

provides a UID. Using UID fetches the detail information 

from the bank database. In author [7] on cloud we can 

securely handle critical data by the use of biometric 

fingerprint this helps to use here cloud technology. In author 

[1][2][3] many of the optical scanner devices uses the 

Minutiae Algorithm because it gives high accuracy. 

Fingerprint scanner used for scanning is optical 

scanner. It basically performs two tasks: 

 Takes the image of the fingerprint. 

 Determines whether the design of new fingerprint image 

matches the previously stored image. 

One of the key aspect or major factor which needs 

to consider, quality of the finger image. Factors affected to 

the quality of image are 

 Skin Conditions: - Dryness, Wetness, Dirtiness, 

Temporary or Permanent Cuts, Bruises, etc. 

 Sensor Conditions: - Dirtiness, Noise, Size and User co-
operation. 

Once the fingerprint is validated the system 

requests web services for the account details of the user. The 

details of all the bank accounts of user are displayed for the 

further transaction. 

The following table gives the detailed information 

of fingerprint Scanner devices [4] 

Fingerprints 

Devices 

Devices/Technology 

used 
Performance Cost 

Optical 

scanner 
Scanner High 

Less 

expensive 

Ultrasonic 

scanner 
Sensors Slow Expensive 

Capacitive 

scanner 
Capacitors 

Medium-

low 
Expensive 

Table 1: Fingerprint scanners 

B. Function of Web Services 

Web services play important role of carrying data between 

cloud and bank database & gives it to the machine that is 

used for establishing as an interface for the users. 

C. Working of GSM Module 

The account details of user are stored on cloud in centralized 

manner. The account details of all the bank accounts of 

account holder are displayed. User needs to select one of the 

bank accounts for the transaction. If user wants to transfer 

the money or debit the money from account he will get OTP 

on registered mobile number. The GSM module generates 

OTP for enforce authenticate [5][6] transaction from the 
bank side. 

V. CONCLUSION 

In the proposed card-less multi-banking Transaction ATM 

system, replaces the traditional ATM system. It has 

advantages such as saves manufacturing cost of cards and 

overcomes drawbacks of the traditional system like carrying 

multiple cards, losing of card, losing PINs, remembering 
multiple PINs, fraud calls related to ATM card, etc. and 

provides high security by using authentication like 

fingerprint and OTP system; therefore making it easy to use 

multiple bank account transaction in a single touch. 
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