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Abstract— Data mining is the way toward identifying 

patterns in big datasets. Data mining methods are vigorously 
utilized in logical research and additionally in business, 

generally to accumulate measurements and profitable data to 

upgrade client relations and marketing techniques. Data 

mining has likewise demonstrated a helpful apparatus in 

cyber security for finding vulnerabilities and social affair 

pointers for base lining. 
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I. INTRODUCTION 

The domain of cyber security is inherently a dynamically 

changing one. Newer attacks, such as multi-stage exploits 

and zero-day attacks, can be significantly more diverse than 

old attacks in terms of technical implementation as well as 

the underlying methods themselves in the ongoing wisdom 

race between attackers and defenders. 

As cyber-attacks have evolved and grown in 

sophistication, cyber-attack detection techniques have also 

become much more sophisticated, by monitoring an ever 

increasing amount of diverse heterogeneous security event 
sources. [1] presents an overview upon various techniques 

under different detection models, namely misuse detection 

and anomaly detection, respectively, and also introduces 

degree of attack guilt as a way of characterizing intrusion 

detection activities. 

Data mining is a procedure that includes analyzing 

information, anticipating future patterns, and making 

proactive, learning constructed decisions based with respect 

to vast datasets. 

While the term data mining is typically regarded as 

an equivalent word for Knowledge Discovery in Databases 

(KDD), it's in reality only one of the steps in this procedure. 
The primary objective of KDD is to acquire valuable and 

regularly often obscure data from vast arrangements of 

information. 

II. DATA DRIVEN FRAMEWORK OF CYBER DEFENCE 

The main idea of situational awareness in cyber domain is to 

analyze the surroundings in information infrastructure and to 

create certain events and visualizations for the purpose of 
efficient and fast decision-making. In simple words, cyber 

security situational awareness (CSAW) can be described as 

the situational awareness applied for cyber security in an 

information infrastructure. 

From a systemic data point of view, cyber security 

situational awareness is handling data, correlating events, 

transforming data, discovering patterns, and inferring 

contexts and evidences, as illustrated in Figure 1. Through 

applying appropriate mechanisms of assessment, evaluation, 

inference, and so forth, CSAW forms perception and 

understanding of the situation and changes. 

III. DATA MINING FOR MALWARE DETECTION 

Data mining is one of the four recognition strategies utilized 

today to recognize malware. The other three are examining, 

action observing, and integrity checking. 

When constructing a security application, designers 

utilize Data mining strategies to enhance the speed and 

nature of malware identification and additionally to expand 

the quantity of distinguished zero-day attacks. 

A. Malware detection strategies 

There are three strategies for detecting malware: 

 Anomaly detection 

 Misuse detection 

 Hybrid detection 

1) Anomaly Detection 

Anomaly detection includes displaying the ordinary conduct 
of a framework or system with the end goal to distinguish 

deviations from typical usage patterns. Anomaly-based 

strategies can distinguish even already obscure attacks and 

can be utilized for characterizing marks for misuse 

detectors. 

The principle issue with anomaly detection is that 

any deviation from the standard, regardless of whether it is a 

legitimate conduct, will be accounted for as an irregularity, 

therefore creating a high rate of false positives. 

2) Misuse Detection 

Misuse detection, otherwise called signature-based 

detection, distinguishes just known attacks dependent on 
models of their signatures. This strategy has a lower rate of 

false positives however can't recognize zero-day attacks. 

IV. PROCESS OF DATA MINING BASED CYBER-ATTACK 

DETECTION 

Cyber-attack detection based on data mining involves five 

general stages, as illustrated in Figure 4, that is, system 

monitoring and data capturing via various sensors, 
network/system/process logging and sniffing 

daemons/agents, and security devices, data pre-processing 

(e.g., cleansing, filtering, normalisation, etc.) at local data 

stores, event correlation and feature extraction (e.g., via big 

data processing, Hadoop Distributed File System (HDFS) 

and MapReduce), data mining (dimensionality reduction, 

classification, clustering) to detect misuse or anomaly, 

visualisations and interpretation of mining results. 
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Fig. 1: General stages in data mining based cyber-attack 

detection 

Data mining based detection, when properly 

configured, has the capacity to become central nervous 

system of network. Data mining based detection can provide 

some useful derived functions. 

In a very summative manner, these stages may be 

put into three tiers, namely, processing, analysis and 

visualisation, with processing covering the first two stages 

and analysis the middle two stages. 

A. Data Processing 

Data Processing is the first tier of data mining based cyber-

attack detection. The stage determines the format of the 

data. The format might be canonical or structured database. 

Data Sources: data mining based detection utilises data 

feeds from various devices which include not only 

networking devices but also security devices. Data 
acquisition is responsible for collecting security log from 

security devices. It is collecting security events from various 

security devices, such as firewalls, sniffing daemons/agents 

in IDS/IPS, logging daemons/agents in SIEM, website 

protection devices, anti-virus. In addition, data acquisition 

collects attacks information and sensitive information from 

the mirror traffic of the switch. 

Data store can be database and/or data warehouse 

systems. This layer is an interface to all data sources. It 

basically collects logs from various devices, normalizes the 

logs and stores in data stores. On all such data correlation 

rules are applied to get meaningful information. 
In a way, the data source determines the types of 

attacks that can be detected. The two general categories are 

host-based detection and network-based detection. 

Security monitoring is relatively a broader concept. 

The basic functions of security monitoring may include 

security data acquisition, security event correlation, security 

status overview, and security analysis, for instance, 

monitoring the network border real-time and making deep 

analysis; integrating various security events and correlating 

them; displaying the whole network security posture real-

time and forming several types of security analysis reports. 

B. Data Analysis 

This is heart of data mining based cyber-attack detection. 

The massive data collected by acquisition layer is for 

centralized storage and analysis in analysis tier, so as to 

extract the major information concerned. 

The collected data is analysed in this step to 

determine whether the data is anomalous or not.  

Here, it may involve feature selection and threat 

correlation. Feature selection generates from large dataset 
feature vectors. Threat correlation uses the artificial 

intelligence to sort through multiple logs and log entries to 

identify attackers. 

Then, various data mining techniques are used to 

retrieve data from database. Some transformation routine 

can be performed here to transform data into desired format. 

Then data is processed using various data mining 

algorithms.  

Major step of this stage is to classify data. So, data 

is organized in some pattern. The classification depends on 

the analysis schemata being used. 

C. Response 

Obviously after all, actions need to be taken in response to 

the detected attacks. Response can be set to be performed 

automatically. In case of manual analysis situations it can be 

done manually, which means the final ascertainment by 

human administrators for determination about cyber-attacks 
and mitigation and decision. 

Response also takes the form of refinement: This 

does tuning task based on previously detected attacks, and 

updating and re-training of classifiers based on newly 

detected cyber-attacks. It can reduce more false positive 

levels. It supports to have more security tools which ensure 

that the raised alert is valid or not. 

A more comprehensive approach for monitoring a 

myriad of diverse heterogeneous event sources for cyber-

attack detection can yield a better situational awareness of 

the threats in cyberspace, and thus improve detection 

accuracy and minimize false alarms by correlating security 
events among these diverse sources. 

D. Dimensionality Reduction 

Dimensionality reduction is the process of reducing the 

number of random variables under consideration. Two 

techniques for dimensionality reduction are feature 
extraction and feature selection. [7] presents a comparative 

numeric study on dimensionality reduction algorithms in 

conjunction with detection techniques under misuse and 

anomaly detection models. 

Feature extraction refers to the mapping of the 

original high-dimensional data onto a lower- dimensional 

space. Through feature extraction, all the original features 

are combined into a new reduced set of features. Examples 

of feature extraction algorithms are Principal Component 

Analysis (PCA) and Independent Component Analysis 

(ICA). 

Applying feature selection to a data set where its 
attributes can change rapidly and diversely might not be able 

to generate feature sets in close to real-time. 

Due to the inherently dynamic nature of cyber 

security, in terms of feature selection, yesterday’s selected 
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features from a static data set might not be relevant for 

tomorrow’s dynamically different data set. A new attack 

class can make different features important, and different 
feature sets may or may not be relevant even at the 

millisecond scale. Thus, it is important to rethink the 

relevancy of feature sets from data sets that are out of date, 

very static, or lack of diversity. 

E. Learning Modes 

A machine learning approach usually consists of two 
phases: training and testing. Often, the following steps are 

performed: 

1) Identify attributes (features) and classes from training 

data; 

2) Identify a subset of the attributes necessary for 

classification (i.e., dimensionality reduction); 

3) Train the model using training data; 

4) Apply the trained model to classify the test data. 

In the case of misuse detection, in the training 

phase each misuse class is learned by using appropriate 

samples from the training set. In the testing phase, new 
observed data is run through the model and is classified as to 

whether it belongs to one of the misuse classes. If the 

observed data does not belong to any of the misuse classes, 

it is classified as normal. 

In the case of anomaly detection, the normal traffic 

pattern is defined in the training phase. In the testing phase, 

the learned model is applied to new observed data. If the 

observed data belong to any of the profile classes, it is 

classified as normal, which means things look as expected. 

Otherwise, if the observed data does not belong to any of the 

profile classes, it is classified as anomalous, which means 

that something unexpected appears. 
There are three main types of machine 

learning/data mining approaches: unsupervised, semi- 

supervised, and supervised. In unsupervised learning 

problems, the main task is to find patterns, structures, or 

knowledge in unlabelled data. When a portion of the data is 

labelled during acquisition of the data or by human experts, 

the problem is called semi-supervised learning. The addition 

of the labelled data greatly helps to solve the problem. If the 

data are completely labelled, the problem is called 

supervised learning and generally the task is to find a 

function or model that explains the data. The approaches 
such as curve fitting or machine-learning methods are used 

to model the data to the underlying problem. The label is 

generally the variable which experts assume has relation to 

the collected data. 

V. DATA MINING BASED DETECTION ARCHITECTURE 

Misuse detection and anomaly detection themselves are 

about the how attacks can be perceived from different 

perspectives, but not about when the detection is being 
executed and what specific algorithms are used for 

calculating the detection. As such data mining can literally 

be applied in either misuse detection or anomaly detection, 

e.g., data mining may be run on audit data off-line to find 

patterns for misuse detection. As for anomaly detection, 

since its aim is to detect unknown attacks, data mining 

seems to just fit the purpose, though what is actually 

executed in anomaly detection is to first form the normal 

baselines, i.e., the profiles. 

A clearer view may be to look at when detection is 
being executed, i.e., off-line versus run-time on-line. In an 

on-line detection system, suppose there is already a 

signature base with which any known attacks can be 

detected, then what remains to be done is that, based on the 

stream data captured from the computer system, the 

detection system should work to spot whether there is 

presence of unknown attacks. Once any unknown attack has 

been spotted and ascertained, then it can be added into the 

signature base for future use. This actually shows how the 

two loops of detection intertwine with one another in an on-

going basis. 

In practice, to be a holistic solution of cyber-attack 
detection, it is necessary to handle seamlessly both known 

attack patterns and unknown attacks as well. Therefore, both 

supervised machine learning and data maiming, namely 

misuse detection and anomaly detection need to be 

integrated. In a way, misuse detection works in a reflexive 

loop based on pattern matching using the attack's signature 

base, while data mining based cyber-attack detection works 

in a deliberate loop. 

 In the off-line detection, audit data is used to train 

the attack database and also to establish profiles. In the on-

line detection phase: 
1) Features after the pre-processing are inputted as test 

data to the trained classifier which classifies the features 

in active database to detect known attacks. 

2) Once an unknown attack is detected by the on-line 

machine learning algorithm along with the event 

correlation, and further confirmed by the administrator, 

the features associated with to the new attack are 

updated to the attack database and used to re-train the 

classifier. 

3) In practice, logs are distributed across the information 

infrastructure. There is a need for a distributed file 

structure that maintains the various distributed local 
logs and manages them as an integrated file system. 

Such a distributed file structure handles all the logs sent 

from the local log stores. 

The alarm manager is prepared to prompt the 

administrator when an attack is detected by the on-line 

machine learning. If an alarm is prompted, the alarm 

manager asks for a response of confirmation. There are three 

types for confirming: an attack, a false alarm or an unclear 

event. The alarm manager will record the response to a 

database and invoke the machine learning mechanism to 

learn about the response. 
It goes without saying, there needs to be an 

interface that provides the administrator with control on the 

data mining based detection system. 

VI. CONCLUSION 

Data mining has extraordinary potential as a malware 

detection tool. It enables to dissect large amount of data and 

concentrate new learning from it. 

There is no doubt that cyber-attack detection is big 
data processing and analytics problem [28]. Data driven 

framework makes a systematic approach to addressing 
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cyber-attack detection issues. In the latitudinal perspective, 

big data provides opportunities of utilising data sources of 

heterogeneous types and formats. In terms of depth of 
intelligence, that is what data mining is expected of. 

As an area in itself, data mining has a fairly 

established set of models and techniques. However, facing 

advanced cyber-attack problems, one of the technical 

challenges lying ahead is how the models of supervised and 

unsupervised learning, the models of cyber-attack detection, 

and the off- line and on-line system modes should be 

interwoven all together into an organic robust cyber-attack 

detection system. 
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