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Abstract— Software Defined Networking (SDN) is a new 

approach for the design and management of computer 
networks. The main concept behind SDN is the separation 

of the network’s control and forwarding planes with the 

control plane moved to the centralized controller. In SDN 

networks with the centralized controller structure DDoS 

attacks can easily exhaust the computing and 

communication resources, thus, breaks down the network 

within a short time. Since SDN networks are used mainly in 

large data centres with many switches, it is critical to also 

find the targeted parts of the network through the detection 

process. This will reduce the time required to carry out a 

mitigation measure. Controllers are usually designed with 

backups and also are very powerful devices with huge 
amounts of memory but the resources in the switches are 

much more limited. This makes the switches to be more 

susceptible against these types of attacks and hence it is very 

important to have quick provisional methods in place to 

prevent the switches from breaking down as soon as the first 

signs of an attack are detected. It is also very important to 

design the detection method as lightweight as possible to 

prevent putting any extra load on the controller. 
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I.  INTRODUCTION 

With the  continuous  development  of  network  technology,  

the  ceaseless  expansion  of  network  bus ness  needs,  and  

rap d  growth  of  the   Internet  economy   in  the   Internet  

age,  the  services  of  network  with   Important  bus ness  

and   Industry   Information  have  been  spread  to  the  

product on  and  life  of  current  society.  The  emergence  

of  DDoS  attacks  can  lead  to  abnormal ties   in  the  

related  network  services,  causing  huge  economic  losses  
and  even  causing  other  catastrophic  consequences.  

DDoS attacks are one of the serious network security threats 

facing the Internet.  it is  a  key  research  topic   in  the  

security  field  to  detect  DDoS  attacks  accurately  and 

quickly.  SDN   is  an  emerging  network   Innovation   

architecture  that  separates  the  network  data  plane  and  

the  control  plane  which  has  the  characteristics  of  

network  programmable,  central zed  management  control,  

and Interface  opening. 

Network  attackers  attack  network  bandwidth,  

system  resources,  and  application  resources,  to  ach eve  
the  effect  of  den al  of  service  attacks.  DDoS  attacks  

show  the  Increasing  scale  of  attack;  the  attack  mode   s  

more  Intelligent.  The  difficulties  of  DDoS  attack  detect 

on  are  as  follows:  the  attack  traffic  characteristics  not  

being  easy  to   identify;  the lack of  collaboration  between  

the  coherent  network  nodes;  the change  of  the attack  

tool  being  strengthened,  with  the  threshold  of   its use 

decreasing;  the  widely  used  address  fraud  making it 

difficult  to  trace  the  source  of  the  attack;  the  duration  t 

me  of  attack  being  short  and  response  it me  being  l m 

ted. 
Distributed  den al-of-service  (DDoS)  attacks  

have  been  a  real  threat  for  network,  digital,  and  cyber   

infrastructure  .These  attacks  are  capable  to  cause  

massive  disrupt on   in  any   Information  communication  

technology  (ICT) Infrastructure  There  could  be  numerous  

reasons  for  launching  DDoS  attacks.  These Include 

financial gains, political gains, mand disrupt on. DDoS  

attacks  can  paralyze  networks  and  services  by  

overwhelming  servers,  network  links,  and  network  

devices  (routers,  switches,  etc.)  with   illegitimate  traffic.  

They can either cause degradation  of  service or  a  

complete  denial  of  service  resulting   in  huge  losses.   
increasing reliance  on   Internet  and  data  centers  has  

aggravated  this problem.  The  growing  dependence  of  

critical  Infrastructure  of  a  country   In   ICT  have  given  

rise  to  the  need  of  efficient  solutions  for  protect on  

against  DDoS  attacks  For   Instance,  data  centers  

running  critical  services,  such  as  smart  grid,  need  to  be  

protected   in  order  to  continue  to  provide  highly  

reliable  services. 

With  recent  advancements in software-defined  

networking (SDN) and its  rapid  and wide-scale  acceptance  

in  the  network  community,  many  researchers  have  been  
actively   Involved   in  developing  SDN-based  network  

security  solutions.  SDN-based  solutions  have  attracted  

more  attention  since  the r  adopt on  in  large-scale  wide  

area  networks  .The  technology  enables  developers  to  

directly  program,  control,  and  manage  network  

resources  centrally  through  the  SDN  controller.   

SDN  offers  novel  ways  to  solve  long  standing  

networking  problems,  such  as  routing  pol cy-based  

network  configurations,  and  security  as  discussed   n  

Sect.  3  While  security  of  SDN-based  networks  has  

been  a  point  of  debate  and  much  literature   is  available  
discussing  the  security  of  SDN   infrastructure   itself  

This  paper,  however,  takes  the  positive  viewpoint  on  

SDN-based  security  and  presents  a  survey  of  SDN-

based  DDoS  attack  detect on  and  mitigation  

mechanisms. Method: 

 
Fig. 1.1: SDN architecture [1] 
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The aim of SDN is to provide an open interface 

that enables the development of software that can control the 

connectivity between the set of network resources and flow 
of network traffic with them, along with the possible look-

over modification of traffic that also performed in network. 

This functions may use into random network services. 

The first layer is application layer within northbound 

interface, this application is controlled by the Data-

controller comprises network elements, which defines their 

uses toward the control plane via interfaces southbound 

from the controller. The SDN applications exist in the 

application plane and communicate their network 

requirements toward the controller plane via northbound 

interfaces, often called NBIs. In the middle, the SDN 

controller translates the applications requirements and sends 
low-level control over the network elements, while 

providing equivalent information up to the SDN applications 

[1]. 

Application Sflow-RT is used in application layer 

for continuously deliver metrics to time series databases, 

send 

 
Fig. 1.2: Proposed system architecture 

data to the  tools and export flow data while running.  

 
Fig. 1.3: Floodlight dashboard 

 

 

 
Fig. 1.4: Sflow-rt dashboard 

 
Fig. 1.5: DFD 

Once the VM starts with the sflow-rt the 

connectivity between the different networks take place with 

the mininet.  
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Fig. 1.6: Floodlight Start 

Normalflow.py script is used to push the devices in 

the network with that system topology get created. With that 

communication between the devises get start with the IP 

allocation and end to end user (Host to end user).  

 
Fig. 1.7: Mininet Topology 

 
Fig. 1.8: Topology Setup 

This traffic is monitored by the controller in 

application layer where pooling take place. 

 
Fig. 1.9: Mapping Switches 

SDN based pooling resource is used to provide 

transparent multi path communication between the devises. 

For analysing the abnormal traffic input from the sflow-rt is 

used which is then transferred towards the mitigating unit. 

DDos mitigation is used for the resisting the impact of DDos 

attacks on the network with respect to the internet by 

protecting the target and relay network. Pymit.py file is used 
to push switches into network. Once the attack is performed 

over the network, ClearFlow command is used to update the 

network situation. This updated network is monitored by the 

application sflow-rt in which traffic is monitored. 

 
Fig. 1.10: Sflow-rt 

II. RESULT 

 
Fig. 2.1: Flow-graph 

It’s a virtual network created in mininet, it used to run real 

kernel, switch and application code on the VM in few 

second.  

 
Fig. 2.2: Flow from different hosts to victim 

sFLOW-RT is a web interface used for mapping traffic 

within the network. It provides a basic charting capabilities.  
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Fig. 2.3: Proof of concept 

III. FUTURE SCOPE 

The mitigation process in the current implementation is 

script based which are analyzed by the application layer. 

The future scope of this implementation is to automate the 

process of scripting the mitigation process automatically as 

per the intensity of the attack. It can be done through setting 

the packet threshold for specific frequency of the traffic 
being parsed through the network. 

IV. CONCLUSION 

This paper reports our on-going work on developing 

detection and mitigation method for Ddos attack using SDN. 

We also describe basic work of SDN with respect to the 

controller. This method is used to detect the malicious data 

into in network and map that data using traffic analysis. 
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