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Abstract— Election is a very important event in a modern 

democracy but large sections of society around the world do 
not trust their election system which is major concern for the 

democracy. Even the world largest democracies like India, 

United States, and Japan still suffer from a flawed electoral 

system. Vote rigging, hacking of the EVM (Electronic 

voting machine), election manipulation, and polling booth 

capturing are the major issues in the current voting system. 

In this Project, we are investigating the problems in the 

election voting systems and trying to propose the E-voting 

model which can resolve these issues. Also this article 

aiming to evaluate the application of block chain as service 

to implement distributed electronic voting systems. The 

popular block chain frameworks that offer block chain as a 
service and associated electronic E-voting system which is 

based on block chain that addresses all limitations 

respectively, it also preserve participant as anonymity while 

still being open to public inspection. 
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I. INTRODUCTION 

Block chain being relatively a new technology, a 

representative sample of research is presented, spanning 

over the last ten years, starting from the early work in this 

field. Different types of usage of block chain and other 

digital ledger techniques, their challenges, applications, 

security and privacy issues were investigated. Some countries 

have already taken the initiative to improve their voting 

system by using block chain technology and decentralized 

peer to peer network accompanied by a public ledger. 

(Nakamoto, et al, 2008). Sierra Leone became the first 

country in the world to use block chain Technology to verify 

votes in an election in March, 2018. The inability to change 
or delete information from blocks makes the block chain the 

best technology for voting systems. Block chain technology 

is supported by a distributed network consisting of a large 

number of interconnected nodes. Each of these nodes has their 

own copy of the distributed ledger (information) that contains 

the full history of all transactions the network has processed. 

There is no single authority    that controls the network. If the 

majority of the nodes agree, they accept a transaction. This 

network allows users to remain anonymous. A basic analysis 

of the block chain technology (including smart contracts) 

suggests that it is a suitable basis for e-voting and moreover, 
it could have the potential to make e-voting more acceptable 

and reliable. Modern democracies are built up on voting 

system, whether traditional ballot based or electronic voting 

(e-voting). In recent years voter apathy (lack of interest) has 

been increasing, especially among the younger 

computer/techno savvy generation. E- Voting is pushed as a 

potential solution to attract young voters. For a robust e-

voting scheme, a number of functional and security 

requirements are specified including transparency, accuracy, 

audit ability, system and data integrity, secrecy/privacy, 

availability, and distribution of authority. Existing works 

explore how block chain can be used to improve the e-

voting schemes or provide some strong guarantees of the 
above listed requirements. However, these papers do not 

discuss the implementation challenges and limitations of the 

block chain (and smart contract) technologies at their 

current state to fully support a large scale voting scheme. In 

this paper we explore both the possibilities of an e-voting 

scheme, along with the challenges and limitation of the 

block chain technology in the e-voting context. Recent 

major technical challenges regarding e-voting systems 

include, but not limited to secure digital identity 

management. Any potential voter should have been enrolled 

to the voting system prior to the elections. Their information 

should be in a digitally process able format. Besides, their 
identity information should be kept private in any involving 

database. Traditional E- voting system may face following 

problems: Anonymous vote-casting: Each vote may or may 

not contain any choice per candidate, should be anonymous 

to everyone including the system administrators, after the vote 

is submitted through the system. High initial setup costs: 

Though sustaining and maintaining online voting systems is 

much cheaper than traditional elections, initial deployments 

might be expensive, especially for businesses. Increasing 

security problems: Cyber-attacks pose a great threat to the 

public polls. No one would accept the responsibility if any 
hacking attempt succeeds during an election. The DDoS 

attacks are well known and mostly not the case in the 

elections. The voter integrity commission of the United States 

gave a testimony about the state of the elections in the US 

recently. Accordingly; Ronald Rivest stated that hackers 

have myriad ways of attacking voting machines. As an 

example; bar codes on ballots and smart phones in voting 

locations can be used in the hacking process. Apple stated 

that we must not ignore the fact that computers are hack able, 

and the evidences can easily be deleted. Double-voting or 

voters from the other regions are also some common problem. 

II. LITERATURE SURVEY 

A. Design of a Public Key Infrastructure-Based Single 
Ballot E-Voting System 

This e-voting system is more desirable because of it is 

convenient to distribute the supporting tools and the ease of 

data collection. However, several important factors that must 
be considered in e-voting are anonymity and verifiability. 

Both factors will be re- fined and combined in the proposed 

system. The voter will always not be seen directly in his / her 

identity and may also verify the result of his choice at every 

stage of e-voting. This paper proposes the design of such 

system based on public key infrastructure and hash function. 

In addition, this paper will also present key management on 

the e-voting system. Electronic voting or commonly 

abbreviated e-voting is a method of voting by using 

electronic media or electronic devices. The Council of 

Europe (COE) defines as an electronic voting device, which 

has the ability to speed up data tabulation, reduce election 
costs and contribute to prevent unauthorized voters E-voting 
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is also a multidisciplinary subject of science studied along 

with experts from various fields such as software 

engineering, cryptography, politics, law, economics and 
social sciences. While many collaborate on this subject, e-

voting is a very challenging topic for the world of 

cryptography. The challenge here is the need to achieve 

anonymity of voters, in other words to remove voter identity 

from voting ballots that have been selected to safeguard the 

privacy of voters and also to ensure that the e-voting process 

has proceeded correctly without infringement and ensuring 

that only legitimate eligible voters counted[1]. 

B. Blockchain-Based E-Voting System 

Building an electronic voting system that satisfies the legal 

requirements of legislators has been a challenge for a long 

time. Distributed ledger technologies is an exciting 

technological advancement in the information technology 

world. Block chain technologies offer an infinite range of 

applications benefiting from sharing economies. This paper 

aims to evaluate the application of block chain as service to 

implement distributed electronic voting systems. The paper 
elicitates the requirements of building electronic voting 

systems and identifies the legal and technological limitations 

of using block chain as a service for realizing such systems. 

The paper starts by evaluating some of the popular block 

chain frameworks that offer block chain as a service. We 

then propose a novel electronic voting system based on 

block chain that addresses all limitations we discovered. 

More generally this paper evaluates the potential of distributed 

ledger technologies through the description of a case study, 

namely the process of an election and implementing a block 

chain based application which improves the security and 

decreases the cost of hosting a nationwide election. In every 
democracy, the security of an election is a matter of national 

security. The computer security field has for a decade studied 

the possibilities of electronic voting systems, with the goal of 

minimizing the cost of having a national election, while 

fulfilling and increasing the security conditions of an 

election. From the dawn of democratically electing 

candidates, the voting system has been based on pen and 

paper. Replacing the traditional pen and paper scheme with 

a new election system is critical to limit fraud and having 

the voting process traceable and verifiable. Electronic voting 

machines have been viewed as flawed, by the security 
community, primarily based on physical security concerns. 

Anyone with physical access to such machine can sabotage 

the machine, thereby affecting all votes cast on the 

aforementioned machine [2]. 

C. RSA Implementation for Data Transmission Security in 
BEM Chairman E-Voting Android Based Application 

Voting is a process that should be do in terms of leadership. 

In case, voting still use conventional methods which are less 

effective in terms of cost, governance, and working time. The 

possibility of calculation errors and fraud in the calculation 

process can also occur. STMIK Atma Luhur still using the 

conventional voting method in the election of the chairman of 

BEM. With the development of today âs technology, we can 

make electronic voting system based on Android to solve 

the problems of conventional voting. E-voting security 

becomes fundamental things that must be considered. RSA 

cryptographic methods can be a solution to ensure the 

security. RSA choses because it has the advantage of 

difficulty level in factoring numbers into prime numbers. 
More difficult factoring the numbers, it will be more difficult 

to break the encryption. Another advantage is the form of 

higher security than symmetric algorithm. This algorithm is 

also resistant to various forms of attack, such as brute force. 

The security testing are using Wireshark and Eclipse Log Cat. 

The result is the establishment of an e-voting system based 

on Android that is safe and confidential, so the students can do 

the voting quickly, whenever and wherever. Voting is making 

decision process in terms of leadership. STMIK Atma Luhur 

today still using conventional election methods that less 

effective in terms of cost, governance, time, and security. 

Conventional election method make possible the calculation 
error and fraud in the calculation process. Today, 

technology has been growing rapidly, and Android phone 

usage is also increasing. With these condition, it can be 

proposed election of BEM chairman using Android mobile 

phone. There are many benefit of using mobile e-voting like 

computerized voting counting process so that becomes faster, 

more precise, and more accurate. The cost of implementing 

voting can also be reduced. Users are also able to vote 

anywhere and anytime with their own Android phone. The 

possibility of fraud and error calculation can also be 

avoided. Security of e-voting become the fundamental 
things that must be considered. There are four things that 

must be considered, namely accurate, democracy, privacy, 

and verifiability. To fulfill these security aspect, 

cryptographic methods are needed to keep safe the security 

of that information. There are several methods of 

cryptography, one of which is RSA (Rivest- Shamir 

Adleman). This algorithm is an asymmetric cryptographic 

algorithms that perform with different encryption and 

decryption keys. This algorithm chosen because it has the 

form of a higher security than symmetric algorithms. In 

addition, this method is used for applications requiring fast 

digital data. This algorithm is also resistant to various forms 
of attack, especially brute force. Other advantages are the 

degree of difficulty in factoring numbers into primes. The 

purpose of this study is to make mobile e-voting system 

based on Android with RSA algorithm method in data[3]. 

D. The Electronic Voting in the Presence of Rational 
Voters 

The most distinct character of electronic voting is that voters 

need not to vote at a certain ballot box. With the 

development of Internet, electronic voting is becoming an 

important field in electronic commerce. The basic security 

requirements for electronic voting are anonymity of the 

voters, privacy and fairness of the votes. In fact, electronic 

voting can be regarded as a multi-party computation, where 

distributed parties wish to securely compute the votes in 

electronic voting systems. In this paper, we redefined the 

types of parties in electronic voting by using definitions in 

rational multi-party computation. More specifically, voters 
are regarded as rational other than honest or malicious, 

where voting is considered as a social choice. Rational 

voters care about their utilities when they decide to vote. We 

first present a Rational Secret Sharing Scheme (RSSS) and 

then construct an electronic voting protocol based on this 
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RSSS. The basic requirements for electronic voting are 

anonymity, privacy and fairness. Benaloh and Iverson put 

forward an electronic voting by utilizing high residual 
encryption technology. However their scheme does not fit 

for large group voting. Chaum and Ohta present an 

electronic voting which is adapted to large group. Their 

schemes guarantee anonymity but not including privacy and 

fairness. When voters detected that his votes were not 

counted, they must public these votes by tally mechanism, 

which may disclose their votes. Furthermore, managers may 

learn some mediate results, which may also some 

information influencing the final results. Therefore fairness 

is broken. Asano propose a scheme achieving fairness. 

However this scheme is still not secure with respect to 

corrupted manager. The consequent scheme solve the 
problem of privacy but fairness cannot be guaranteed. 

Fujioka put forward a realistic electronic voting scheme 

which is fit for large group by bit commitment and blind 

signature. This scheme can both guarantee privacy and 

fairness. Meanwhile it can solve the problem of anonymity 

[4]. 

E. Biometrically Secured Electronic Voting Machine 

Voting is one of the fundamental rights of every citizen of a 

democratic country. By utilizing the right of the voting, 

people elect their most suitable leader who will lead them. 

In this modern era where technology is being used in every 

aspect of life, election is a place to apply the best 

technology. In this project, we have developed a system 

which will be suitable for elections in countries like 

Bangladesh. The usual system for voting in Bangladesh is 

ballot paper-based voting system, where voting is 

sometimes unfair. In this proposed system we have used 
Arduino and Finger Print Scanner that can identify each 

voter, count votes and can prevent fake votes. The proposed 

system is more digital, technology-based and secured 

system. In a voting system the random citizens elect a 

candidate by law who represents them and works for them 

for their welfare. If a wrong candidate is selected, it brings a 

disasterto the nation. In developing countries like 

Bangladesh, the random way of election is ballot paper 

based system which is very much time consuming and 

sometimes very much unsafe. By this system there is always 

some risk to elect the wrong candidate. Although 
Bangladesh is going to introduce EVM in next 

parliamentary election but this system also lacks from 

security. Considering these problems, in this project, a new 

system of voting is proposed based on Electronic Voting 

Machine (EVM).The additional feature of this system is 

biometric security which will be realized by the fingerprints 

of the voters. In voting systems, the system should be easy 

to authenticate and verify, it also should have high accuracy 

rate and reliability. The system also has to be cost effective 

and unique.an advanced voting system is introduced where 

adhar card was used but the system is complicated and the 

system is online. There are always some risks in online 
system. In this literature, the proposed system will identify 

each voter by their fingerprint with help of Fingerprint 

Scanner (FPS). It is able to detect if someone is a registered 

voter or not and it will deny if someone tries to cast a second 

vote [5]. 

III. PROPOSED SYSTEM 

The first transaction added to the block will be a special 

transaction that represents the candidate. When this 

transaction is created it will include the candidate’s name 

and will serve as the foundation block, with every vote for 

that specific candidate placed on top of it. Unlike the other 

transactions, the foundation will not count as a vote, and it 

will only contain the name of the candidate. Our e-Voting 

system will allow a protest vote, where the voter may return 

a blank vote to refusal of the current political System and/or 

election. Demonstrate dissatisfaction with all candidates. 

 
Fig. 1: System Architecture 

Every time a person votes the transaction gets will be 

recorded and the block chain will be updated. To ensure that 
the system is secure, the block will contain the previous 

voter’s information. If any of the blocks were compromised, 

then it would be easy to find out since all blocks are 

connected to each other. The block chain is decentralized and 

cannot be corrupted; no single point of failure exists. The 

block chain is where the actual voting takes place. The user’s 

vote gets sent to one of the nodes on the system, and the 

node then adds the vote to the block chain. The voting 

system will have a node in each district to ensure the system 

is decentralized. As per the above structure the working of 

e-voting system using block chain is: 

A. Requesting to Vote 

The user will have to log in to the voting system using his 

credentials in this case, the e-voting system will use his 

Social Security Number, his address, and the voting 

confirmation number provided to registered voters by the 

local authorities. The system will check all information 
entered and, if matched with a valid voter, the user will be 

authorized to cast a vote. Our e-Voting system will not 

allow participants to generate their own identities and 

register to vote. Systems that allow identities to be 

arbitrarily generated are usually vulnerable to the Sybil 

attack where attackers claim a large number of fake identities 

and stuff the ballot box with illegitimate votes. 

B. Casting a Vote 

Voters will have to choose to either vote for one of the 

candidates or cast a protest vote. Casting the vote will be 

done through a friendly user interface. For each voter a 

token is generated known as Ethereum, with initial Boolean 

value one, once a vote is casted it becomes 0. A voter can 

cast a vote if and only if Ethereum value is 1.In this way 

revoting problem is resolved. 



E-Voting System using Block-Chain Technology 

 (IJSRD/Vol. 7/Issue 12/2020/217) 

 

 All rights reserved by www.ijsrd.com 843 

C. Encrypting Votes 

After the user casts his vote, the system will generate an 

input that contains the voter identification number followed 

by the complete name of the voter as well as the hash of the 

previous vote. This way each input will be unique and 

ensure that the encrypted output will be unique as well. The 

encrypted information will be recorded in the block header 

of each vote cast. The information related to each vote will 

be encrypted using SHA one-way hash function that has no 
known reverse to it. The only theoretically possible way to 

reverse the hash would be to guess the seed data and the 

encryption method and then hash it to see if the results 

match. This way of hashing votes makes it nearly 

impossible to reverse engineer, therefore there would be no 

way voters’ information could be retrieved. 

 
Fig. 2: Block Diagram 

Encrypted information will be recorded in the 

block header of each vote cast. The information related to 

each vote will be encrypted using SHA one-way hash 

function that has no known reverse to it. The only 
theoretically possible way to reverse the hash would be to 

guess the seed data and the encryption method and then hash 

it to see if the results match. This way of hashing votes 

makes it nearly impossible to reverse engineer, therefore 

there would be no way voters’ information could be 

retrieved. 

Add the vote to the Block chain: After a block is 

created, and depending on the candidate selected, the 

information is recorded in the corresponding block chain. 

Each block gets linked to the previously cast vote. 

D. Opportunities and Benefits of Block chain in E-voting 
(BEV) 

To address voter tampering, block chains generate 

cryptographically secure voting records. Votes are recorded 

accurately, permanently, securely, and transparently. So, no 

one can modify or manipulate votes. Furthermore, block 

chains preserve participant as anonymity while still being 

open to public inspection. Although nothing is totally secure, 
tampering is nearly impossible with block chain. 

BEV might promote more voter participation. For 

instance, corporate annual general meetings can be costly 

events with low shareholder participation. With increasing 

cross border investments, companies face pressure to 

increase in investor engagement. BEV is a flexible solution 

that enables secure, cost-effective voting to facilitate 

shareholder participation and voting from a distance. Also, 

improved identity verification can help increase access and 

participation. For example, according to a federal court in 

Texas, 608,470 registered voters lacked verification 
identification. Approximately 11 percent of US citizens lack 

government-issued photo identification cards. BEV can 

improve this situation. For instance, Vote accepts 10 

different official documents including driver as licenses, 
state IDs, and passports to verify voter identity. 

Governments and other stakeholders will need to 

address several major challenges before block chain’s see 

widespread use for e-voting. Although block chains are 

good at providing security and accuracy, public confidence 

and trust are necessary ingredients for BEV’s success. Block 

chain’s complexity might hinder mainstream public 

acceptability of BEV. Broadband access and digital user 

skills are also concerns. 

Traditional voting emphasizes the authority of the 

state. BEV emphasizes voter transparency. The BEV 

process is transparent, decentralized, and bottom-up. BEV 
might not perform well in a society whose culture and 

values exhibit low compatibility with these values. Also, 

block chains require much energy to perform authentication 

and validation, and they’re slow. So, using them for national 

e-voting might not be practical yet. Finally, BEV will shift 

power away from central actors such as electoral authorities 

and government agencies. Thus, the technology is likely to 

face resistance from political leaders who benefit from the 

status. 

IV. CONCLUSION 

The transparency of the block-chain enables more auditing 

and understanding of elections. These attributes are some of 

the requirements of a voting system. These characteristics 

come from decentralized network, and can bring more 

democratic processes to elections, especially to direct 

election systems. For e-voting to become more open, 

transparent and independently audit able, a potential 

solution would be base it on block-chain technology. In this 

project explores the potential of the block-chain technology 
and its usefulness in the e-voting scheme. The block-chain 

will be publicly verifiable and distributed in a way that no 

one will be able to corrupt it. 
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