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Abstract— The project aim is to monitor the exam using LAN 

by implementing such a software which enables the admin to 

receive alert as pop up message if client is performing any 

practical exam and tries to access any website on google 

chrome. The admin is able to carry out operations which are 

capable to monitor whole of the network, sitting on one chair 

by viewing remote desk, passing messages to remote system 

and is also able to shut down the system by performing 

remote aborting operations .This project is to provide the 

maximum details about the activities of the users to the 

administrator on his/her screen. The administrator can view 

the static image of client’s desktop and then he/she could send 

warning messages to the user to stop that operation 

immediately. Even then if client do not Stops, then 

administrator has the facility to abort the system remotely or 

restart the system whenever necessary top passing messages 

to remote system and is also able to shut down the system by 

performing remote aborting operations. 
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I. INTRODUCTION 

In the present generation systems, there is a need for the 

administrator to go round the examination laboratory to 

monitor the students activities.The admin has to go around 

the network to terminate any system that is left unterminated. 

The administrator must take all the trouble of going to a 

particular system to access a file that is needed by him. The 

processes that are running in a particular system can be 

viewed only in that system itself by using the present 

generation software. To convey a message to the network 

user the admin must go to the user if he is within the network. 

Or can write a message from the Server machine through 

various chat messengers.  

 Exam monitoring system is developed for server and 

clients. This system consists of admin and users. 1. Users: 

These types of users can be client. They can send the request 

to the server. 2. Admin: Admin is the server who can monitor 

complete exam system. They can receive pop-up alerts if any 

user violates the examination rules by performing activities 

such as accessing the web while ongoing a practical exam. 

They can broadcast message to the client and access the 

system of client. This system offers the following 

functionalities: 1. Client list- Admin can get list of clients 

logged in at any time. Can keep track of status of every client 

at any time. 2. View Screen: Admin can view screen of 

particular client connected in LAN. 3. Process list- Admin 

can obtain the list of processes running in machine. 4. Create 

process- Admin can start processes on client machine. 5. Kill 

processes- Admin can kill the unwanted processes. 6. 

Broadcast messages: Admin  has the authority to broadcast 

messages to all clients. 7. Shut Down: Admin  can also shut 

down the client’s machine. Software architecture is designed 

for the system software issues involved in the implementation 

of the system are discussed. Finally, software is developed 

and tested for managing the communication of this system 

that runs on the LAN solution and give appropriate output. 

II. RELATED WORKS IN EXAM MONITORING SYSTEM 

Upon completion of this paper we have concluded that this 

paper is sufficient to explain the ideology and the 

methodology that how to Control and Monitoring Local Area 

Network through Remote Invocation Method and Remote 

Procedure Call. And which is being developed in Java. It 

provides the full privileges to the server to encounter and stop 

any illegal operation running on client without bring in its 

noticed. The main Object behind this paper is to assure and 

increase the productivity and the security factor of the 

Network say (LAN). it can be enabled by developing such a 

piece of smart application which should be responsible to 

carry out all the required operations which are compatible to 

control and monitor to the network[1] 

 The aim of the proposed system is to develop a cost-

effective solution that will provide controlling and 

monitoring of LAN network remotely and enable network 

security against intrusion in the absence of administrator in 

office. The system has provided a low cost, secure, 

accessible, remotely monitored and controlled solution for 

LAN monitoring using GSM is been introduced.The use of a 

mobile, GSM modem, Server provides exciting possibilities. 

However as far as the industrial applications are concerned 

this can be viewed as a low cost, customized wireless LAN 

monitoring system. Thus, this solution can be customized to 

suit any other industrial requirement related to monitoring 

and controlling LAN network. The approach discussed in the 

paper is novel and has achieved the target to control LAN 

network remotely using the GSM SMS-based system 

satisfying user needs and requirements. GSM technology 

capable solution has proved to be controlled remotely, 

provide security and is cost-effective as compared to the 

previously existing systems. Hence, we can conclude that the 

required goals and objectives of the system have been 

achieved[1] 

 This paper explains the basics of monitoring LAN 

using RMI. This paper on Network security works as security 

provider to whole of the network This is a complete front-end 

project build in JAVA RMI used to provide the authority to 

the administrator to stop any illegal process and make him 

enable to monitor whole of the LAN and the work carried on 

connecting nodes. The project consists of several boundaries 

or limitations beyond which the project yields erroneous 

results. Nonetheless the project serves the vast functionalities 

regarding its performance.[3] 

 The system can also communicate with PC through 

RS232 Serial Port. It supports online supervision and control 

not only within Private Network (LAN) but also in Public 

Network (Internet).The whole system has low-cost, good 

openness and portability, and is easy to maintain and upgrade. 
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It is possible to interface different kind of Sensors with these 

modules and make various applications. So, it can monitor 

embedded system operation state through Internet, achieving 

network monitoring purposes. This work can further be 

extended with usage of high end embedded servers along with 

wireless sensor networks with increase in parameters and 

increase in sensor nodes.[2] 

 The main objective of this paper is to provide 

maximum details about the network to the administrator on 

their email account, when administrator is away from office / 

goes out station. Today, the world is rapidly changing the 

statement We are in the world to World is in our hands. The 

main aim of our paper is to control and monitor the Local 

Area Network (LAN) network from our email i.e. internet, 

from anywhere irrespective of distance. Say, you have a LAN 

setup at your office. Sitting at home you want to learn the 

LAN status.[3] 

 Every computer on a network has an IP address. 

This address is like your house address, something that 

identifies your computer uniquely, allowing others to 

communicate with your computer. I won’t go much into IP 

addresses, but let me just tell you that an IP address looks 

something like this - 64.104.137.158 - a set of numbers 

separated with dots. However, some computers with rich 

owners will also choose to have a domain name in addition to 

this sick looking number, so that people can easily identify 

them. A domain name looks far more sane - like 

www.yahoo.com. There are some special computers on the 

Internet, whose sole purpose in life is to translate the domain 

name to IP address and vice versa Socket Programming Using 

Java by Karthik Veer Amani (from psc cd) 

 In the era of internet services, email is widely used, 

and it has penetrated every part of our life, but remote 

monitoring of networks through email is still a mirage, this 

paper is an effort to make this mirage a reality, and this is 

where the genesis of this application lies So the network 

monitoring and control using email is successfully 

implemented with good efficiency and transparency. The 

system can be used on any operating system, so the 

application is platform independent.[4] 

III. PROTOTYPE 

This project is to provide the maximum details about the 

network to the administrator on their screen without knowing 

the activity of an users. This system will reduce the efforts 

and make work appropriate for the examiner by sending 

him/her pop-up alerts for misusing the web. System enhances 

reliability and transparency amongst the users. It also enables 

the admin to receive rapid updates about the ongoing 

executions on the user’s desktop. It can be more secured for 

both admin and clients. 

 The administrator can monitor the exam and display 

the static image of client’s desktop and then he/she could send 

warning message to the user for performing any operation. 

They can broadcast message to the client and access the 

system of client. This system offers the following 

functionalities:  

1) Client list- 

Admin can get list of clients logged in at any time. Admin 

keep track of status of every client performing an action. 

2) View Screen:  

Admin can view screen of particular client connected in 

LAN. Admin has a list of IP addresses connected to it. Admin 

can select any of  the IP address and monitor the ongoing 

Exam 

 
3) Process list- 

Admin can obtain the list of processes running while 

conducting an exam. Admin can use various processes 

available. 

 
4) Create process-  

Admin can create processes on client desktop to explain any 

term. If a client wants to use a calculator then he has to request 

it to admin. Admin can also create an active process which 

has been required for client while performing an exam 
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5) Kill processes-  

Admin can kill the unwanted processes of a client.He can 

terminate the process or shut it down if message are not taken 

seriously 

6) Broadcast messages: 

Admin has the authority to broadcast messages to all clients 

regarding some important note. 

 
  The purpose of project is to reduce time  of 

faculty and also keep a track of every student performing 

exam in a lab with the help of Exam Monitoring System.This 

project is to maintain confidentiality, integrity and 

availability of the network infrastructure. This system can be 

used at various educational institutes like schools and 

colleges to keep track of the operations of the students from 

single system to avoid cheating in exams. 

IV. HARDWARE DESIGN 

 

V. FLOWCHART 

 
Fig. 7: Flowchart of system 

 

VI. CONCLUSION 

Admin can use the application anytime for viewing the client 

and process performed by client. Admin can restart, 

shutdown the current services which are used by client 

anytime, from, anywhere. Admin can see which user is 

connected with the network or which is disconnected not. 

Admin can also get a pop up if user open google chrome while 

using C++ and he get a pop up of sms.This system will help 

the authorities of educational institutes for   conducting the 

exams smoothly and cheating-free.This system will also help 

the educational institutes by providing services that can be 

used to avoid cheating activities like accessing internet by 

opening a new browser. Pop-up will be generated if a student 

tries to access internet opening a new browser and their logs 

will be stored in the system. This system will be a complete 

monitoring solution for a computer lab from single system 

and performing remote operations.  
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