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Abstract— Data Security is an important factor for the 

information that is being transmitted over the internet. This 

can be achieved using different cryptographic algorithms to 

prevent unauthorized access of data. In this paper, we present 

a visual secret sharing schema to hide a secret image into two 

shares and also embeds an extra confidential image in these 

share images. Further the share images are encrypted using 

DES algorithm. Recipient who gathers both the share images 

can obtain the secret image by decrypting using DES 

algorithm and then by stacking them. After one of the share 

images is shifted for certain unit, recipient can get the extra 

confidential image by their visual system to check the validity 

of the revealed secret image. 
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I. INTRODUCTION 

Transmitting secret information through Internet is common 

in our day to day life. Once if the secret information is 

revealed to the unauthorized user it is a threat to the 

participant in communication. Hence to avoid this encryption 

techniques are used. One such technique that is mainly used 

for images are visual secret sharing scheme. 

In visual secret sharing scheme, an image is broken 

down in to n shares and on having all n share could decrypt 

the image. While a person having n-1 shares revealed no 

information about the original image. In 1995, Naor and 

Shamir proposed 2×2 visual secret sharing ((2, 2)-VSS) 

scheme [6], which generates two share images out of single 

secret image and anyone gets only one of the two share 

images cannot obtain the secret image. The participants can 

obtain the secret image by merely stacking the two share 

images. The most important feature of visual secret sharing 

schemes is that decryption process does not require any 

computation and is verified through human vision. 

Cryptography is an art of protecting information by 

transforming it into an unreadable format, called cipher text. 

Only those who possess a secret key can decipher the 

message. Cryptography systems can be broadly classified 

into symmetric-key systems that use a single key that both the 

sender and recipient have, a asymmetric-key systems that use 

two keys, a public key  known to everyone and a private key 

that only the recipient of messages uses. Symmetric cipher 

again is classified into block cipher and stream cipher. The 

Data Encryption Standard (DES) is a symmetric-key block 

cipher published by the National Institute of Standards and 

Technology (NIST). 

II. PROPOSED SYSTEM 

In proposed system the digital images are halftoned using 

Floyds-Steinberg Dithering technique. Then the 2 × 2 Visual 

Secret Sharing scheme is applied to hide the secret image and 

to embed the extra confidential image in to two meaningless 

share images. Further these share images are encrypted using 

DES algorithm and is sent to the communicating participants 

one share each. At the receiver end, on receiving the share 

image from the sender, both the shares are decrypted using 

DES decryption algorithm and stacking the resulting share 

images the secret image is revealed. This is verified just by 

human vision. The extra confidential image is revealed by 

placing the first share image and shifting the second share 

image to certain units by using the shifting coefficient value. 

Fig.1 and Fig.2 shows the embedding and Extraction Phase 

of the proposed system. 

 
Fig. 1: Embedding of extra confidential image into two 

secret shares 

 
Fig. 2: Extracting of extra confidential image from the two 

secret shares 

http://www.webopedia.com/TERM/C/cipher_text.htm
http://www.webopedia.com/TERM/S/symmetric_key_cryptography.htm
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A. Floyds-Steinberg Dithering 

Floyds- Steinberg dithering is a dithering algorithm achieved 

using error diffusion technique, in which it distributes the 

quantization residual of a pixel to its neighbouring pixels 

which have not been processed yet. The Floyd–Steinberg 

dithering technique can be described by the following 

equations: 

cij  =  xij +    (1) 

P(cij) =                                               (2) 

E(cij) =    (3) 

Where ci,j is a current pixel value with error fraction 

H of the neighbouring processed pixel is added. P(cij) is the 

new pixel value at location(i, j) which is either 0 or 255 and 

E(cij)  is the error at location (i,j) which is distributed to its 

neighbouring unprocessed pixels. 

B. Algorithm of 2 × 2 Visual Cryptography with Extra 

ability of hiding confidential image 

Input: A Secret image(S) of size m×n, Extra confidential 

image(E) of size less than secret image S; two parameters h 

and v (horizontal and vertical shifting amount). 

Output: Two meaningless share images S1 and S2. 

1) Step 1: For each of the non-embedding pixel position (i, 

j) in share image S1, assign the fundamental blocks in 

random. 

2) Step 2: For each of the embedding pixel position (i, j) in 

share image S2 

if secret image S(i, j) is 255 then 

 S2(i, j) = S1(i, j) 

else 

 S2(i, j) = ~S1(i, j) 

3) Step 3: For each of the embedding pixel position (i,j) in 

share image S1 

if Extra confidential image E(i-v, j-h) is 255 then 

 S1(i, j) = S2(i-v, j-h) 

else 

 S1(i, j) = ~S2(i-v, j-h) 

4) Step 4: For each of the non-embedding pixel position (i, 

j) in share image S2,   

if secret image S(i, j) is 255 then 

 S2(i, j) = S1(i, j) 

else 

 S2(i, j) = ~S1(i, j) 

5) Step 5: Output the two share images S1 and S2. 

C. DES Algorithm on share images 

Data Encryption Standard (DES) is a symmetric algorithm, 

adopted in 1977 by the National Bureau of Standards, now 

the National Institute of Standards and Technology (NIST), 

as Federal Information Processing Standard 46(FIPS PUB 

46). The algorithm is designed to encrypt and decrypt blocks 

of 64-bit data using 64-bit key and takes 16 rounds to generate 

ciphertext and plaintext respectively.  

1) DES Encryption: 

1) Load the plain image (image to be encrypted). 

2) Convert the given image into blocks of 64- pixel. 

3) for each block 

1) An initial permutation (IP) function is applied to generate 

64-pixel block. 

2) The permutated block is split into 2 halves, as L(32- 

pixel) and R( 32-pixel).  

3) The 16 Round functions F is applied with input Li-1, Ri-1 

and Output Li and Ri. 

a) In each round i we compute, Li = Ri-1 and Ri = Li-1 

XOR F( Ri-1, Ki) where Ki is the round key(56 bit) 

generated from 64-bit key. 

4) After 16 Rounds, L16 and R16 are swapped. 

5) Apply Inverse Permutation on swapped 64- pixel 

Since DES is a symmetric algorithm, the decryption 

of the ciphertext is identical to the encryption procedure, only 

with the round keys K1, K2, . . . , K16 applied in reverse order. 

III. EXPERIMENTAL RESULTS 

In this experiment, I have used 512 × 512 grey scale secret 

image namely Lena and 512 × 256 grey scale extra 

confidential image namely seed shown in fig. 3(a) and 3(b). 

The fig. 3(c) and 3(d) shows the halftoned images after 

applying Floyds- Steinberg dithering technique. 

These halftoned images are used to generate share 

images. Fig 3(e) and Fig 3(f) are the share images. In Fig. 3(e) 

we can see a pattern where the extra confidential image is 

being embedded. To overcome this I used DES algorithm on 

the share images. Fig. 3(g) and Fig 3(h) are the share images 

after DES encryption. Fig. 3(i) and Fig. 3(j) are the share 

images after DES decryption and Fig. 3(k) and Fig. 3(l) are 

the retrieved Secret and Extra confidential Image. 

For evaluating the performance of the proposed 

system, two evaluation metrics are being used, namely the 

correlation coefficient between two adjacent pixel and NPCR 

(Number of Pixel Change Rate). 

The correlation coefficient is the degree of similarity 

between two adjacent pixels. In order to measure the same, I 

have selected 1000 pairs of two adjacent pixels in vertical, 

horizontal and diagonal direction from both the secret and 

corresponding share images after DES encryption. Let x and 

y be the gray-scale values of two adjacent pixels in the same 

place in the secret and the corresponding share image after 

Des encryption. Then mathematically the correlation 

coefficient can be computed as,  

                   (7) 

    (8) 

    (9) 

              (10) 

   (11) 

where CC is correlation coefficient , Cov is 

covariance at pixels x and y, var(x) is variance at pixel value 

x in the secret image, 𝜎x is standard deviation, E is the 

expected value operator and N is the total number of pixels 

for N× N matrix. 

The Table 1 shows the Correlation coefficient of two 

adjacent pixel in Lena image and the corresponding share 
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images in all the three direction. According the proposed 

system the horizontal correlation coefficients is 0.8564 for 

Secret image and -0.0322 for DES encrypted share image, 

which means that the encrypted share image is uncorrelated 

than the secrete image. Similar results for diagonal and 

vertical directions were obtained as shown in Table I. 

 

 

 
Fig. 3. (a) Secret Image ; (b)Extra Confidential image ; (c) 

Halftoned Secret Image ; (d) Halftoned Extra Confidential 

Image; (e) Share1; (f) Share2; (g) Share1 with DES 

encryption; (h) Share2 with DES encryption ; (i)Share1 after 

DES decryption; (j) Share2 after DES decryption; 

(k)Retrieved Secret Image; (h) Retrieved Extra Confidential 

Image 

Direction of Adjacent 

pixel 

Secret Image 

CC 

Cipher Image 

CC 

Horizontal 0.8564 -0.0322 

Vertical 0.9820 0.0096 

Diagonal 0.8593 -0.0022 

Table 1: Correlation coefficients of two adjacent pixels in 

two images. 

In this experiment the NPCR means the variance 

rate of pixels in the DES decrypted share images caused by 

the change of a single pixel in the original image. To check 

the influence of one pixel change, tests were performed on 

four different secret images namely, Lena, Baboon, Pepper 

and Goldhill and the simulation results are in the table II. 

Test Images NPCR 

Lena 49.4023 

Baboon 50.1797 

Pepper 49.4961 

Goldhill 50.2031 

Table 2: Number of Pixcel Change Rate for Different 

Images. 

IV. CONCLUSION  

In this paper, we study the effect of DES in image ciphering 

which provides second layer of protection to visual secret 

sharing scheme, thus enhancing the efficiency of visual secret 

sharing scheme. The encryption quality can be measured 

using different symmetric and asymmetric cryptographic 

alogrithms. 
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