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Abstract— An electronic health (e-health) record system is a 

new and innovative application that will bring great 

convenience in healthcare. The privacy and security of the 

sensitive personal information are the major concerns of the 
users, which could hold back further development and 

widely adoption of the systems. The searchable 

cryptography (SE) theme could be a technology to include 

security protection and favorable operability functions 

along, which can play an important role in the e-health 

record system. In this paper, we introduce a new 

cryptographic primitive named as conjunctive keyword 

search with designated tester and timing enabled proxy re-

encryption function (Re-dtPECK), which is a kind of time-

dependent SE scheme. It could enable patients to envoy 

partial access rights to others to operate search functions 
over their records in a limited time period. The length of the 

period for the delegatee to look and decode the delegator’s 

encrypted documents may be controlled. Moreover, the 

delegate (Owner) might be mechanically bereft of the access 

and search authority when a such as amount of effective 

time. It can even support the conjunctive keywords search 

and resist the keyword dead reckoning attacks. By the 

answer, only the designated tester is able to test the 

existence of certain keywords. We formulate a system 

model associated a security model for the projected Re-

dtPECK theme to point out that it's an economical theme 

verified secure within the commonplace model. The 
comparison and intensive simulations demonstrate that it's 

an occasional computation and storage overhead. 
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I. INTRODUCTION 

The Electronic health records (EHR) will bring great change 

in maintaining the medical records in computerized manner 
by preventing medical errors. This will enable patients 

staying in one hospital to share or manage their information 

with other hospital by creating their own health information. 

There also exists other EHR systems such as Microsoft 

Health Vault[3] and Google Health[4]. In this paper, we 

tend to propose a multi keyword search security model with 

proxy Re-encryption. In public key encryption scheme with 

keyword search(PEKS)[3] allows user to search on 

encrypted information without decrypting it, which is 

suitable to enhance the security of EHR system. Sometimes 

a patient wants to give his search right to his doctor without 

revealing this own private key. This can be made possible 
by proxy re-encryption method. the data owner issues a 

unique key to all his users which is known as private key 

that is generated during the registration.  All the users may 

use this key to access the data or information they need. The 

files can be searched by a keyword. In the proposed data 

owner creates the keyword hence proposed scheme is 

formally proved secure against chosen-keyword chosen-time 

attack. 

II. LITERATURE SURVEY 

A. Outlining a Framework for Patients Controlling 
Suppliers 

All the records that square measure associated with health 

have increased chop-chop and business payments can 

inspire their use. When some of the principles of honest info 
practices square measure applied to electronic health record 

then the patients privileges ought to keep track of all the 

non-public info with the suppliers info that require to be 

delivered safely and smart quality of care ought to be taken. 

We have outlined the sensible and structural contest that are 

baby-faced throughout the patient’s likings for the patients’ 

health record access and it applies for this electronic health 

record. We would provide a system where it could contain 

the list of all the clinics that square measure provided and 

conjointly the list of people like doctors, nurse etc. that 

square measure collaborating. We then can change the 
present info seeing the package, which is able to function 

the exchange for the health info. And in the towns of the 

clinics the patients’ health record can be provided [3]. 

B. Keyword Exploration with Public Key Encoding 

In this the information that has been encoded will be 

searched by victimisation the general public key. Consider 
AN example wherever one in every of the user John who 

can send AN email to Alica wherever the information has 

been encoded victimisation Alica public key. Here the email 

access wants to know that the email can have keyword 

“knowledge” in it in order that it will notice the route 

simply. Here Alica won't offer any quite access to the data 

so as to decipher all the messages in it. So here we are going 

to define and build an appliance in which the Alica will 

provide a key so as to grasp whether or not the keyword 

“knowledge” is gift or not. So this appliance is Public key 

encoded with the keyword search. Other example, allow us 
to think about a server which is able to store all the 

messages for Alica .Here Alica will send a key to the server 

wherever it will acknowledge message that may have that 

keyword. Therefore, the most plan is to cipher the 

information victimisation the general public key concept. 

III. EXISTING SYSTEM 

Public key encryption scheme with keyword search (PEKS) 

allows a user to search on encrypted information without 
decrypting. Sometimes a patient may want to act as a 
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delegator to delegate his search right to a delegate, who can 

be his doctor, without revealing his own private key. The 

encrypted indexes of the patient are converted into a re-
encrypted form which can be searched by the delegate. 

There arises a problem when the access right is distributed. 

If the patient is transferred to another hospital or recovered 

and discharged from the hospital, patient does not wish the 

non-public knowledge to be searched and used by his 

previous physicians. This problem is solved by re-encrypt 

all his data with a new key. This process cost more. 

A. Disadvantages 

1) The serious privacy and security concerns are the 

overriding obstacle that stands in the way of wide 

adoption of the systems. 

2) In the traditional time-release system, the time seal is 

encapsulated in the cipher text at the very beginning of 

the encryption algorithm. It implies that all users 

together with knowledge owner are strained by the 

period. 

IV. PROPOSED SYSTEM 

The Conjunctive Multi Keyword Search Security Model 

with Proxy Re-Encryption Function in E-Health Clouds is 

proposed which has the following merits. 

1) Compared with existing schemes, this system can 

achieve timing enabled proxy re-encryption with 

delegation revocation. 

2) The proposed system is proven against offline chosen 

guessing attacks, chosen keyword, chosen time attack. 
3) Rather than the random oracle model this scheme works 

based on standard model. 

The figure.1 shows the proposed system model. 

There are three types of entities. Data Owner, Data user and 

Data Center (Authority). Authority is one who owns the data 

center he provides the private storage space to the data 

owner to store his HER files. Data owner extracts the 

keywords from the EHR files and converts them into secure 

searchable indices. The EHR files are encrypted to cipher 

text. A data center provides EHR storage and a server to 

search. Role of storage provider is to store data and 
search/add/delete operations are performed by search server 

as per user request. User uses the trapdoor generated to 

search the EHR files using his private key and sends it 

servers to search. The servers on receiving the request 

interact with the HER storage provider to find the matched 

files and returns the result to user in encrypted form. 

V. SYSTEM ARCHITECTURE 

 
Fig. 1: System Architecture 

VI. DESCRIPTION 

Basically explains concerning the time that has been 

provided to every of the users so as to access the 

information that's gift in the cloud. The data owner can send 

the list of times that has been provided to the users to the 
time server and additionally it'll send to the proxy server. 

Once the time server can receive the list, it will allot the 

time for each of the delegatees or the users. So if the user 

wants to access the data then he will make use of the key 

and try to access. The trapdoor will open only if the private 

key is correct and also the time which has been allotted is 

correct or not. After confirming solely the proxy server can 

decipher the text and the user can view or access the data. In 

the re-encryption operation, the negotiator or proxy server 

can typify the powerful time into the re-scrambled cipher 

text. 
With a selected finish goal to decrease registering 

price, the Proxy server won't re-scramble the cipher text 

until they are gotten to, which is alleged apathetic re-

encryption element .In the query stage, the data owner can 

do direct normal search operations with his own particular 

private key. The delegate has to produce a keywords 

trapdoor with the assistance of the period of time. 

A. Conjuctive Keywords: 

Conjuctive Keyword search function when compared with 

single key word search gives the users with more than 

requested results and satisfy them with multiple results. 

B. Proxy: 

In E-Health Record Systems, Proxy re-encryption 

mechanism is practical. Hence it is smooth process for 

patient delegating search and access rights. In Existing 

System there is no concept of Proxy re-encryption SE 

Scheme function to users. 

C. Trapdoor: 

Secret entry point into a program that allows someone to 

gain access without going through the usual security access 

procedure. 
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D. Data Admin: 

Admin is the person who generates the key and provide that 

key to the doctor .Manages EHR files. Maintaining the 

backup of data as per the users requirements. 

E. Data owner: 

Data owner is nothing but a patient. Stores EHR (Electronic 

Health Record) files on data center. 

F. EHR storage provider: 

Stores EHR files. Performs operations like search, add, 
delete, update. 

VII. CONCLUSION 

This project provides a security to the attention records of 

the patients that square measure keep within the cloud. This 

application can be very useful throughout the emergency 

cases wherever the previous health record of the patient is 

needed. For each of the authorized users has been enabled 

with Proxy re-encryption perform in E-health cloud so as to 
forestall the misuse of knowledge by the attackers. 

With facilitate the assistance of random multiple 

keywords the search operation will be performed to access 

the information and proxy server can help to rewrite the 

encrypted knowledge if the user has the valid fundamental 

quantity provided. Further this application will be used for 

several licensed user in future. And some additional versions 

of the application can be added and used. The storage of the 

information is secure and wide utilized in the health care 

applications. 
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